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Exam A

QUESTION 1
The WOS server does not have a default backup schedule for the profiles.

If an administrator needs to perform a backup immediately, which process would be followed?
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A. Select Reports > Backup > Click on Backup Now

B. Select Settings > Backup > Click on Backup Now

C. Select Configure > Backup > Click on Backup Now

D. Select Monitor > Backup > Click on Backup Now

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 2
A customer wants to implement QoS on an Avaya WLAN.

Which three practices need to be followed? (Choose three.)

A. Use separate Radios for the same networks.

B. Use as few SSIDs as possible.

C. Prioritize voice and video traffic over general data traffic.

D. Device density ratio must be less than 40.

E. Apply the QoS policies to the VLANs configured on the APs.

Correct Answer: BCE
Section: (none)
Explanation
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Explanation/Reference:

QUESTION 3
Which WAP command is used to capture tcpdump to a file?

A. yourAP (config-test) # tcpdump gig1 to-file tcpdump1.log

B. yourAP (config-test) # tcpdump gig2 tcpdump1.log

C. yourAP (config-test) # tcpdump gig1 tofile tcpdump2.log

D. yourAP (config-test) # tcpdump gig1 file tcpdump1.log

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 4
The Guest Manager connection to an Ignition Server appliance fails. After accessing the Guest Manager, the following error appears:

          Error: Failed to connect to appliance 192.168.0.232: Host Unreachable

What are two problems on the Ignition Server? (Choose two.)

A. SOAP is not enabled on the Ignition Server.

B. The Guest Manager Admin interface is not configured properly.

C. The Ignition Server Admin interface is not configured properly.

D. The Ignition Server IN interface is not configured properly.

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 5
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Which four steps are used to create a Guest Manager trouble ticket? (Choose four.)

A. From the Guest Manager administrator application, select Trouble Ticket in the main toolbar.

B. On the Create Trouble Ticket screen, click create Ticket.

C. Save the Guest Manager trouble ticket file to an appropriate location.

D. Contact technical support for instructions on how to upload the file to Avaya.
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E. Remove the Guest Manager trouble ticket file to an appropriate location.

F. From the IDE troubleshooting screen, select trouble ticket in the main toolbar.

Correct Answer: BDEF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6
A customer of Avaya is using WLAN 9100s, and they are experiencing intermittent connectivity issues and delay when associating to Access Points.

Given these problems identified by the customer:

- Wireless client stations like tablets, laptops, Android telephones and iPhones are taking very long time in connecting to SSIDs, and poor performance is observed
once connected to the network.
- Wireless client stations like tablets, laptops, Android telephones and iPhones are not getting reassociated to neighboring Access Point, though the signal strength
is weak.
- Some wireless client stations are unable to browse after connecting to the SSID_

Which two corrective actions should be taken to resolve these problems? (Choose two.)

A. Optimize channel allocation via WOS, or WMI.

B. Verify there is no co-channel interference.

C. Restart all the Access Points where users are connected.
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D. Increase the RF signal strength to maximum recommended value.

E. Change the SSIDS of the Access Points and restart the Access Points.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 7
Refer to the exhibit.
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When troubleshooting the Wireless Access Points, what information can be determined from the exhibit?

A. There are 30 Access Points which are currently monitored by IDE.

B. The Access Points are authenticated through Active Directory (AD).

C. The Access Points are authenticated using Ignition Server (Radius Server).

D. The Access Points are authenticated using Ignition Server (Tacacs + Server).

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 8
WLAN Clients failed to obtain the IP address in External Captive Portal Setup.

What is causing this problem?

A. The External Captive Portal is not running.

B. The external DHCP server may not be functional or reachable.

C. The built-in DHCP server will get disabled whenever the External Captive Portal is enabled.

D. The Access Portal does not redirect the clients to the External Captive Portal.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 9
Refer to the exhibit.
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The customer IT supervisor wants to know the total number of authentication failures on their IDE server, to confirm if it is functioning properly. The IT engineer has
shared this exhibit with the IT supervisor.

What information can be gathered from this exhibit?
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A. Access Portal; Monitoring Statistics

B. Guest Manager; Monitoring Statistics

C. Ignition Server; Monitoring Statistics

D. Ignition Server; Monitoring Log viewer

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
In the event of a fault in Ignition Server, you generate a trouble ticket file that Avaya support staff can use to diagnose the problem.

Which process is needed to generate a trouble ticket for the Ignition Server?

A. Ignition Dashboard > Troubleshooting > Trouble Ticket

B. Ignition Dashboard > Monitoring > Trouble Ticket

C. Ignition Dashboard > Actions > Trouble Ticket

D. Ignition Dashboard > Trouble Ticket

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 11
An Administrator has completed the Wireless Orchestration System configuration.

Which parameter does WOS use to discover WLAN 9100 series Access Points?

   https://www.gratisexam.com/



https://www.gratisexam.com/

A. DHCP Records

B. DNS Records

C. ARP Records

D. IP Records

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 12
You are the administrator and a new employee has just joined your organization’s Accounts Group.

Which command is used to assign the new employee’s workstation to Accounts Group on Wireless Access point?

A. #assign-sta-group <macaddress> <group-name>

B. #assign stn grp <macaddress> <group-name>

C. #assign-station-group <macaddress> <group-name>

D. #assign-stn-group <macaddress> <group-name>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 13
A customer has a License Certificate which includes the License Activation Code.

From which portal can the customer request WLAN 9100 Licenses?

A. http://licenses.wifi.avaya.com

B. http://avaya.licenses.com

C. http://support. avaya.com

D. http://avaya.wlan. licenses.com
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Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
 Reference: https://www.avayadatalicensing.com/

QUESTION 14
Refer to the exhibit.

Which CLI command is used to obtain the Wireless Access Point diagnostic log shown in the exhibit?

A. runtest > diagnostics

B. runtest > diagnostic-log

C. runtest > diagnosticlogs

D. runtest > diagnostics-log

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
Which on-premise product provisions, manages, and controls guest users and BYOD access, with minimal to no assistance from IT?

A. Ignition Access portal

B. Avaya CNP

C. Ignition Guest manager

D. Wireless Orchestration System

Correct Answer: C
Section: (none)
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Explanation

Explanation/Reference:

QUESTION 16
Which statement about the WLAN AOS 9100 Access Point is true?
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A. Web Management Interface (WMI) is built in by default on all WLAN 9100 Access Points.

B. The customer has to install the Web Management Interface (WMI) before accessing the WMI.

C. The Web Management Interface (WMI) has to be downloaded from support.avaya.com.

D. There is a unique Web Management Interface (WMI) for each WLAN 9100 Access Points.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 17
When applying the 8D methodology to mobility network troubleshooting, how should you perform the data collection?

A. Perform a complete data set collection at each step of the process.

B. Collect the data for each hypothesis as you test it.

C. Collect the majority of the data at the beginning of the process before hypothesis development and testing.

D. Collect all the data at the end of hypothesis development and testing.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 18
What is the advantage of using WLAN 9100 controller-less architecture?

A. All the traffic processing and network services are executed on the built-in controller operating within each Wireless Access Point.

B. Wireless Access Points have to depend on a centralized management server for traffic processing and network services.

C. All the traffic processing and network services are executed from a centralized controller inside the network core.

D. Wireless Access Points have to depend on the Edge Switches for traffic processing and network services.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 19
What are three features of Avaya WLAN AOS 9100 Access Points? (Choose three.)

A. Wireless Orchestration System

B. Application Control

C. Software Programmable Radios

D. Spectrum Analyzer

E. Wi-Fi Designer

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 20
You have deployed a WLAN solution in an enterprise.

To ease fault detection and management, which two configuration recommendations do you need to know? (Choose two.)

A. details of WOS platform to notify critical alarms
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B. details about Wireless Authentication Protocols

C. details about NTP Servers

D. details of System Hostnames

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 21
Which three advanced RF capabilities of WLAN 9100 will let you optimize your wireless spectrum to ensure a high quality of user experience for your Wi-Fi users?
(Choose three.)

A. Bonjour Optimization

B. Honeypot Support

C. Software Programmable Radios

D. Load sharing across Radios

E. High Availability across Radios

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation: Avaya WLAN 9100 improves the user experience by maximizing the use of RF resources. Whether you require roaming assistance for sticky clients,
Bonjour optimization, softwareprogrammable radios, load balancing across radios, or HoneyPot support, the advanced RF capabilities of WLAN 9100 will let you
optimize your wireless spectrum to ensure a high quality user experience for your mobile users.

QUESTION 22
Which statement describes the D3 - Develop Interim Containment Actions stage of 8D Troubleshooting methodology?

A. Perform this step only if there is a way to limit the scope of the problem without destroying information needed to determine the root cause.

B. Use information collected while describing the problem and troubleshooting the issue, as well as develop and test a problem hypothesis

C. Go beyond the symptoms and document what is and is not working. Be specific. Provide as much needed information as available.

D. Follow best practices when designing, deploying, maintaining, and documenting the mobility network.

Correct Answer: D



https://www.gratisexam.com/

Section: (none)
Explanation

Explanation/Reference:

QUESTION 23
What are the two key advantages of an Avaya Identity Engine solution? (Choose two.)

A. It has identity and device based network access control by policy processing.

B. It is flexible in securing the network access by support of the mostly used protocols and mechanisms.

C. It integrates third party vendors AAA servers to consolidate network access policies.

D. It can automatically send fabric attach configuration to edge devices with identity policies.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Reference: file:///C:/Users/abdullah/Downloads/AvayaIdentityEnginesPortfolioDN5115.pdf

QUESTION 24
From which portal do customers or partners get free 30-day trial licenses for the Identity Engines portfolio?
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A. www.avaya.com

B. www.plds. avaya.com

C. www.support. avaya.com

D. www.avaya.com /identitytrial

Correct Answer: D
Section: (none)
Explanation
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Explanation/Reference:
Reference: https://support.avaya.com/public/index?page=content&id=SOLN229886&group=UG_PUBLIC

QUESTION 25
Refer to the exhibit.

What does the green symbol beside the Access Point on WOS Web interface indicate?

A. The Access Point is busy.

B. The Access Point is not ready.

C. The Access Point is down.

D. The Access Point is up.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 26
Refer to the exhibit.
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Which component is referred to as the FA Client?

A. Access Point

B. Ignition Server

C. ERS switch

D. VSP switch

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 27
What is the default IP address assigned to the Wireless Orchestration System (WOS) application?

A. 192.168.1.3/24

B. 192.168.1.10/30

C. 192.168.1.1/24

D. 192.168.1.10/24

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Reference: http://downloads.avaya.com/css/P8/documents/100181422

QUESTION 28
To determine the Tx and Rx thresholds for the Access Point, which command can be run on the Access Point?

A. show radio

B. show aip

C. show api

D. show iap

Correct Answer: A
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 29
IDE Licenses files are bound to which two components? (Choose two.)

A. Ignition Analytics

B. Access Portal

C. Guest Manager

D. Ignition Dashboard

E. Ignition Server

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 30
What are the two port numbers used by RADIUS Server for authentication and accounting services?

A. 2865 and 2866

B. 4990 and 5500

C. 1812 and 1813

D. 1645 and 1646

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: On all recent RADIUS server implementations, UDP/1812 is the authentication and authorization port, and UDP/1813 is the accouting port.

Reference: https://supportforums.cisco.com/discussion/12293216/which-port-numbers-are-used-radius-accounting-and-radius-authentication
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QUESTION 31
Where do you check the status of a guest management user interface connection to Ignition Server?

A. Guest Manager > Devices

B. Administration > Account

C. Connection > Appliance

D. Connection > RADIUS

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Reference: https://downloads.avaya.com/css/P8/documents/100160969

QUESTION 32
Which two business problems can be resolved by Avaya Identity Engines? (Choose two.)

A. Increases signal interferences as more users login to the Wi-Fi premises.

B. Centralized policy management to improve and eliminate policy distribution costs.
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C. Quick and flexible integration with major enterprise directories.

D. Network outages in an enterprise.

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 33
Refer to the exhibit.
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Flow of Operations:
A. OPSWAT agent reports endpoint device posture.
B. Ignition Server Access Policy evaluates posture and responds to switch or access point with deny or allow and network service (VLAN or VLAN:ISID).
C. User is granted access to the network.
D. User gets authenticated by Ignition Server.
E. Device posture caching is done in Ignition Server in parallel to other steps.
F. User connects to corporate network via wired switch or Access Point.

Given the diagram flow of operation from A to F, what is the correct sequence of operations?

A. A, F, D, E, B, C

B. A, B, C, F, D, E

C. A, F, B, C, D, E

D. A, F, D, C, E, B

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 34
Refer to the exhibit.
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While troubleshooting, which two situations would produce the output in the exhibit? (Choose two.)
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A. Guest Users Network Login failures

B. FA Client Authentication Requests

C. List of recent sign-on failures

D. RADIUS policies are not configured properly

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 35
Which WAP command is used to create Access Point diagnostic logs?

A. (config) #collect diagnostic-log

B. (config) #create diagnostic.log

C. (config) # make diag.log

D. (config-test) diagnostic-log

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 36
Which command will check the WAP connectivity to network services?

A. show network_health

B. show network_status

C. show network_assurance

D. show network

Correct Answer: A
Section: (none)



https://www.gratisexam.com/

Explanation

Explanation/Reference:

QUESTION 37
Refer to the exhibit.

What information can be determined about Guest Manager?
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A. It is connected to AAA Server.

B. It is connected to Ignition Server.

C. It is connected to External Radius Server.

D. It is connected to Domain Controller.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 38
Where does the customer obtain the latest documentation for a Mobility Networking solution?

A. devconnectprogram.com

B. avaya.com/partnerportal

C. avaya.cm

D. support.avaya.com

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 39
Which command is used to filter out the UDP traffic in an Access Point?

A. tcpdump gig1 filter-expr “udp” -vvv

B. tcpdump eth0 filter-expr “udp” -vvv

C. tcpdump eth1 filter-expr “udp” -vvv

D. tcpdump se01 filter-expr “udp” -vvv

Correct Answer: C
Section: (none)
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Explanation

Explanation/Reference:
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