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Exam A

QUESTION 1
For the following protocols, which one maps names to IPv6 addresses?

A. Domain Name System (DNS)
B. DNSv2
C. Address Resolution Protocol (ARP)
D. Neighbor discovery (ND)

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
What does CDP stand for ?

A. Collection Device Protocol
B. Campus Discovery Protocol
C. Cisco Device Protocol
D. Cisco Discovery Protocol

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3
For the following options, which International Telecommunication Union (ITU) standard provides a framework
for multimedia protocols for the transport of voice, video, and data over packet- switched networks?

A. Weighted fair queuing (WFQ)
B. H.323
C. Voice over IP (VoIP)
D. Session Initiation Protocol (SIP)

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 4
What does the Cisco SLM define as the component used to specify expected performance between a pair of
devices connected by a network?

A. CM
B. SLC
C. SLA



D. SAA

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 5
In a network with Enhanced Interior Gateway Routing Protocol (EIGRP) and IGRP using the same autonomous
system number, what will happen on the router configured with both protocols?

A. Redistribution occurs automatically.
B. Redistribution is not necessary.
C. EIGRP assumes IGRP is a less capable protocol and overtakes it.
D. Redistribution does not occur automatically.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 6
What is the acronym PDIOO short for?
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A. Purpose, design, install, operation, optimization
B. Purpose, design, implement, operate, optimize
C. Plan, design, install, operation, optimization
D. Plan, design, implement, operate, optimize

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 7
Which packet-switching topology approach typically requires the greatest level of expertise to implement?

A. Hub and spoke
B. Point-to-point
C. Star
D. Partial mesh



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 8
The network-design process is limited by many external constraints. Which origins are of these constraints?

A. Technological, worldwide standards, social, and managerial
B. Technological, political, social, and economical
C. Technological, cost, social, and economical
D. Managerial, political, social, and economical

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 9
What does FCAPS stand for?

A. Fault, caching, application, production, security
B. Fault, configuration, accounting, performance, security
C. Fiscal, communication, application, production, security
D. Fault, consolidation, accounting, performance, security

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 10
What is DHCP?

A. Dynamic Host Configuration Protocol
B. Dedicated Host Configuration Protocol
C. Dynamic Host Control Protocol
D. Predecessor to BOOTP

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 11
Which two of these are functions of an access point in a Split MAC Network Architecture? (Choose two.)



A. EAP Authentication
B. MAC layer encryption or decryption
C. 802.1Q encapsulation
D. Process probe response

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Cisco Unified Wireless Network Split-MAC Architecture With the Cisco UWN split-MAC operation, the control
and data messages are split. LWAPs communicate withthe WLCs using control messages over the wired
network. LWAPP or CAPWAPdata messages are encapsulatedand forwarded to and from wireless clients. The
WLC manages multiple APs, providing configurationinformation and firmware updates as needed.

LWAP MAC functions are

Controller MAC functions are

Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 5

QUESTION 12
Data link switching is typically used in which Enterprise Campus Module layer?

A. Server Farm
B. Campus Core
C. Building Access
D. Building Distribution
E. Internet Connectivity

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
In the most general model, the Building Access layer uses Layer 2 switching (or Data link switching), and the
Building Distribution layer uses multilayer switching.

QUESTION 13
Which three of these are components of the North American Numbering Plan? (Choose three.)

A. Numbering Plan Area
B. country code
C. prefix
D. zone
E. line number
F. trunk channel

Correct Answer: ACE
Section: (none)
Explanation



Explanation/Reference:
Explanation: Explanation

NANP has the address format of NXX-NXX-XXXX, where N is any number from 2 to 9 and X is any number
from 0 to 9. The rst three digits identify the numbering plan area and are commonly called the area code. The
address is further divided into the office code (also known as prefix) and line number. The prefix is three digits,
and the line number is four digits. The line number identifies the phone.

QUESTION 14
Which network management protocol allows a network device to have vendor-specific objects for
management?

A. SNMP v1
B. SNMP v2
C. SNMP v3
D. MIB
E. RMON1
F. RMON2

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 15
Which two solutions are parts of the Cisco Security Management Suite? (Choose two.)

A. ASA
B. Cisco Security Agent
C. NAC Appliance
D. csm
E. pix
F. Cisco Security MARS

Correct Answer: DF
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
Solutions of the Cisco Security Management Suite are:
+ Cisco Security Manager(CSM) is an integrated solution for conguration management of rewall, VPN, router,
switch module, and IPS devices.
+Cisco Secure Access Control Server(ACS) provides centralized control for administrative access to Cisco
devices and security applications.
+Cisco Security Monitoring, Analysis, and Response System(MARS) is an appliance-based

 146 solution for network security administrators to monitor, identify, isolate, and respond to security threats.
+Management Center for CSA(CSA MC) is an SSL web-based tool for managing Cisco Security Agent
congurations.
+Cisco Router and Security Device Manager (SDM) is a web-based tool for routers and supports a wide range
of IOS software.
+Cisco Adaptive Security Device Manager(ASDM) is a web-based tool for managing Cisco ASA 5500 series
appliances, PIX 500 series appliances (version 7.0 or higher), and Cisco Catalyst 6500 Firewall Services



Modules (FWSM version 3.1 or higher). +Cisco Intrusion Prevention System Device Manager(IDM) is a web-
based application that congures and manages IPS sensors.
(Reference: CCDA Official Exam Certification Guide 3rd)

QUESTION 16
When monitoring voice traffic on a converged network, which are the three most important QoS characteristics
to pay attention to? (Choose three.)

A. delay
B. jitter
C. packet loss
D. bit error rate
E. CRTP hop configuration

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 17
An internal network has servers with private IPv4 addresses that must be visible from the public network. Which
kind of address translation should be used to ensure this?

A. many-to-one translation (PAT)
B. many-to-one translation (Dynamic NAT)
C. one-to-one translation (Static NAT)
D. one-to-one translation (NAT Traversal)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 18
Which of the following is a modular component within the Cisco Enterprise Campus module in the Cisco
Enterprise Architecture framework?

A. Teleworker
B. E-Commerce
C. Internet Connectivity
D. Building Distribution
E. WAN/MAN Site-to-Site VPN

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 19
Which two design methodology steps relate, at least in part, to the implement phase of the PPDIOO process?



(Choose two.)

A. verifying the network
B. testing design
C. determining customer requirements
D. characterizing the existing network
E. establishing the organizational requirements

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The Implement phase relates to implement new devices, including verifying and testing so A and B are the
most suitable options.
"Determining customer requirements" occurs in the Prepare phase, which identifies requirements and builds a
conceptual architecture.
"Characterizing the existing network" belongs to the Plan phase; this step is performed to determine the
infrastructure necessary to meet the requirements. In the "establishing the organizational requirements" step,
the network topology is designed to meet the requirements and close the network gaps identified in the
previous steps. This step is related to the Design Phase of the PPDIOO process.

QUESTION 20
Which H.323 protocol monitors calls for factors such as packet counts, packet loss, and arrival jitter?

A. H.225
B. H.245
C. RAS
D. RTCP

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 21
Refer to the exhibit.



Which element or elements of the existing network infrastructure does this network map emphasize?

A. network services
B. network protocols
C. the OSI data link layer
D. network applications

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 22
The BodMech online fitness organization specializes in creating fitness plans for senior citizens. The company
recently added a health-products retail inventory. Which E-Commerce module
device will allow customers to interact with the company and purchase products?



A. application server
B. database server
C. public server
D. web server
E. NIDS appliance
F. SMTP mail server

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 23
Which two of the following are benefits of using a modular approach to network design? (Choose two.)

A. improves flexibility
B. facilitates implementation
C. lowers implementation costs
D. improves customer participation in the design process

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 24
Which statement decribes the recommended deployment of DNS and DHCP servers in the Cisco Enterprise
Architecture Model?

A. Place the DHCP and DNS servers in the Enterprise Campus Access layer and Enterprise branch.
B. Place the DHCP and DNS servers in the Enterprise Campus Server Farm layer and Enterprise branch.
C. Place the DHCP server in the Enterprise Campus Core layer and Remote Access/VPN module with the

DNS server in the Internet Connectivity module.
D. Place the DHCP server in the Enterprise Campus Distribution layer with the DNS server in the Internet

Connectivity module.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: For the Enterprise Campus, DHCP and internal DNS servers should be located in the Server Farm
and they should be redundant. External DNS servers can be placed redundantly at the service provider facility
and at the Enterprise branch.

QUESTION 25
Which two routing protocols usually converge most quickly? (Choose two.)

A. RIPv1
B. RIPv2
C. BGP



D. IGRP
E. EIGRP
F. OSPF

Correct Answer: EF
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 26
Which three of these are layers in the Cisco SONA Architecture? (Choose three.)

A. Application
B. Physical
C. Presentation
D. Integrated Transport
E. Interactive Services
F. Networked Infrastructure

Correct Answer: AEF
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 27
What is the benefit of VLSM?

A. reduces configuration complexity by using the same subnet mask length
B. reduces the routing table size by using automatic route summarization
C. reduces the routing table size by using manual route summarization
D. allows the subnet mask and classful routing updates to be advertised
E. secures the hosts on a subnet by using RFC 1918 addresses

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 28
You are performing an audit of a customer's existing network and need to obtain the following router
information:

Interfaces
running processes
IOS image being executed

Which command should you use?

A. show version



B. show tech-support
C. show startup-config
D. show running-config
E. show processes memory

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 29
What is the recommended spanning tree protocol to use for all Layer 2 deployments in a branch office
environment?

A. CST
B. RSPT
C. PVST
D. MISTP
E. Rapid PVST +

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30
Which Cisco device management feature is most suited to metering network traffic and providing data for billing
network usage?

A. BGP
B. Cisco Discovery Protocol
C. QoS
D. RMON
E. NetFlow

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 31
Which of these domain-of-trust security statements is correct?

A. Segments within a network should have the same trust models.
B. An administrator should apply consistent security controls between segments.
C. Communication between trusted entities needs to be carefully managed and controlled.
D. Segment security policy decisions are based on trust.



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 32
Which modules are found in the Enterprise Edge functional area of the Cisco Enterprise Architecture? Select all
that apply.
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A. Teleworker
B. WAN/MAN
C. Server Farm
D. E-Commerce
E. Internet Connectivity
F. Remote Access/VPN

Correct Answer: BDEF
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Enterprise Edge functional area is composed of Following modules:
· E-commerce module: The E-commerce module includes the devices and services necessary for an
organization to provide e-commerce applications.
· Internet Connectivity module: The Internet Connectivity module provides enterprise users with Internet access.
· Remote Access and VPN module: This module terminates VPN traffic and dial-in connections from external
users.
· WAN and MAN and Site-to-Site VPN module: This module provides connectivity between remote sites and
the central site over various WAN technologies.

QUESTION 33
A campus network needs end-to-end QoS tools to manage traffic and ensure voice quality. Which three types
of QoS tools are needed? (Choose three.)

A. interface queuing and scheduling
B. congestion management
C. compression and fragmentation
D. bandwidth provisioning
E. traffic classification
F. buffer management

Correct Answer: ADE
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 34
Which two solutions are parts of the Cisco Security Management Suite? (Choose two.)

A. ASA
B. Cisco Security Agent
C. NAC Appliance
D. csm
E. pix
F. Cisco Security MARS

Correct Answer: DF
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
Solutions of the Cisco Security Management Suite are:
+ Cisco Security Manager(CSM) is an integrated solution for conguration management of rewall, VPN, router,
switch module, and IPS devices.
+Cisco Secure Access Control Server(ACS) provides centralized control for administrative access to Cisco
devices and security applications.
+Cisco Security Monitoring, Analysis, and Response System(MARS) is an appliance-based

 146 solution for network security administrators to monitor, identify, isolate, and respond to security threats.
+Management Center for CSA(CSA MC) is an SSL web-based tool for managing Cisco Security Agent
congurations.
+Cisco Router and Security Device Manager (SDM) is a web-based tool for routers and supports a wide range
of IOS software.
+Cisco Adaptive Security Device Manager(ASDM) is a web-based tool for managing Cisco ASA 5500 series
appliances, PIX 500 series appliances (version 7.0 or higher), and Cisco Catalyst 6500 Firewall Services
Modules (FWSM version 3.1 or higher). +Cisco Intrusion Prevention System Device Manager(IDM) is a web-
based application that congures and manages IPS sensors.
(Reference: CCDA Official Exam Certification Guide 3rd)



Exam B

QUESTION 1
CORRECT TEXT

What is the purpose of the Data Center aggregation layer?

A.
B.
C.
D.

Correct Answer: 
Section: (none)
Explanation

Explanation/Reference:
Answer: The Data Center Aggregation (distribution) layer aggregates the uplinks from the access layer to the
Data Center Core layer and is the critical point for control and application services.

QUESTION 2
CORRECT TEXT

Where do you put DNS and DHCP on Enterprise model?

A.
B.
C.
D.

Correct Answer: 
Section: (none)
Explanation

Explanation/Reference:
Answer: Core and Internet

QUESTION 3

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:

QUESTION 4

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:

QUESTION 5

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:

QUESTION 6

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:

QUESTION 7

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:

QUESTION 8

Select and Place:



Correct Answer: 



Section: (none)
Explanation

Explanation/Reference:



Exam C

QUESTION 1
Which consideration is the most important for the network designer when considering IP routing?

A. convergence
B. scalability
C. on-demand routing
D. redistribution

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Convergence is most important because with delayed convergence outage recovery will be
delayed as well.
Link:http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/routed-ex.html#wp998414

QUESTION 2
You want to gather as much detail as possible during a network audit, to data time stamping across a large
number of interfaces, customized include according to interface, with a minimal impact on the network devices
themselves. Which tool would you use to meet these requirements?

A. RMON
B. SNMFV3
C. NetFlow
D. Cisco Discovery Protocol

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

NetFlow provides extremely granular and accurate traffic measurements and a high-level collection of
aggregated traffic. The output of netflow information is displayed via theshow ip cache flowcommand on
routers. The Table shows a description of the fields for NetFlow output.

Table. Netflow Output escription



QUESTION 3
Which two of these practices are considered to be best practices when designing the access layer for the
enterprise campus? (Choose two)

A. Implement all of the service (QoS, security, STP, and so on) in the access layer, offloading the work from
the distribution and core layers.

B. Always use a Spanning Tree Protocol; preferred is Rapid PVST+.
C. Use automatic VLAN pruning to prune unused VLANs from trunked interface to avoid broadcast

propagation.
D. Avoid wasted processing by disabling STP where loops are not possible.
E. Use VTP transparent mode to decrease the potential for operational error

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
When designing the building access layer, you must consider the number of users or ports required to size up
the LAN switch. Connectivity speed for each host should also be considered.

Hosts might be connected using various technologies such as Fast Ethernet, Gigabit Ethernet, or port
channels. The planned VLANs enter into the design.

Performance in the access layer is also important. Redundancy and QoS features should be considered.
The following are recommended best practices for the building access layer:



· Limit VLANs to a single closet when possible to provide the most deterministic and highly available topology.
· Use Rapid Per-VLAN Spanning Tree Plus (RPVST+) if STP is required. It provides the faster convergence
than traditional 802.1d default timers.
· Set trunks to ON and ON with no-negotiate.
· Manually prune unused VLANs to avoid broadcast propagation (commonly done on the distribution switch).
· Use VLAN Trunking Protocol (VTP) Transparent mode, because there is little need for a common VLAN
database in hierarchical networks.
· Disable trunking on host ports, because it is not necessary. Doing so provides more security and speeds up
PortFast.
· Consider implementing routing in the access layer to provide fast convergence and Layer 3 load balancing.
· Use theswitchport hostcommands on server and end-user ports to enable PortFast and disable channeling on
these ports.
· Use Cisco STP Toolkit, which provides
·PortFast:Bypass listening-learning phase for access ports ·Loop Guard:Prevents alternate or root port from
becoming designated in absence of bridge protocol data units (BPDU)
·Root Guard:Prevents external switches from becoming root ·BPDU Guard:Disables PortFast-enabled port if a
BPDU is received Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 3, Page 85

QUESTION 4
With deterministic Wireless LAN Controller redundancy design, the different options available to the designer
have their own strengths. Which one of these statements is an example of such a strength?

A. Dynamic load balancing, or salt-and-pepper access point design, avoids the potential impact of
oversubscription on aggregate network performance.

B. N+N redundancy configuration allows logically grouping access points on controllers to minimize
intercontroller roaming events.

C. N+N+1 redundancy configuration has the least impact to system management because all of the controllers
are collocated in an NOC or data center

D. N+1 redundancy configuration uses Layer 3 intercontroller roaming, maintaining traffic on the same subnet
for more efficiency.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: With such an arrangement there is no complex mesh of access points & controllers. Link:http://
www.cisco.com/web/learning/le31/le46/cln/qlm/CCDA/design/understanding-wireless- network-controller-
technology-3/player.html

QUESTION 5
Which of these statements is true concerning the data center access layer design?

A. The access layer in the data center is typically built at Layer 3, which allows for better shaping of services
across multiple servers.

B. With Layer 2 access, the default gateway for the servers can be configured at the access or aggregation
layer.

C. A dual-homing NIC requires a VLAN or trunk between the two access switches to support the dual IP
address on the two server links to two separate switches.

D. The access layer is normally not required, as dual homing is standard from the servers to the aggregation
layer.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:



Explanation: With Layer 2 / 3, capabilities in-built access layer switches can have data & voice VLANs with
interfaces; this is helpful in improving routing convergence. Link:http://www.cisco.com/application/pdf/en/us/
guest/netsol/ns432/c649/ccmigration_09186a0080 5fccbf.pdf

QUESTION 6
Which two statements about designing the Data Center Access layer are correct? (Choose two)

A. Multiport NIC servers should each have their own IP address
B. Layer 3 connectivity should never be used in the access layer
C. Layer 2 connectivity is primarily implemented in the access layer
D. Multiport NIC servers should never be used in the access layer
E. Layer 2 clustering implementation requires servers to be Layer 2 adjacent

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:
Explanation: User access is primarily layer 2 in nature, layer 2 clustering is possible only in layer Here is the
explanation from the Cisco press CCDA certification guide Figure 4-8. Enterprise Data Center Infrastructure
Overview



Defining the DC Access Layer
The data center access layer's main purpose is to provide Layer 2 and Layer 3 physical port density for various
servers in the data center. In addition, data center access layer switches provide high-performance, low-latency
switching and can support a mix of oversubscription

 8
requirements. Both Layer 2and Layer 3 access (also called routed access) designs are available, but most data



center access layers are built using Layer 2 connectivity. The Layer 2 access design uses VLAN trunks
upstream, which allows data center aggregation services to be shared across the same VLAN and across
multiple switches. Other advantages of Layer 2 access are support for NIC teaming and server clustering that
requires network connections to be Layer 2 adjacent or on the same VLAN with one another.

CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 4

QUESTION 7
Which IPv6 feature enables routing to distribute connection requests to the nearest content server?

A. Link-local
B. Site-local
C. Anycast
D. Multicast
E. Global aggregatable

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Anycastis a networkaddressingandroutingmethodology in whichdatagramsfrom a single sender
are routed to the topologically nearest node in a group of potential receivers all identified by the same
destination address.
Link:http://en.wikipedia.org/wiki/Anycast

QUESTION 8
Which one of these statements is true about addressing redundancy within the WAN environment?

A. The reliability and speed of DSL allow for cost savings by not including redundant links.
B. CAMDM and dark fiber offer advanced redundancy features such as automatic backup and repair

mechanism to cope system faults.
C. An SLA is one way to eliminate the need for redundancy.
D. The failure of a single SONET/SDH link or network element does not lead to failure of the entire network.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Dual-Ring topologies are being used in WAN environment.
Link:http://en.wikipedia.org/wiki/Ring_network

QUESTION 9
A global corporation has an internal network with the following characteristics:

- 2,000,000+ hosts
- 10,000 + routers
- Internal connectivity
- high traffic volumes with business partners and customers

Which statement best describes what a flexible IPv6 strategy would look like for this corporation?

A. Both hosts and routers would run dual stack
B. Hosts would run IPv4 and routers would run native IPv6
C. Hosts would run dual stack and routers would run IPv4 only



D. Hosts would run IPv6 and routers would run native IPv6  12

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Dual-stack is the preferred, most versatile way to deploy IPv6 in existing IPv4 environments. IPv6
can be enabled wherever IPv4 is enabled along with the associated features required to make IPv6 routable,
highly available, and secure. In some cases, IPv6 is not enabled on a specific interface or devicebecause of the
presence of legacy applications or hosts for which IPv6 is not supported. Inversely, IPv6 may be enabled on
interfaces and devices for which IPv4 support is no longer needed.
Link: http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/CampIPv6.html#wp389920

QUESTION 10
Which of these is the best routing deployment for a single dedicated link to an ISP for internal access?

A. EIGRP
B. RIP
C. BGP
D. Static
E. OSPF

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Static routing reduces the complexity and is best way of routing when there are no redundant
paths to be maintained.
Link:http://oreilly.com/catalog/cisco/chapter/ch05.html

QUESTION 11
According to Cisco, which four improvements are the main benefits of the PPDIOO lifecycle approach to
network design? (Choose four)

A. faster ROI
B. improved business availability
C. increased network availability
D. faster access to applications and services
E. lower total cost of network ownership
F. better implementation team engagement

Correct Answer: BCDE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The PPDIOO life cycle provides four main benefits:

+ It improves business agility by establishing business requirements and technology strategies. + It increases
network availability by producing a sound network design and validating the network operation.
+ It speeds access to applications and services by improving availability, reliability, security, scalability, and
performance.



+ It lowers the total cost of ownership by validating technology requirements and planning for infrastructure
changes and resource requirements.
(Reference: Cisco CCDA Official Exam Certification Guide, 3rd Edition) described in the link below.
Link:http://www.ciscopress.com/articles/article.asp?p=1608131&seqNum=3

QUESTION 12
When designing the infrastructure protection portion for the enterprise edge, which of these solutions would be
the most appropriate solution to consider?

A. 802. IX
B. ACLs in the core layer
C. Cisco Security MARS
D. AAA

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Explanation
Security in the Enterprise Edge

Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 13

QUESTION 13
What is primary consideration when choosing a routed network design over a traditional campus network
design?

A. Layer 3 service support at the network edge
B. the routing protocol choice: open (OSPF) or proprietary (EIGRP)
C. the routing abilities of the host devices
D. the need to control the broadcast domains within the campus core

Correct Answer: A
Section: (none)
Explanation



Explanation/Reference:
Explanation: Layer 3 ability at network edge should be available to leverage the benefits of routed network
design.
Link:http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/campover.html

QUESTION 14
Refer to the exhibit.

Which module is the Enterprise WAN module?

A. Enterprise A
B. Enterprise B
C. Enterprise C
D. Enterprise D
E. Enterprise E
F. Enterprise F

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: WAN module consists of WAN link terminal devices, routers, firewalls, remote access services.
Link:http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/campover.html#wp708780



QUESTION 15
A large enterprise requires sensitive information be transmitted over a public infrastructure. It requires
confidentiality integrity, and authenticity. Which security solution best meets these requirements?

A. Cisco IOS Firewall
B. Intrusion Prevention
C. IPSEC
D. AAA
E. Traffic Guard Protector
F. SECURE CONECTIVITY

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: IPSec provides CIA (Confidentiality, Integrity & Authencity) Link:http://nl.wikipedia.org/wiki/IPsec

QUESTION 16
Which one of these statements describes why, from a design perspective, a managed VPN approach for
enterprise teleworkers is a most effective?

A. A managed VPN solution uses a cost effective, on-demand VPN tunnel back to the enterprise
B. This solution supports all teleworkers who do not require voce or video
C. This architecture provides centralized management where the enterprise can apply security policies and

push configurations.
D. It provides complete flexibility for remote access through a wireless hotspot or a guest network at a host, in

addition to a home office.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Here is the answer from the Cisco Certification guide.

Enterprise Teleworker Design
Enterprise teleworkers need to be differentiated from the occasional remote worker. The full-time enterprise
teleworker has more extensive application access and requirements than the occasional remote worker.
Occasionally, remote users connect to the corporate network at a hotspot, but generally they do not have the
same application demands of an enterprise teleworker. Generally, enterprise teleworkers connect to a local ISP
through a cable or DSL connection in their residence.'

The Cisco Virtual Office Solution for the Enterprise Teleworker is implemented using the Cisco 800 series
ISRs. Each ISR has integrated switch ports that then connect to the user's broadband connection. The solution
uses a permanent always-on IPsec VPN tunnel back to the corporate network. This architectureprovides for
centralized IT security management, corporate-pushed security policies, and integrated identity services. In
addition, this solution supports the enterprise teleworker needs through advanced applications such as voice
and video. For example, the enterprise teleworker can take advantage of toll bypass, voicemail, and advanced
IP phone features not available in the PSTN.
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QUESTION 17
Which one of these statements is true when considering the design of voice video service for the campus
network?



A. Access layer switches should support 802.1Q trunking and 802.1p for Layer 2 ports with IP phones
connected.

B. Combining voice and data and a single VLAN simplifies QoS trust boundaries, VLAN access control and
ease of management.

C. Data devices will also require access to priority queues via packet tagging.
D. Fixed network delays (serialization, propagation, and so on) are generally unpredictable and more difficult to

calculate than variable network delays.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: 802.1Q & 802.1P are required for Vlan tagging & prioritizing voice frames. Link:http://
www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_25_sec/co nfiguration/guide/
swvoip.html

QUESTION 18
Refer to the exhibit.

During which stage of the PPDIOO process are implementation procedures prepared?

A. Prepare
B. Plan
C. Design
D. Implement
E. Operate
F. Optimize

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:
Explanation:
The Design phase includes network diagrams and an equipment list. The project plan is updated with more
granular information for implementation. This is the so-called "prepare implementation procedures".
implementation is done during Implement phase.
Link:http://www.ciscopress.com/articles/article.asp?p=1608131&seqNum=3

QUESTION 19
Which network scenario is static routing most appropriate?

A. parallel WAN links
B. IPSec VPN
C. expanding networks
D. hierarchical routing

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: IPSec VPN are point to point connections and works easily with static routes.
Link: CCDA Self Study Guide: Diane Teare

QUESTION 20
When considering the three VoIP design models single site, centralized multisite, and distributed multisite which
question below would help to eliminate one of these questions?

A. Will the switches be required to provide inline power?
B. Will users need to make off site calls, beyond the enterprise?
C. Will users require applications such as voice mail and interactive voice response?
D. Are there users whose only enterprise access is via a QoS-enabled WAN?

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: VoIP designing should consider how users are connecting to campus. Link:http://
www.net130.com/tutorial/cisco-pdf/Cisco_%20IP%20Telephony%20Network%20Design_Guide.pdf

QUESTION 21
When considering the enterprise campus design, which network application category, most influence the
network design?

A. peer-to-peer
B. client-local server
C. client-enterprise edge server
D. client-server farm

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:



Explanation: There should be considerations about traffic flow between client and servers.
Link: http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/Borderless_Campus_Network_1.0 /
BN_Campus_Models.html

QUESTION 22
Which two link state routing protocols support IPv6 routing? (Choose two)

A. BGP4+
B. OSPF
C. RIPng
D. EIGRP
E. IS-IS

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
Explanation: only OSPF & IS-IS are LSPs which support IPv6.
Link: http://www.cisco.com/en/US/partner/products/ps10591/products_installation_and_configuration_g
uides_list.html

QUESTION 23
When designing using the Cisco Enterprise Architecture, in which Enterprise Campus layer does the remote
Access and VPN module establish its connection?

A. Building Access
B. Campus Core
C. Enterprise Branch
D. Enterprise Data Center

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: All the modules must end up in the core for optimized routing & switching across the network
modules.
Link: http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/Borderless_Campus_Network_1.0 /
BN_Campus_Technologies.html

QUESTION 24
Which of these statements is an example of how trust and identity management solutions should be deployed
in the enterprise campus network?

A. Authentication validation should be deployed as close to the data center as possible.
B. Use the principle of top-down privilege, which means that each subject should have the privileges that are

necessary to perform their defined tasks, as well as all the tasks for those roles below them.
C. Mixed ACL rules, using combinations of specific sources and destinations, should be applied as close to the

source as possible.
D. For ease of management, practice defense in isolation security mechanisms should be in place one time, in

one place.

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:
Explanation: Validating user authentication should be implemented as close to the source as possible, with an
emphasis on strong authentication for access from untrusted networks. Access rules should enforce policy
deployed throughout the network with the following guidelines:

An integral part of identity and access control deployments is to allow only the necessary access. Highly
distributed rules allow for greater granularity and scalability but, unfortunately, increase the management
complexity. On the other hand, centralized rule deployment eases management but lacks flexibility and
scalability.

Practicing "defense in depth" by using security mechanisms that back each other up is an important concept to
understand. For example, the perimeter Internet routers should use ACLs to filter packets inaddition to the
firewall inspecting packets at a deeper level.
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QUESTION 25
Which one of these statements best describes the challenge the designer when dealing with IP routing?

A. OSPF supports fast convergence does not require periodic routing table updates, so the optional network
design is best simplified with the network as a single backbone area.

B. Manual summarization is limited to ABRs and ASBRs, therefore the designer must pay strict attention to the
EIGRP topology.

C. EIGRP, as a proprietary protocol, has special challenges when dealing with networks deployed with IPv6.
D. Effective scalability with OSPF requires the designer to pay strict attention to the hierarchical network

structure, localizing topology changes.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: OSPF demands modular design, multiple areas for functioning optimally. Link:http://
www.cisco.com/en/US/tech/tk365/technologies_white_paper09186a0080094e9e.shtml

QUESTION 26
Which three terms describe the primary functions of the distribution layer of the campus network design
hierarchy? (Chose three)

A. provides end-user connectivity
B. provides high speed transport
C. provides QoS services
D. enforces security policies
E. provides WAN connection
F. connects access devices to the core backbone

Correct Answer: CDF
Section: (none)
Explanation

Explanation/Reference:
Explanation: D, C, F are properties of distribution layer. Link:http://www.cisco.com/en/US/docs/solutions/
Enterprise/Campus/campover.html#wp708979

QUESTION 27
Which codec does Cisco recommend for WAN link?



A. G.711
B. G 723
C. G 728
D. G 729

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: When bandwidth is abundantly available, as in a LAN environment, the Cisco IP phone default
G.711 is used in RTP. When bandwidth is at a premium, as on a slow WAN link, G.729 is used.
Link:http://www.globalknowledge.fr/PDF/WP_UnifiedComm.pdf

QUESTION 28
RST Corporation is planning to upgrade its current network. The chief technology officer has supplied a
topology diagram and an IP addressing scheme of the current network during an interview.

RST has been growing at about twenty percent per year. It has been difficult to maintain customer support at a
satisfactory level. Therefore, the RST board has met with and directed the chief technology officer to look into
network improvements.

Which two items are most relevant in documenting RST's business requirements? (Choose two.)

A. existing network topologies
B. network performance requirements
C. the IP addresses assigned by the ISP
D. improved customer support requirements
E. projected growth estimates

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:
Explanation:



Exam D

QUESTION 1
Which two design criteria require VLANs in a proposed solution? (Choose two.)

A. the segmenting of collision domains
B. a limited corporate budget
C. the use of multivendor equipment
D. security between departments
E. video streaming on the LAN
F. the segmenting of broadcast domains

Correct Answer: DF
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
Which two methods are used to enhance VPN performance on Cisco ISRs? (Choose two.)

A. SSL Acceleration Network Module
B. VPN Shared Port Adapter
C. VPN Acceleration Module
D. high-performance VPN encryption AIM
E. VPN Service Adapter
F. built-in hardware-based encryption acceleration

Correct Answer: DF
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

ISR G2 Security Hardware Options
The Cisco G2 ISRs have additional hardware options that enhance the routers' security capabilities. Here are
some of the available hardware options:

Note
For a complete ISR G2 series comparison, go to www.cisco.com/en/US/products/ps10536/
prod_series_comparison.html.

QUESTION 3
Which three factors best justify WAN link redundancy between geographically dispersed sites? (Choose three.)

A. high expense of transmitting data
B. important traffic flows
C. excessive packet transmission rate
D. uncertain reliability
E. high link utilization
F. lack of speed



Correct Answer: BDF
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

WAN Backup Design
Redundancy is critical in WAN design for the remote site because of theunreliable nature of WAN links,when
compared to LANs that they connect. Most enterprise edge solutions require high availability betweenthe
primary and remote site. Because WAN links have lower reliability and lack bandwidth, they are
goodcandidates for most WAN backup designs.

Branch offices should have some type of backup strategy in the event of a primary link failure. Backuplinkscan
be either dialup, permanent WAN, or Internet-based connections.
WAN backup options are as follows:
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QUESTION 4
Which three pieces of information should be documented for each step of each phase in a design
implementation plan? (Choose three.)

A. easy guidelines in case of failure
B. estimated rollback time in case of failure
C. simple implementation guidelines
D. estimated implementation time
E. design document references
F. step description

Correct Answer: AEF
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The implementation of a network consists of several phases. The each step should contain the following
information:
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QUESTION 5
In a Cisco CatOS switch, what is the recommended practice when configuring switch-to-switch
intercommunications to carry multiple VLANs for Dynamic Trunk Protocol?

A. auto to auto_negotiate
B. disable Dynamic Trunk Protocol when operating in the distribution layer
C. auto to auto_no_negotiate
D. desirable to desirable_no_negotiate
E. on to on_negotiate
F. desirable to desirable_negotiate

Correct Answer: E
Section: (none)
Explanation



Explanation/Reference:
Explanation:
Access Layer Best Practices
When designing the building access layer, you must consider the number of users or ports required to size
upthe LAN switch. Connectivity speed for each host should also be considered.Hosts might be connected
usingvarious technologies such as Fast Ethernet, Gigabit Ethernet, or port channels. The planned VLANs enter
intothe design.

Performance in the access layer is also important. Redundancy and QoSfeatures should be considered.The
following are recommended best practices for the building access layer:
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QUESTION 6
What are the two most likely driving forces motivating businesses to integrate voice and data into converged
networks? (Choose two.)

A. Voice networks cannot carry data unless the PRI circuits aggregate the BRI circuits.
B. Their PSTNs cannot deploy features quickly enough.
C. Data, voice, and video cannot converge on their current PSTN structures.
D. Voice has become the primary traffic on networks.
E. WAN costs can be reduced by migrating to converged networks.

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

VoIP
VoIP provides transport of voice over the IP protocol family. IP makes voice globally available regardless ofthe
data-link protocol in use (Ethernet, ATM, Frame Relay). With VoIP, enterprises do not have to build
separatevoice and data networks. Integrating voice and data into a single converged network eliminates
duplicateinfrastructure, management, and costs.

Figure 14-7 shows a company that has separate voice and data networks. Phones connect to local PBXs,
andthe PBXs are connected using TDM trunks. Off-net calls are routed to thePSTN. The data network uses
LANswitches connected to WAN routers. The WAN for data uses Frame Relay. Separate operations and
managementsystems are required for these networks. Each system has its corresponding monthly WAN
charges andpersonnel, resulting in additional costs.

With separate voice and data networks,

Figure 14-7 Separate Voice and Data Networks
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QUESTION 7
Which three mechanisms are required to deploy QoS on an IP WAN? (Choose three.)

A. queuing and scheduling
B. Call Admission Control
C. traffic shaping
D. link efficiency techniques
E. traffic classification
F. bandwidth provisioning

Correct Answer: CDE
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Queuing, Traffic Shaping, and Policing
Cisco has developed many different QoS mechanisms, such as queuing, policing, and traffic shaping, to enable
network operators to manage and prioritize the traffic flowing on the network. Applications that are delay
sensitive, such as VoIP, require special treatment to ensure proper application functionality. Queuing refers to
the buffering process used by routers and switching when they receive traffic faster than can be transmitted.
Different queuing mechanisms can be implemented to influence the order in which the different queues are
serviced (that is, how different types of traffic are emptied from the queues). Table 6-6 identifies QoS
considerations to optimize bandwidth.
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QUESTION 8
Which two statements best describe the implementation of Overlay VPN connectivity for remote access in the
Enterprise Edge WAN module? (Choose two.)

A. Bandwidth is provisioned on a site-to-site basis.
B. It uses dedicated point-to-point links.
C. Optimum routing between customer sites requires a full mesh of virtual circuits.
D. It must use Layer 2 labels to forward packets
E. The ISP actively participates in customer routing.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Network-Layer VPNs
The network layer in the TCP/IP protocol suite consists of the IP routing system--how reachability information is
conveyed from one point in the network to another. There are a few methods to construct VPNs within the
network layer;each is examined in the following paragraphs. A brief overview of non-IP VPNs is provided in Part
II of this article.A brief overview of the differences in the "peer" and "overlay" VPN models is appropriate at this
point. Simply put, the "peer" VPN model is one in which the network-layer forwarding path computation is done
on a hop-by-hop basis, where each node in the intermediate data transit path is a peer with a next-hop node.
Traditional routed networks are examples of peer models, where each router in the network path is a peer with
its next-hop adjacencies. Alternatively, the "overlay" VPN model is one in which the network-layer forwarding
path is not done on a hop-by-hop basis, but rather, the intermediate link- layer network is used as a "cut-
through" to another edge node on the other side of a large cloud. Examples of "overlay" VPN models include
ATM, Frame Relay, and tunneling implementations.Having drawn these simple distinctions between the peer
and overlay models, it should be noted that theoverlay model introduces some serious scaling concerns in
cases where large numbers of egress peers are required because the number of adjacencies increases in
direct proportion to the number of peers--the amount of computational and performance overhead required to
maintain routing state, adjacency information, and other detailed packet forwarding and routing information for
each peer becomes a liability in very large networks. If all the egress nodes in a cut-through network become
peers in an effort to make all egress nodes one "Layer 3" hop away from one another, the scalability of the VPN
overlay model is limited quite remarkably.

The Internet Protocol Journal - Volume 1, No. 1
What Is a VPN? - Part I

http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_1-1/what_is_a_vpn.html

QUESTION 9
A manufacturing company has decided to add a website to enhance sales. The web servers in the E-
Commerce module must be accessible without compromising network security. Which two design



recommendations can be made to meet these requirements? (Choose two.)
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A. Move the E-Commerce servers to the WAN module.
B. Use intrusion detection on the E-Commerce server farm.
C. Limit the number of incoming connections to the E-Commerce module.
D. Use private and public key encryption.
E. Place E-Commerce servers and application servers on isolated LANs (DMZs).

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 10
At which stage in the PPDIOO process would you analyze a customer's network in order to discover
opportunities for network improvement?



A. Operate
B. Implement
C. Plan
D. Design
E. Prepare
F. Design Assessment

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Design phase: Developing a detailed design is essential to reducing risk, delays, and the total cost of network
deployments. A design aligned with business goals and technical requirements can improve network
performance while supporting high availability, reliability, security, and scalability.

(Reference: http://www.ciscozine.com/2009/01/29/the-ppdioo-network-lifecycle/)

QUESTION 11
A very large organization has received its IPv6 address range from its Internet Service Provider and intends to
use only IPv6 addresses internally. Employees will access the Internet using port address translation. What is a
requirement for their DNS servers?

A. There are no changes required to their DNS servers.
B. Their DNS servers need to support only IPv6 addresses.
C. Their DNS servers need to support only IPv4 addresses.
D. They need additional DNS servers in their network just for IPv6 addresses.
E. They no longer need DNS servers.
F. Their DNS servers need to support both IPv4 and IPv6 addresses.

Correct Answer: F
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 12
Which two statements about IPv6 addresses are true? (Choose two.)

A. Two colons (::) are used to represent successive hexadecimal fields of zeros.
B. Leading zeros are required.
C. Two colons (::) are used to separate fields.
D. A single interface will have multiple IPv6 addresses of different types.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 13



Which three security measures can be used to mitigate DoS attacks that are directed at exposed hosts within
the E-Commerce module? (Choose three.)

A. Use NIDSs and HIPSs to detect signs of attack and to identify potentially successful breaches.
B. Partition the exposed hosts into a separate LAN or VLAN.
C. Use LAN switch VTP pruning to separate hosts on the same segment.
D. Use a VPN concentrator (IPSec) to protect and verify each connection to the exposed host or hosts.
E. Use firewalls to block all unnecessary connections to the exposed hosts.

Correct Answer: ABE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
Which technology can ensure data confidentiality, data integrity, and authentication across a public IP network?

A. VSANs
B. VPDNs
C. VLANs
D. GRE
E. IPsec

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

IPsec-A security architecture that operates in a host to protect IP traffic. The IETF definedIPsec in RFC 4301.
IPsec uses open standards and provides secure communication between peers to ensure data confidentiality,
integrity, and authentication through network layer encryption.
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QUESTION 15
Which statement best describes Call Admission Control?

A. It extends QoS capabilities to protect voice from excessive data traffic.
B. It protects voice from voice.
C. It provides endpoint registration control.
D. It provides endpoint bandwidth control.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
CAC should be used to keep excess voice traffic from the network by ensuring that there is enough bandwidth
for new calls. Call admission control (CAC) is used to control the number of calls to reduce the WAN bandwidth
for a site that has IPT. CAC is configured for the site on the CUCM servers. A maximum bandwidth or
maximum number of calls is provisioned for the site. CAC enforces a maximum number of calls between two



locations to ensure that call quality will not be degraded by allowing more calls than a network can support.
CAC causes excessive calls between two locations to be refused. The IPT system must then either reroute the
call to different available path, such as the PSTN, or deny the call.
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QUESTION 16
Which three sources does a network designer use to collect information for characterizing an existing network?
(Choose three.)

A. server statistics
B. network audit
C. traffic analysis
D. visual inventory
E. staff input

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Characterizing the Existing Network
Characterizing the network is Step 2 of the design methodology. In this section, you learn to identify a network's
major features, tools to analyze existing network traffic, and tools for auditing and monitoring network traffic.

Steps in Gathering Information
When arriving at a site that has an existing network, you need to obtain all the existing documentation.
Sometimes no documented information exists. You should be prepared to use tools to obtain information and
get access to log in to the network devices to obtain information.
Here are the steps for gathering information:

When gathering exiting documentation, you look for site information such as site names, site addresses, site
contacts, site hours of operation, and building and room access. Network infrastructure information includes
locations and types of servers and network devices, data center and closet locations, LAN wiring, WAN
technologies and circuit speeds, and power used. Logical network information includes IP addressing, routing
protocols, network management, and security access lists used. You need to find out whether voice or video is
being used on the network.
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QUESTION 17
Which of the following Cisco router services performs network traffic analysis to assist in documenting a
customer's existing network?

A. NetMon
B. MRTG
C. SNMP MIB compiler
D. NetFlow

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



QUESTION 18
Refer to the exhibit.
A standard, Layer 2 campus network design is pictured. Which numbered box represents the distribution layer?

A. #1
B. #3
C. #4
D. #2

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: #1 Access
#2 Distribution
#3 Core
#4 Server Farm / Data Center
#5 WAN Module
#1  is the access layer, since it interfaces directly with the clients #3  is the core layer, since these switches
have a direct connection (highest resiliency) and they interface directly with the WAN module
#4  is the datacenter layer, because it interfaces directly with the campus servers #5  is the WAN module, it
interfaces with the internet

QUESTION 19



Lightweight access points are being deployed in remote locations where others are already operational. The
new access points are in a separate IP subnet from the wireless controller. OTAP has not been enabled at any
locations. Which two methods can the AP use to locate a wireless controller? (Choose two.)

A. NV-RAM IP address
B. master
C. primary, secondary, tertiary
D. DHCP
E. local subnet broadcast
F. DNS

Correct Answer: DF
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Over-the-Air-Provisioning (OTAP)Process
During the LAP boot process, the LAP uses different mechanisms in order to discover controllers that it can
join. The LAP keeps each of the controller that IP addresses it learned through the different methods in different
lists in order to reflect how the LAP learned about them. For example, the LAP can learn management IP
addresses of multiple controllers through the DNS entry for CISCO-LWAPP-CONTROLLER.localdomain,
DHCP option 43, through broadcasts on the local subnet, locally stored controller IP address discovery, and
through OTAP. Once the access point has completed the LWAPP WLC Discovery steps, it chooses a WLC
from the candidate WLC list and sends that WLC an LWAPP Join Request.

Cisco 4400 series Wireless LAN Controllers
UnderstandingOver-the-Air-Provisioning (OTAP)
Document ID: 100516

QUESTION 20
Which Cisco security solution can quarantine and prevent non-compliant end stations from accessing the
network until they achieve security policy compliance?

A. Cisco Security Monitoring, Analysis, and Response System
B. Adaptive Security Appliance
C. Network Admission Control
D. Network Intrusion Prevention System
E. Cisco Secure Connectivity
F. Access Control Server

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
The Network Admission Control protects the network from threats by enforcing security compliance on all
devices attempting to access the network. It only allows access to endpoints only after they have passed
authentication based on security policies.

QUESTION 21
A network design includes private addressing, but there is also a need for two or three network devices to each
be assigned a unique public address so they can be accessed from the Internet.
Which technique will satisfy this requirement?



A. Static NAT
B. VPN tunneling
C. Dynamic NAT
D. DHCP

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: 
NAT has several forms:
·Static NAT: Maps an unregistered or private IP address to a registered IP address; it is configured manually. It
is commonly used to assign a network device with internal private IP address a unique public address so that
they can be accessed from the Internet. ·Dynamic NAT: Dynamically maps an unregistered or private IP
address to a registered IP address from a pool (group) of registered addresses. The two subsets of dynamic
NAT are overloading and overlapping:
oOverloading: Maps multiple unregistered or private IP addresses to a single registered IP address by using
different ports. This is also known as PAT, single-address NAT, or port-level multiplexed NAT.
oOverlapping: Maps registered internal IP addresses to outside registered IP addresses It can also map
external addresses to internal registered addresses.
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QUESTION 22
A Cisco security mechanism has the following attributes:

it is a sensor appliance

it searches for potential attacks by capturing and analyzing traffic

it is a "purpose-built device"

it is installed passively

it introduces no delay or overhead

Which Cisco security mechanism is this?

A. NIDS
B. PIX
C. IKE
D. HIPS
E. HMAC

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Inline IPS and anomaly detection:Cisco has innovated in the area of NIDS bybeing the first to incorporateNIDS
into the IOS on routing and switching platforms. In addition, IPSsolutions have inline filteringfeatures that can
remove unwanted traffic with programmable features thatclassify traffic patterns. TheCisco IPS 4200 sensor
appliances, Cisco Catalyst 6500 IDSM-2, and the CiscoIOS IPS can identify, analyze,and stop unwanted traffic



from flowing on the network. Another set of tools used to prevent distributedDoS (DDoS) attacks and ensure
business continuity is the Cisco Traffic Anomaly Detector XT and GuardXT appliances, along with the Cisco
Catalyst 6500 Traffic Anomaly Detector Module and Cisco AnomalyGuard Module.
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QUESTION 23
A customer has the following Enterprise Campus design requirements:

at least 10 Gbps of bandwidth
network runs of up to 40km
no concern for transmission medium cost

Which transmission medium should you recommend to this customer?

A. unshielded twisted pair
B. shielded twisted pair
C. single-mode fiber
D. wireless
E. multimode fiber

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
Below is the comparison of transmission media

(Reference from CCDA Official Exam Certification Guide. Some other books have different figures but we
should answer it according to the "Official" book)

QUESTION 24
You design a network with the following network addresses:

192.168.168.0
192.168.169.0
192.168.170.0
192.168.171.0
192.168.172.0
192.168.173.0
192.168.174.0
192.168.175.0



Which route address is the best summary of these network addresses?

A. 192.168.0.0/16
B. 192.168.168.0/21
C. 192.168.0.0/24
D. 192.168.171.128/3
E. 192.168.175.0/3
F. None of the above

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Route Summarization is called route aggregation. Route aggregation creates one route in the routing table
represents many other routes. Summarizing routes reduces the routing update traffic and reduces the number
of routes in the routing table and overall router overhead in the router receiving the routes
Example of creating Summary Route:

192.168.168.0 = 11000000 10101000 10101 000 00000000 192.168.169.0 = 11000000 10101000 10101 001
00000000 192.168.170.0 = 11000000 10101000 10101 010 00000000 192.168.171.0 = 11000000 10101000
10101 011 00000000

192.168.172.0 =11000000 10101000 10101 100 00000000
192.168.173.0 = 11000000 10101000 10101 101 00000000 192.168.174.0 =11000000 10101000 10101 110
00000000
192.168.175.0 =11000000 10101000 10101 111 00000000

Number of Common Bits = 21
Number of Non-Common Network Bits = 3
Number of Host Bits = 8

So Answer 192.168.168.0/21 is correct.

QUESTION 25
Which two of the following statements represent a preferred wireless LWAPP implementation? (Choose two.)

A. verify open ports for:
Layer 2 LWAPP on ethertype OxBBBB
Layer 3 LWAPP on UDP 12222 and UDP 12223

B. use of Layer 3 LWAPP is preferred over Layer 2 LWAPP
C. use of Layer 2 LWAPP is preferred over Layer 3 LWAPP
D. verify open ports for:

Layer 2 LWAPP on ethertype OxBABA
Layer 3 LWAPP on UDP 12222 and TCP 12223

E. verify open ports for:
Layer 2 LWAPP on ethertype OxABAB
Layer 3 LWAPP on TCP 12222 and TCP 12223

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation



LWAPP
Lightweight Access Point Protocol (LWAPP) is a draft Internet Engineering Task Force (IETF) standard for
control messaging for setup, authentication, and operations between APs and WLAN controllers (WLC).

In the LWAPP RFC draft, LWAPP control messages can be transported at Layer 2 tunnels or Layer 3 tunnels.
Layer 2 LWAPP tunnels were the first method developed in which the APs did not require an IP address. The
disadvantage of Layer 2 LWAPP was that the WLC needed to be on every subnet on which the AP resides.
Layer 2 LWAPP is a deprecated solution for Cisco. Layer 3 LWAPP is the preferred solution. In the
configuration, Layer 2 or Layer 3 transport modes can be selected. When set Layer 3, the LWAPP uses IP
addresses to communicate with the access points; these IP addresses are collected from a mandatory DHCP
server. When set to Layer 2, the LWAPP uses proprietary code to communicate with the access points.

Note

Layer 2 LWAPP tunnels use EtherType code 0xBBBB. Layer 3 LWAPP uses UDP ports 12222 and
12223.
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QUESTION 26
Which two capabilities of NetFlow accounting assist designers with network planning? (Choose two.)

A. the monitoring of processor time on network devices
B. the calculation of packet and byte counts of network traffic
C. the decoding and analyzing of packets
D. the presentation of a time-based view of application usage on the network
E. the monitoring of user network utilization

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 27
What is the benefit of deploying a gatekeeper in an H.323 IP telephony network?

A. provides spatial redundancy through the use of HSRP
B. provides load balancing via GUP when alternate gatekeepers are deployed
C. reduces configuration complexity by centralizing the dial plan
D. increases redundancy by allowing each gateway to maintain a copy of the dial plan

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

H.323
H.323 is a standard published by the ITU that works as a framework document for multimedia protocols,
including voice, video, and data conferencing, for use over packet-switched networks. H.323 standards
describe terminal (endpoints), gateway, gatekeeper, and multipoint control unit (MCU) devices to be used in a
multimedia network. As shown in Figure 14-20, H.323 includes the following elements:



Figure 14-20. H.323 Components
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Note:With a gatekeeper, each gateway contains a simpler dial plan and connects only to the gatekeeper.
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QUESTION 28
An organization needs a WAN Transport technology that meets these criteria:

has a low initial cost
provides low-to-medium BW
has medium-to-high latency and jitter

Which technology would you suggest?

A. ISDN
B. X.25
C. analog modem



D. DSL
E. wireless

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Table. WAN Comparison
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QUESTION 29
Which type of trunk is required in order to connect a fax machine to a PBX?

A. intra-office
B. Foreign Exchange Office
C. central office
D. Foreign Exchange Station
E. inter-office

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Foreign Exchange Station (FXS)provides a connection from a switch to an analog endpoint device such as
traditional telephones or fax machines. It provides line power, dial tone, and ring voltage.



Foreign Exchange Office (FXO)allows a switch such as a PBX to us a standard analog connection (FXS) from
the PSTN or from another switch. In this case the PBX is emulating an endpoint device. Because this is a
standard endpoint connection it uses two-wire connections just like a standard phone and often uses an RJ-11
connector interface.
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QUESTION 30
Which two of these represent a best practice implementation of a Split MAC LWAPP deployment in a Cisco
Unified Wireless Network? (Choose two.)

A. Each wireless client authentication type maps to a unique SSID which in turn maps to a unique VLAN.
B. 802.1Q trunking extends from the wired infrastructure to the access point for translation into SSID(s).
C. 802.1Q trunking extends from the wired infrastructure to a wireless LAN controller for translation into SSID

(s).
D. Each wireless client authentication type maps to a shared SSID which in turn maps to a common shared

VLAN.
E. Each wireless client authentication type maps to a unique SSID which in turn maps to a common shared

VLAN.
F. 802.1Q trunking extends from the wired infrastructure to a wireless LAN controller. Then the 802.1Q packet

is encapsulated in LWAPP and sent to the access point for transmission over the SSID(s).

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Cisco Unified Wireless Network Split-MAC Architecture With the Cisco UWNsplit-MACoperation, the control
and data messages are split. LWAPs communicate withthe WLCs using control messages over the wired
network. LWAPP or CAPWAPdata messages are encapsulatedand forwarded to and from wireless clients. The
WLC manages multiple APs, providing configurationinformation and firmware updates as needed.

LWAP MAC functions are
Controller MAC functions are
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QUESTION 31
Which two statements best describe intradomain route summarization? (Choose two.)

A. EIGRP and OSPF must be manually configured to summarize at non-classful boundaries.
B. EIGRP and OSPF automatically summarize at classful network boundaries.
C. OSPF and RIP automatically summarize at classful network boundaries.
D. EIGRP and RIP automatically summarize at classful network boundaries.
E. EIGRP and OSPF automatically summarize at non-classful boundaries.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Both RIPv2 and EIGRP automatically summarize at Classful network boundries



auto-summary (EIGRP)
To restore the default behavior of automatic summarization of subnet routes into network-level routes, use
theauto-summarycommand in router configuration mode. Todisable this function and transmit subprefix routing
information across classful network boundaries, use thenoform of this command.

auto-summary
noauto-summary

http://www.cisco.com/en/US/docs/ios/12_0/np1/command/reference/1reigrp.html

auto-summary (RIP)
To restore the default behavior of automatic summarization of subnet routes into network-level routes, use
theauto-summarycommand in router configuration mode. Todisable this function and send subprefix routing
information across classful network boundaries, use thenoform of this command.

auto-summary
noauto-summary

Usage Guidelines

Route summarization reduces the amount of routing information in the routing tables.

RIP Version 1 always uses automatic summarization. If you are using RIP Version 2, you can turn off automatic
summarization by specifying theno auto-summary command. Disable automatic summarization if you must
perform routing between disconnected subnets. When automatic summarization is off, subnets are advertised.

http://www.cisco.com/en/US/docs/ios/12_2/iproute/command/reference/1rfrip.html

QUESTION 32
Which two VoIP characteristics are affected most by codec choice? (Choose two.)

A. voice quality
B. voice packet header size
C. bandwidth required for voice calls
D. silent packet handling

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 33
Which statement correctly describes queuing in environments supporting teleworkers?

A. Queuing occurs on the outbound interface.
B. Hardware queues are configured for appropriate PQ, CQ, or WFQ.
C. Priority queuing guarantees some level of service to all traffic.
D. WFQ is the Cisco IOS default on all WAN links regardless of speed.
E. CQ is for time-sensitive protocols.

Correct Answer: A
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 34
Which statement can a network designer use to describe route summarization to an IT manager?

A. It is the grouping of ISP network addresses to minimize the number of routes to the Internet.
B. It is the grouping of multiple discontiguous subnets to increase routing performance.
C. It is the grouping of multiple contiguous networks and advertising as one large network.
D. It is the grouping of multiple contiguous subnets into one Class A, B, or C IP address to minimize routing

table size.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 35
Refer to the exhibit. All primary links are T1s. The customer wants to have a backup to each remote office from
the Headquarters office.
Which two types of backup links would be viable solutions? (Choose two.)

A. dial backup routing



B. shadow SVC
C. permanent secondary WAN link
D. VPDN

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

WAN Backup Design
Redundancy is critical in WAN design for the remote site because of the unreliable nature of WAN links,when
compared to LANs that they connect. Most enterprise edge solutions require high availability betweenthe
primary and remote site. Because WAN links have lower reliability and lack bandwidth, they are
goodcandidates for most WAN backup designs.

Branch offices should have some type of backup strategy in the event of a primary link failure. Backup linkscan
be either dialup, permanent WAN, or Internet-based connections.

WAN backup options are as follows:

Dial backup:ISDN provides backup dialup services in the event of a primary failure of a WAN circuit.The
backup link is initiated if a failure occurs with the primary link. The ISDN backup link provides networkcontinuity
until the primary link is restored, and then the backup link is terminated such as with floatingstatic route
techniques.

Secondary WAN link:Adding a secondary WAN link makes the network more fault tolerant. This solution offers
two key advantages:

Backup link:Provides for network connectivity if the primary link fails. Dynamic or static routing techniques can
be used to provide routing consistency during backup events. Application availability can also be increased
because of the additional backup link.

Additional bandwidth:Load sharing allows both links to be used at the same time, increasing the available
bandwidth. Load balancing can be achieved over the parallel links using automatic routing protocol techniques.

Shadow PVC:SPs can offer shadow Frame Relay PVCs, which provide additional PVCs foruse if needed.The
customer is not charged for the PVC if it does not exceed limits set bythe provider while the primaryPVC is
available. If the limit is exceeded, the SP charges the customer accordingly.

IPsec tunnel across the Internet:An IPsec VPN backup link can direct redirect traffic to the
corporateheadquarters when a network failure has been detected.



Exam E

QUESTION 1
A Cisco SONA architecture layer is described as follows:

The layer's IT resources are interconnected across a converged network foundation.
The layer's IT resources include servers, storage, and clients.
The layer represents how resources exist across the network.
The customer objective for the layer is to have anywhere/anytime connectivity.

Which Cisco SONA architecture layer is being described?

A. Application
B. Integrated Transport
C. Physical
D. Networked Infrastructure
E. Interactive Services

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
Which information should a network summary report identify?

A. actions needed to support the existing network
B. customer requirements
C. new network features
D. customer requirement modifications
E. actions needed to support existing network features
F. infrastructure shortcomings

Correct Answer: F
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3
What are three valid methods of gathering information about an existing data network? (Choose three.)

A. Use organizational input.
B. Analyze the user-mapping of a running application.
C. Perform a traffic analysis.
D. Perform a packet-level audit to verify carrier service guarantees.
E. Use reports that analyze the metrics of the customer's existing network.
F. Perform a network audit to gather more detail about the network.

Correct Answer: CEF
Section: (none)
Explanation



Explanation/Reference:
Explanation:

Table,Characterizing the Network
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QUESTION 4
Which two of these are required for wireless client mobility deployment when using a Cisco Unified Wireless
Network? (Choose two.)

A. matching RF power
B. matching security
C. assigned master controller
D. matching mobility group name
E. matching RF channel
F. matching RF group name

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 5
In the Cisco branch office design, what categorizes an office as large?

A. between 50 and 100 users and a single-tier design
B. between 100 and 200 users and a three-tier design
C. between 50 and 100 users and a three-tier design
D. over 200 users and a two-tier design
E. between 100 and 200 users and a two-tier design

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 6
When designing using the Cisco Enterprise Architecture, in which Enterprise Campus layer do the Enterprise
Edge and Enterprise WAN modules establish their connection?

A. Building Access
B. Building Distribution
C. Campus Core
D. Enterprise Branch
E. Enterprise Data Center

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The Enterprise Edge connects to the edge-distribution module of the enterprise campus. In small and medium
sites, the edge distribution can collapse into the campus-backbone component. It provides connectivity to
outbound services that are further described in later sections.
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QUESTION 7
Which three of these describe the best practice for Cisco wireless outdoor Mesh network deployment? (Choose
three.)

A. mesh hop counts of 4 or fewer
B. RAP implemented with 20 or fewer MAP nodes
C. client access via 802.11a and backhaul with 802.11b/g
D. client access via 802.11b/g and backhaul with 802.11a
E. mesh hop counts of 8 to 4
F. RAP implemented with 20 to 32 MAP nodes

Correct Answer: ADF
Section: (none)
Explanation



Explanation/Reference:
Explanation: Explanation

Mesh Design Recommendations
The following are Cisco recommendations (and considerations) for mesh design:
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QUESTION 8
The Cisco Data Center Network Architecture comprises which two Cisco SONA layers? (Choose two.)

A. Collaboration Applications
B. WAN/Internet
C. Interactive Services
D. Network Infrastructure
E. Business Applications

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation
The SONA framework denes the following three layers:
+ Networked Infrastructure layer: Where all the IT resources interconnect across a converged network
foundation. The objective of this layer is to provide connectivity, anywhere and anytime. + Interactive Services
layer: Includes both application networking services and infrastructure services. This layer enables efcient
allocation of resources to applications and business processes delivered through the networked infrastructure.
+ Application layer: Includes business applications and collaboration applications. The objective of this layer is
to meet business requirements and achieve efciencies by leveraging the Interactive Services layer.
With above information, you can answer question 2 and 3 below.

QUESTION 9
You are designing a small branch office that requires these attributes:

support for 60 users
the growth capacity to add another 15 users soon
redundant access
higher bandwidth between the Layer 2 switch and routing to the WAN

Which branch office topology or technology must be used?

A. EtherChannel
B. loop-free
C. three-tier
D. two-tier
E. integrated routing and switching

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

EtherChannel



The CiscoEtherChannelimplementations provide a method to increase the bandwidth between two systems
bybundling Fast Ethernet, Gigabit Ethernet, or 10GE links. When bundling FastEthernet links, use Fast
EtherChannel. Gigabit EtherChannel bundles Gigabit Ethernet links. EtherChannel port bundles enable you to
groupmultiple ports into a single logical transmission path between the switch and a router, host, or another
switch.EtherChannels provide increased bandwidth, load sharing, and redundancy. Ifa link fails in the bundle,
theother links take on the traffic load. You can configure EtherChannel bundles as trunk links.
Depending on your hardware, you can form an EtherChannel with up to eightcompatibly configured ports onthe
switch. The participating ports must have the same speed and duplex mode and belong to the same VLAN.
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QUESTION 10
Refer to the exhibit. You are documenting the existing network of a customer with a large installed Cisco
network. The routers listed are in use on the network.

Which two additional pieces of information would be the most valuable in completing your documentation of
these routers? (Choose two.)

A. software revisions
B. interface options
C. power requirements
D. error statistics
E. management protocols

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 11
A network is being designed to meet the requirements listed.

Within the enterprise network:

All routers are Cisco 3800 Series routers running the latest Cisco IOS release.
The fastest convergence time possible is required.
Unequal cost load-balancing is required.

For Internet connections:

A single link is used to connect to a single ISP.

Which two routing protocols should be used?(Choose two.)



A. Use Internal BGP as the IGP within the enterprise.
B. Use Static (Default) routing between the enterprise and the ISP.
C. Use OSPF as the IGP within the enterprise.
D. Use EIGRP as the IGP within the enterprise.
E. Use EIGRP between the enterprise and the ISP.
F. Use External BGP between the enterprise and the ISP.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The requirements are to have an IGP that have the fastest possible convergence and Unequal cost load
balancing. The routing protocol options listed are BGP, Static, OSPF, and EIGRP. EIGRP has the fastest
convergence time and supports unequal cost load balancing. BGP has the slowest possible convergence time.
Static routes do not support unequal cost load balancing.
OSPF has a slower convergence time than EIGRP.

In regards to the ISP connection typically you would use an EGP or static route. The only EGP available is
BGP. However, BGP should ONLY be used when connecting to multiple ISPs or with multiple default gateways.
Not to mention this adds additional layers of complexity and slows down convergence time. The best option for
a single internet connection is to configure astatic route.

QUESTION 12
For which technology is IPsec required for a site-to-site enterprise WAN/MAN architecture?

A. self-deployed MPLS
B. ATM
C. Frame Relay
D. SP MPLS VPN
E. ISP Service

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 13
Refer to the exhibit. Which statement accurately represents the characteristics of the core layer in this design?



A. Access lists should be used in the core to perform packet manipulation.
B. QoS should be performed only in the core.
C. Load balancing should never be implemented or used in the core.
D. It is acceptable to use a partial mesh in the core if it is connected to each device by multiple paths.
E. Policy-based traffic control is implemented in the core to enable prioritization, ensuring the best

performance for all time-critical applications.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
What does Cisco recommend as the foundation of any deployed security solution?

A. Customer needs
B. Security audit



C. Service-level agreement
D. Corporate security policy

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Security Policy and Process
To provide the proper levels of security and increase network availability, a security policy is a crucial elementin
providing secure network services. This is an important concept to understand,and such business
requirementsshould be considered throughout the system life cycle. Business requirements and risk analysis
are usedin the development of a security policy. It is often a balance between ease ofaccess versus the security
riskand cost of implementing the security technology.

In terms of network security in the system life cycle, the business needs are akey area to consider.
Businessneeds define what the business wants to do with the network.

Risk analysis is another part of the system life cycle. It explains the risks and their costs. Business needs
andrisk assessment feed information into the security policy.

The security policy describes the organization's processes, procedures, guidelines, and standards.
Furthermore,industry and security best practices are leveraged to provide well-known processes and
procedures.

Finally, an organization's security operations team needs to have processes and procedures defined. This
informationhelps explain what needs to happen for incident response, securitymonitoring, system
maintenance,and managing compliance.

Table,outlines key network security considerations.
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QUESTION 15
What is the administrative distance of eBGP routes?

A. 200



B. 100
C. 20
D. 110

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 16
Which statement represents a likely starting point for planning network changes?



A. Protocol assessment
B. Determining the design requirements
C. Determining the business needs
D. Determining the application requirements

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

There are three key objectives of an effective WAN design:
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QUESTION 17
What does IGMP stand for?

A. Internet Group Management Protocol
B. Interior Gateway Routing Protocol
C. Interior Group Management Protocol
D. Interior Gateway Media Protocol

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

IGMP
Internet Group Management Protocol is the protocol used in multicast implementations between the end
hostsand the local router. RFC 2236 describes IGMP Version 2 (IGMPv2). RFC 3376 describes IGMP Version
3(IGMPv3). RFC 1112 describes the first version of IGMP.

IP hosts use IGMP to report their multicast group memberships to routers. IGMP messages use IP
protocolnumber 2. IGMP messages are limited to the local interface and are not routed.
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QUESTION 18
As a network engineer, can you tell me accounting management on a network-management system allows a
network manager to perform which function?

A. Assess the network's effectiveness and throughput
B. Charge back to users for network resources
C. Performance management
D. Identify problem areas in the network

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:



QUESTION 19
Refer to the exhibit.

Which layer is the distribution layer?

A. Layer A
B. Layer B
C. Layer C
D. Layers A and B form a consolidated core and distribution layer

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 20
A wireless LAN or WLAN is a wireless local area network, which is the linking of two or more computers or
devices without using wires. How are wireless LANs identified?

A. Service Set Identifier (SSID)



B. Internet Group Management Protocol (IGMP)
C. IP network
D. Wired Equivalent Privacy (WEP) key

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Service Set Identifier
WLANs use a service set identifier (SSID) to identify the WLAN's "network name."The SSID can be 2 to
32characters long. All devices in the WLAN must have the same configured SSID to communicate. It is
similarto a VLAN identifier in a wired network. The difficulty in large networks is configuring the SSID,
frequency,and power settings for hundreds of remotely located access points. Cisco addresses this problem
with the CiscoWireless Control System (WCS). WCS is covered in more detail in the "Cisco UWN Architecture"
section.
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Topic 3, Volume B

QUESTION 21
Observe the following options, what is the hierarchy for IPv6 aggregatable addresses?

A. Global, site, loop
B. Multicast, anycast, unicast
C. Public, site, interface
D. Internet, site, interface

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Global Unicast Addresses
IPv6 global addresses connect to the public network. These unicast addresses are globally unique and
routable.This address format is initially defined in RFC 2374. RFC 3587 provides updates to the format.

The original specification defined the address format with a three-layer hierarchy:public topology, site
topology,and interface identifier. Thepublic topologyconsisted of service providersthat provided transit
servicesand exchanges of routing information. It used a top-level aggregator (TLA) identifier and a next-level
identifier.A site-level aggregator (SLA) was used for site topology. The site topologyislocal to the company
orsite and does not provide transit services. The TLA, NLA, and SLA identifiers are deprecated by RFC
3587.RFC 3587 simplifies these identifiers with a global routing prefix and subnet identifier for the network
portionof the address.
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QUESTION 22
Which IGP protocol is a common choice to EIGRP and OSPF as a routing protocol for large networks?

A. RIPv2
B. IS-IS
C. IGRP
D. OSPFv2



Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Interior Versus Exterior Routing Protocols
Routing protocols can be categorized as interior gateway protocols (IGP) or exterior gateway protocols
(EGP).IGPs are meant for routing within an organization's administrative domain (in other words, the
organization'sinternal network). EGPs are routing protocols used to communicate with exterior domains, where
routing informationis exchanged between administrative domains. Figure 10-2 shows wherean internetwork
uses IGPsand EGPs with multiple autonomous administrative domains. BGP exchangesrouting information
between theinternal network and an ISP. IGPs appear in the internal private network.

Figure 10-2. Interior and Exterior Routing Protocols

One of the first EGPs was called exactly that: Exterior Gateway Protocol.Today, BGP is the de facto (and the
only available) EGP.Potential IGPs for an IPv4 network are

Potential IGPs for an IPv6 network are

RIPv1 is no longer recommended because of its limitations. RIPv2 addresses many of the limitations of
RIPv1and is the most recent version of RIP. IGRP is an earlier version of EIGRP.
RIPv1 and IGRP are no longerCCDA exam topics.
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QUESTION 23
Which routing protocol is classful?

A. Intermediate System-to-Intermediate System (IS-IS) and OSPF
B. Routing Information Protocol Version 1 (RIPv1) and RIPv2
C. IGRP and RIPv1
D. Enhanced Interior Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Classless Versus Classful Routing Protocols
Routing protocols can be classified based on their support of VLSM and CIDR. Classful routing protocols donot
advertise subnet masks in their routing updates; therefore, the configuredsubnet mask for the IP networkmust
be the same throughout the entire internetwork. Furthermore, the subnets must, for allpractical purposes,be
contiguous within the larger internetwork. For example, if you use a classful routing protocol for
network130.170.0.0, you must use the chosen mask (such as 255.255.255.0) onall router interfaces using
the130.170.0.0 network. You must configure serial links with only two hosts and LANs with tens or hundreds
ofdevices with the same mask of 255.255.255.0. The big disadvantage of classful routing protocols is that
thenetwork designer cannot take advantage of address summarization across networks (CIDR) or allocation
ofsmaller or larger subnets within an IP network (VLSM). For example, with a classful routing protocol that
usesa default mask of /25 for the entire network, you cannot assign a /30subnet to a serial point- to-point
circuit.

Classful routing protocols are

Classless routing protocols advertise the subnet mask with each route. Youcan configure subnetworks of
agiven IP network number with different subnet masks (VLSM). You can configure large LANs with a
smallersubnet mask and configure serial links with a larger subnet mask, thereby conserving IP address space.
Classlessrouting protocols also allow flexible route summarization and supernetting (CIDR). You create
supernetsby aggregating classful IP networks. For example, 200.100.100.0/23 is a supernet of
200.100.100.0/24 and200.100.101.0/24.

Classless routing protocols are
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QUESTION 24
Which attack type would you expect on segments that have many servers for some well-known applications?

A. Trojan horses
B. DoS attacks
C. Application-layer attacks
D. Password attacks

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation



Application security and content security defense:Several new application layer networkproductshave been
released that help address new classes of threats, such as spam, phishing, spyware, packet abuse,and
unauthorized point-to-point file sharing. Content security products such as Cisco IronPort Appliancesprovide
comprehensive antivirus, antispyware, file- blocking, antispam, URLblocking, and content-filteringservices.
These products supplement traditional firewalls and network-based intrusion detection system(NIDS) solutions
with more granular traffic inspection services, thereby quarantining traffic so that it doesnot propagate
throughout the network.

Denial-of-service (DoS) attack- Tries to overwhelm resources such as memory, CPU, and bandwidth, thus
impacting the attacked system and denying legitimate users access.
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QUESTION 25
Which FCAPS function includes finding network problems that reduce availability?

A. Security management
B. Accounting management
C. Fault management
D. Performance management

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

The ISO defines five types of network management processes that are commonly known as FCAPS. These
processes are as follows:
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QUESTION 26
What is the name of the organization that is in charge of creating the FCAPS architecture?

A. ISP
B. IOS
C. ITU-T
D. IEEE

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

FCAPS was actually created by the ISO not the ITU-T so if the above is a type-o than B is the correct answer.
However, the ITU-T did refine FCAPS as stated below.

In the early 1980s the term FCAPS was introduced within the first Working Drafts (N1719) of ISO 10040, the
Open Systems Interconnection (OSI) Systems Management Overview (SMO) standard. At that time the
intention was to define five separate protocol standards, one for each functional area. Since initial experiences
showed that these protocols would become very similar, the ISO working group responsiblefor the development
of these protocols (ISO/TC97/SC16/WG4, later renamed into ISO-IEC/JTC1/SC21/WG4) decided to create a
single protocol for all five areas instead. This protocol is called common management information protocol



(CMIP). In the 1990s the ITU-T, as part of their work on Telecommunications Management Network (TMN),
further refined the FCAPS as part of the TMN recommendation on Management Functions (M.3400). The idea
of FCAPS turned out to be very useful for teaching network management functions; most text books therefore
start with a section that explains the FCAPS.

QUESTION 27
Define some of the activities, tools, and techniques used in today's network-design process.(Choose three.)

A. Analyzing network traffic
B. Simulation of network traffic
C. Network auditing
D. Filtering incoming network traffic

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Characterizing the Existing Network
Characterizing the network is Step 2 of the design methodology. In this section, you learn to identify a
network'smajor features, tools to analyze existing network traffic, and tools for auditing and monitoring network
traffic.

Steps in Gathering Information
When arriving at a site that has an existing network, you need to obtain all the existing documentation.
Sometimesno documented information exists. You should be prepared to use tools to obtain information and
getaccess to log in to the network devices to obtain information.
Here are the steps for gathering information:

When gathering exiting documentation, you look for site information such as site names, site addresses,
sitecontacts, site hours of operation, and building and room access. Network infrastructure information
includeslocations and types of servers and network devices, data center and closet locations, LAN wiring, WAN
technologiesand circuit speeds, and power used. Logical network information includes IPaddressing, routing
protocols,network management, and security access lists used. You need to find out whether voice or video
isbeing used on the network.
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QUESTION 28
Which type of DSL does residential service use?

A. VDSL
B. SDSL
C. IDSL
D. ADSL

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Digital Subscriber Line
Digital subscriber line (DSL) is a technology that provides high-speed Internet data services over
ordinarycopper telephone lines. It achieves this by using frequencies that are not used in normal voice



telephone calls.

The term xDSL describes the various competing forms of DSL available today.

ADSL is the most popular DSL technology and is widely available. The keyto ADSL is that the
downstreambandwidth is asymmetric or higher than the upstream bandwidth. Some limitations include that
ADSL canbe used only in close proximity to the local DSLAM, typically less than 2km. The local DSLAM, or
digitalsubscriber line access multiplexer, allows telephone lines to make DSL connections to the Internet.
Downloadspeeds usually range from 768 kbps to 9 Mbps, and uploadspeeds range from 64 kbps to 1.5 Mbps.
Thecustomer premises equipment (CPE) refers to a PC along with DSL modem or DSL router that connects
backto the network access provider (NAP) DSLAMs.

The ADSL circuit consists of a twisted-pair telephone line that contains their information channels:

DSL splitters are used to separate basic telephone service from the ADSLmodem/router to provide serviceeven
if the ADSL signaling fails.

Although DSL is primarily used in the residential community, this technology can also be used as a
WANtechnology for an organization. However, keep in mind that because this is apublic network connection
overthe Internet, it is recommended that this technology be used in conjunction with a firewall/VPN solution
backinto your corporate enterprise network. The high speeds and relatively low cost make this a popular
Internetaccess WAN technology.
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QUESTION 29
Which item is not a part of the process recommended by Cisco for WAN designs?

A. Characterize the existing network.
B. Analyze customer requirements.
C. Configure deployed services.
D. Design the new WAN topology.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30
What does Compressed Real-Time Transport Protocol (CRTP) compress ?

A. RTP, TCP, and IP headers
B. RTP headers
C. RTP, User Datagram Protocol (UDP), and IP headers
D. Real-Time Transport Control Protocol (RTCP) headers

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
WAN links use RTP header compression to reduce the size of voice packets.This is also called
CompressedRTP (cRTP), which is defined in RFC 2508. As shown in Figure 14-18, cRTP reduces the IP/UDP/
RTP headerfrom 40 bytes to 2 or 4 bytes (a significant decrease in overhead). cRTP happens on a hop-by-hop
basis, withcompression and decompression occurring on every link. It must be configuredon both ends of the



link. It isrecommended for slow links up to 768 kbps. cRTP is not used much anyone because slow WAN link
bandwidthsare seen less. Higher speed links are not recommended because of the high CPU requirements and
they reducecall quality.

Figure 14-18. cRTP
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QUESTION 31
Which mechanism will be often used by service providers to define their service offerings and to differentiate
their services from their competitors?

A. SLM
B. SLA
C. SLC
D. SAA

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Service Level Manager:The SLM Collection Manager 2.0 bundled product is part of the CiscoWorks2000
Service Management Solution (SMS). The CiscoWorks2000 SMS enables IT managers to establish and
validate Service Level Agreements (SLAs) for their Cisco-based networks. The SLM Collection Manager (also
referred to as the remote CM), is a distributable software agent designed to perform job management, data
collection, and aggregation of performance data needed for network management applications. This in turn
enables the Service Assurance Agent (SA Agent) testing in the Cisco IOS software to validate that SLAs are
being met. Customers can scale their SMS by deploying additional remote CMs as required.

http://www.cisco.com/en/US/products/sw/cscowork/ps2428/products_quick_start09186a0080108a 46.html



Service level agreement (SLA):Defines the availability of the network. Networked applications rely on the
underlying network between the client and server to provide its functions. There are multiple levels of
application availability that can be part of a negotiated SLA with a service provider. Organizations have to work
with the carrier to define what level of service, such as bandwidth, allowed latency, and loss, is acceptable to
the organization.
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Service Assurance Agent:The SA Agent is an both an enhancement to and a new name for the Response Time
Reporter (RTR) feature that was introduced in Cisco IOS release 11.2. The feature allows you to monitor
network performance between a Cisco router and a remote device (which can be another Cisco router, an IP
host, or a mainframe host) by measuring key Service Level Agreement (SLA) metrics such as response time,
network resources, availability, jitter,connect time, packet loss, and application performance. This feature
enables you to perform troubleshooting, problem analysis, and notification based on the statistics collected by
the SA Agent.

http://www.cisco.com/en/US/docs/ios/12_1t/12_1t1/feature/guide/1dt_saa.html

QUESTION 32
Which standard language will be used by SNMP to define the device information to be stored?

A. SNMPv4
B. ASN.1
C. MIBs
D. Agents

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

 115 Each individual manageable feature in the MIB is called a MIB variable. The MIB module is a document
thatdescribes each manageable feature that is contained in an agent. The MIB module is written in Abstract
SyntaxNotation 1 (ASN.1). Three ASN.1 data types are required:name, syntax, and encoding. The name serves
asthe object identifier. The syntax defines the object's data type (integer or string). The encoding data
describeshow information associated with a managed object is formatted as a series of data items for
transmission on thenetwork. Some examples of standard managed objects that can be obtained from the MIB
tree are as follows:
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QUESTION 33
Which WAN scenario might be appropriate for queuing solutions?

A. A newly implemented WAN connection has yet to demonstrate sufficient WAN statistics for congestion-level
tracking.

B. A WAN connection features consistent congestion problems, and data transfers often suffer.
C. A WAN connection is rarely congested, and data transfers never suffer.
D. A WAN connection features occasional periods of congestion, and data transfers have occasionally

suffered as a result.

Correct Answer: D
Section: (none)
Explanation



Explanation/Reference:
Explanation:



Exam F

QUESTION 1
Your boss is interested in a wireless WAN solution which provides higher bandwidth than point-to- multipoint
(p2mp) wireless. Which description is correct?

A. Service providers cannot install point-to-point (p2p) links from a p2mp hub.
B. P2p wireless connections can provide up to 44 Mbps raw bandwidth.
C. P2p links tend to be slower than p2mp.
D. P2mp wireless connections can provide up to 1.544 Mbps raw bandwidth.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
What is SNMP?

A. Simple Network Management Protocol
B. Simple Network Monitoring Protocol
C. Sampling Network Management Process
D. Simple Network Maintenance Procedure

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Simple Network Management Protocol
Simple Network Management Protocol (SNMP) is an IP application layer protocol that has become the
standardfor the exchange of management information between network devices. SNMPwas initially described
in RFC1157. It is a simple solution that requires little code to implement, which allows vendors tobuild SNMP
agentson their products.

SNMP runs over User Datagram Protocol (UDP) and therefore does not inherently provide for sequencing
andacknowledgment of packets, but it still reduces the amount of overhead used for management information.

SNMP Components
SNMP has three network-managed components:
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QUESTION 3
When building Global network businesses , which three principles should be used?

A. Customer focus, continuous standardization, and core versus context
B. Customer focus, centralization, and core versus context
C. Customer focus, decentralization, and core versus edge
D. Customer focus, decentralization, and core versus context

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 4
For the following items, which component of the CiscoWorks product allows a network administrator to define
and manage service levels?

A. Service assurance agent (SAA)
B. Service level manager (SLM)
C. Collection Manager (CM)
D. Service level agreement (SLA)

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Service Level Manager:The SLM Collection Manager 2.0 bundled product is part of the CiscoWorks2000
Service Management Solution (SMS). The CiscoWorks2000 SMS enables IT managers to establish and
validate Service Level Agreements (SLAs) for their Cisco-based networks. The SLM Collection Manager (also
referred to as the remote CM), is a distributable software agent designed to perform job management, data
collection, and aggregation of performance data needed for network management applications. This in turn
enables the Service Assurance Agent (SA Agent) testing in the Cisco IOS software to validate that SLAs are
being met. Customers can scale their SMS by deploying additional remote CMs as required.

http://www.cisco.com/en/US/products/sw/cscowork/ps2428/products_quick_start09186a0080108a 46.html

QUESTION 5
Which codec does Cisco recommend for WAN links?

A. G.711
B. G.723
C. G.728
D. G.729

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Codec Standards
Codecs transform analog signals into a digital bit stream and digital signals back into analog signals.Figure14-
14 shows that an analog signal is digitized with a coder for digital transport. The decoder converts the
digitalsignal into analog form.

Figure 14-14. Codec



Each codec provides a certain quality of speech. Each codec provides a certain level of fidelity to the
originalaudio, or quality of speech. The termmean opinion score(MOS) is used to rate the fidelity for a codec.
AMOS score is not a scientific measure. Instead, it is a rating determined by sampling the output to a large
groupof listeners who judge the audio fidelity from 1 (bad) to 5 (best). The scores are then averaged to provide
theMOS for each codec. For example, the

 119 established MOS score for G.711 is 4.1, and G.729 is 3.92. The defaultcodec setting for VoIP dial peers in
Cisco IOS software is G.729 (g729r8),but this can be configured with=several other options, including G.711.
Other codec standards are shown in Table 14-8. An explanation of thecompression techniques is beyond the
scope of the CCDA test.

Table. Codec Standards
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QUESTION 6
NAT-PT is an IPv6-IPv4 translation mechanism. What is NAT-PT?

A. Network address translation?¡ìCport translation; translates RFC 1918 addresses to public IPv4 addresses
B. Network address translation-protocol translation; translates between IPv4 and IPv6 addresses
C. Next address translation?¡ìCport translation
D. Network addressable transparent-port translation; translates network addresses to ports

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

RFC 2766 describes NAT-PT, which provides translation between IPv6and IPv4 hosts. NAT-PT

 120 operatessimilarly to the NAT mechanisms to translate IPv4 private addresses to public address space.
NAT-PT bindsaddresses in the IPv6 network to addresses in the IPv4 network and vice versa. Figure 9-12
shows a networkusing NAT-PT. RFC 4699 is a recent Informational RFC that recommends that NAT-PT be
placed into historicalstatus and recommends against its use (although the protocol is still supported in IOS).

Figure 9-12. Network Address Translation-Protocol Translation

Cisco also introduces the Cisco 6PE for Multiprotocol Label Switching (MPLS) service providers. Cisco
6PEallows IPv6 islands to communicate over an MPLS/IPv4 core network using MPLS label-switched paths
(LSP).The Cisco 6PE routers are dual stack. The method relies on BGP extensions in the IPv4 6PE routers to
exchangeIPv6 reachability information, along with an MPLS label for each IPv6 address prefix announced.
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QUESTION 7
What Cisco router configuration component does an implementer use to create a floating static route?

A. Primary interface
B. Administrative distance
C. Loopback
D. Description

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Often, backup links use a different technology. For example, a leased line can be in parallel with a
backupdialup line or ISDN circuit. However, it is more common to use DSL lines as backup in today's networks.
Byusing floating static routes, you can specify that the backup route have a

 121 higheradministrative distance(usedby Cisco routers to select routing information) so that it is not normally
used unless the primary route goesdown. This design is less available than the partial mesh presented
previously. Typically, on-demand backuplinks reduce WAN charges.
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QUESTION 8
A common response to an attack by this device can be either to send an alert or to take corrective action. What
is this device?

A. Vulnerability assessment
B. Firewall
C. Intrusion-detection system (IDS)
D. Router

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Intrusion Detection System Overview Summary

Network-based IDS relies on the use of network sensors strategically placed throughout the network. These
probes monitor and analyze all network traffic traversing the local network. Network traffic is compared to a
signature database or a defined profile to detect intrusive activity. If the monitored traffic matches a profile or
signature, an alarm is generated. Additionally, sensors can be configured to take corrective action to stop an
attack once it's been detected. The advantage to a network-based IDS is its macro view of the network. A
network-based IDS has the advantage of viewing the entire network and, therefore, isn't limited to viewing only
the traffic to a single host. The drawback to a network-based IDS is its cost. A network-based IDS relies on
additional hardware in the form of network probes. Additional drawbacks to network-based IDS are the
following:
Although different types of IDS systems exist, each type must support at least one triggering mechanism.
Triggering mechanisms are simply how an alarm is generated. There are two types of triggering mechanisms:
Anomaly-based systems use profiles created by the IDS or the security administrator. These profiles are then
used to detect an attack and generate an alarm. Traffic patterns or computer activity that doesn't match a
defined profile generates an alert. The advantage of anomaly detection is it has the capability to detect
previously unknown attacks or new types of attacks. The drawback to anomaly detection is an alarm is
generated any time traffic or activity deviates from the defined "normal" traffic patterns or activity. This means
it's up to the security administrator to discover why an alarm was generated. Anomaly-based systems have a
higher rate of false positives because alarms are generated any time a deviation from normal occurs. Defining
normal traffic and activity can be a difficult and time-consuming task.

http://www.ciscoarticles.com/CCSP-Cisco-Certified-Security-Professional/Intrusion-Detection- System-
Overview-Summary.html

QUESTION 9
How many more bits does IPv6 use for addresses than IPv4?



A. 32
B. 64
C. 96
D. 128

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

IPv6 uses 128-bit addresses rather than the 32-bit addresses in IPv4. This supports more address hierarchy
levels and uses simpler address autoconfiguration.
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QUESTION 10
Which protocol will be used to exchange IP routes between autonomous systems?

A. eBGP
B. IGMP
C. IGRP
D. OSPF

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

BGP Neighbors
BGP is usually configured between two directly connected routers that belong to different autonomous
systems.Each autonomous system is under different technical administration. BGP isfrequently used to connect
theenterprise to service providers and to interconnect service providers. The routing protocol within the
enterprise could be any Interior Gateway Protocol (IGP). Common IGP choices includeRIPv2,EIGRP, OSPF,
IS-IS. BGPv4 is the only deployed Exterior Gateway Protocol (EGP).

BGP is an interdomain routing protocol that allows BGP speakers residingin different autonomous systemsto
exchange routing (NLRI) information. An autonomous system is a collection of devices under
commonadministration. BGP autonomous systems range from 1 through 65,535.Autonomous system numbers
(ASN)1 through 64,511 are considered public ASNs. These are allocated by IANAto Regional Internet
Registries(RIR). Entities wanting to receive an ASN must complete the application process of their local RIR
and beapproved before being assigned an ASN. ASNs 65,512 through 65,535 areconsidered private ASNs.
TheseASNs can be used by any organization, but, like RFC 1918 addresses, cannot be used on the Internet.

Before two BGP routers can exchange routing updates, they must become established neighbors. After
BGProuters establish a TCP connection, exchange information, and accept the information, they become
establishedneighbors and start exchanging routing updates. If the neighbors do not reach an established state,
they do notexchange BGP updates. The information exchanged before the neighbors are established includes
the BGPversion number, ASN, BGP router ID, and BGP capabilities.

eBGP
External Border Gateway Protocolis the term used to describe BGP peeringbetween neighbors in
differentautonomous systems. As required by RFC 1771, the eBGP peers sharea common subnet (although
Ciscodoes allow some flexibility to avoid doing so). In Figure 11-9, all routers speak eBGP with routers in
otherautonomous systems. Within autonomous system 500, the routers communicate usingiBGP, which is



coverednext.

iBGP
Internal Border Gateway Protocolis the term used to describe the peering between BGP neighbors in the
same autonomous system. iBGP is used primarily in transit autonomous systems. Transit autonomous
systemsforward traffic from one external autonomous system to another external autonomous system. If transit
autonomoussystems did not use iBGP, the eBGP-learned routes would have to be redistributed into an IGP
andthen redistributed into the BGP process in another eBGP router. Normally, the number of eBGP routes is
toolarge for an IGP to handle.

iBGP provides a better way to control the routes within the transit autonomoussystem. With iBGP, the
externalroute information (attributes) is forwarded. The various IGPs that might be used do not understand or
forwardBGP attributes, including autonomous system paths, between eBGP routers.
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QUESTION 11
You are a network technician, can you tell me how many IP addresses are available for hosts in the subnet
198.10.100.64/27?

A. 62
B. 30
C. 126
D. 14

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: 



QUESTION 12
Which two encryption transforms will be used by both ESP and AH for authentication?

A. HMAC-MD5 or Hash Message Authentication Code-Secure Hash Algorithm-1(HMAC-SHA-1)
B. DES or 3DES
C. DES or Hash Message Authentication Code-Message Digest 5 (HMAC-MD5)
D. 3DES or MD5

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

The IPsec protocols include Internet Security Association and Key Management Protocol (ISAKMP), and
twoother IPsec IP protocols: Encapsulating Security Payload (ESP) and Authentication Header (AH). IPsec
usessymmetrical encryption algorithms to provide data protection. These algorithms need a secure method
toexchange keys to ensure that the data is protected. Internet Key Exchange (IKE) ISAKMP protocols
providethese functions. ESP is used to provide confidentiality, data origin authentication, connectionless
integrity, andanti-replay services. AH is used to provide integrity and data origin authentication, usually referred
to as justauthentication.

In addition, IPsec can secure data from eavesdropping and modification using transforms sets, which giveyou
varying levels of strength for the data protection. IPsec also has several Hash Message AuthenticationCodes
(HMAC) available to provide protection from attacks such as man- in-the-middle, packet-replay, anddata-
integrity attacks.
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A compliant ESP implementation MUST support the following mandatory-to-implement algorithms:

http://www.ietf.org/rfc/rfc2406.txt

A compliant AH implementation MUST support the following mandatory-to-implement algorithms:

http://www.ietf.org/rfc/rfc2402.txt

QUESTION 13
What is SLC?

A. Standard level contracts
B. Standard level configuration
C. Service level contracts
D. Service level configuration

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
What does ODR stand for?



A. Open default routing
B. Optical demand routing
C. Open dedicated routing
D. On-demand routing

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 15
In telephony, the local loop is the physical link or circuit. Where is the local loop located?

A. Between the loopback interfaces of two VoIP routers
B. Between phones and the central office (CO) switch
C. Between two PBXs
D. Between two PSTN switches

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The local loop is the pair of wires that runs from the CO to the home or business office.
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QUESTION 16
Which advantage is of security systems that are part of the Cisco ecosystem?

A. There is a suite of products to choose from.
B. Various partners as well as supporting products increase the effectiveness of security systems.
C. There are no advantages.
D. The Cisco ecosystem ensure that partners can implement the solution.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 17
Area Border Router (ABR) is defined by which protocol?

A. Enhanced Interior Gateway Routing Protocol (EIGRP)
B. OSPF
C. On-Demand Routing (ODR)
D. IS-IS

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 18
Which queuing mechanism establishes four interface output queues that will be used for traffic scheduling?

A. Priority queuing (PQ)
B. First-in, first-out (FIFO)
C. Weighted fair queuing (WFQ)
D. Custom queuing (CQ)

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Congestion Management
Two types of output queues are available on routers: the hardware queue and the software queue. The
hardware queue uses the strategy of first in, first out (FIFO). The software queue schedules packets first and
then places them in the hardware queue. Keep in mind that the software queue is used only during periods of
congestion. The software queue uses QoS techniques such as priority queuing, custom queuing, weighted fair
queuing, class-based weighted fair queuing, low-latency queuing, and traffic shaping and policing.

Priority Queuing
Priority queuing (PQ) is a queuing method that establishes four interface output queues that serve different
priority levels: high, medium, default, and low. Unfortunately, PQ can starve other queues if too much data is in
one queue because higher-priority queuesmustbe emptied before lower- priority queues.

Custom Queuing
Custom queuing (CQ) uses up to 16 individual output queues. Byte size limits are assigned to each queue so
that when the limit is reached, it proceeds to the next queue. The network operator can customize these byte
size limits. CQ is fairer than PQ because it allows some level of service to all traffic. This queuing method is
considering legacy due to the improvements in the queuing methods.

Weighted Fair Queuing
Weighted fair queuing (WFQ) ensures that traffic is separated into individual flows or sessions withoutrequiring
that you define ACLs. WFQ uses two categories to group sessions: high bandwidth and low bandwidth. Low-
bandwidth traffic has priority over high-bandwidth traffic. High- bandwidth traffic shares the service according to
assigned weight values. WFQ is the default QoS mechanism on interfaces below 2.0 Mbps.
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QUESTION 19
For the following items, which is an SP Edge module in the Enterprise Composite Network model?

A. Core layer
B. Edge distribution
C. Public Switched Telephone Network (PSTN) service
D. Server farm

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:
Explanation:

QUESTION 20
Which method will be used to secure a network against man-in-the-middle attack?

A. Two-factor authentication
B. Management module
C. Encryption
D. Firewall

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 21
Which one of the following QoS mechanisms is recommended for VoIP networks?

A. Low-latency queuing (LLQ)
B. Switched-based queuing
C. Fast queuing
D. Custom queuing

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Low-Latency Queuing
Low-latency queuing (LLQ) adds a strict priority queue (PQ) to CBWFQ. The strict PQ allows delay sensitive
traffic such as voice to be sent first, before other queues are serviced. That gives voice preferential treatment
over the other traffic types. Unlike priority queuing, LLQ provides for a maximum threshold on the PQ to prevent
lower priority traffic from being starved by the PQ.

Without LLQ, CBWFQ would not have a priority queue for real-time traffic. The additional classification of other
traffic classes is done using the same CBWFQ techniques. LLQ is the standard QoS method for many VoIP
networks.
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QUESTION 22
Which parameters does the computation of the EIGRP composite metric use by default?

A. Bandwidth and reliability
B. Bandwidth and load
C. Bandwidth and maximum transmission unit (MTU)
D. Bandwidth and delay

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

EIGRP for IPv4 Summary
The characteristics of EIGRP for IPv4 networks follow:
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QUESTION 23
Which item is not a true disadvantage of the full-mesh topology?

A. Central hub router represents a single point of failure in the network.
B. High level of complexity to implement.
C. Large number of packet replications required.
D. High costs due to number of virtual circuits.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 24
Which IPv4 field are the precedence bits located in?

A. IP destination address
B. Type-of-service field
C. IP options field
D. IP protocol field

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

ToS (Type of Service):This field is 8 bits in length. Quality of service (QoS) parameters such as IP precedence
or DSCP are found in this field.
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QUESTION 25
Which hierarchical layer has functions such as High availability, port security, and rate limiting?

A. Core
B. Access
C. Network
D. Distribution

Correct Answer: B
Section: (none)



Explanation

Explanation/Reference:
Explanation: Explanation

Access Layer
Theaccess layerprovides user access to local segments on the network. The access layer is characterized by
switched LAN segments in a campus environment. Microsegmentation using LAN switches provides high
bandwidth to workgroups by reducing the number of devices on Ethernet segments. Functions of the access
layer include the following:
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QUESTION 26
With which of the following capabilities does RIPv2 improve RIPv1?

A. Multicast updates, authentication, variable-length subnet mask (VLSM)
B. Authentication, VLSM, hop count
C. Multicast updates, authentication, hop count
D. Multicast updates, hop count

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

RIPv2 improves on RIPv1 with the ability to use VLSM, with support for route authentication, and with
multicasting of route updates. RIPv2 supports CIDR. It still sends updates every 30 seconds and retains the 15-
hop limit; it also uses triggered updates. RIPv2 still uses UDP port 520; the RIP process isresponsible for
checking the version number. It retains the loop-prevention strategies of poison reverse and counting to infinity.
On Cisco routers, RIPv2 has the same administrative distance as RIPv1, which is 120. Finally, RIPv2 uses the
IP address 224.0.0.9 when multicasting route updates to other RIP routers. As in RIPv1, RIPv2 by default
summarizes IP networks at network boundaries. You can disable autosummarization if required.
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QUESTION 27
Which is the maximum segment distance for Fast Ethernet over unshielded twisted-pair (UTP)?

A. 285 feet
B. 100 feet
C. 500 feet
D. 100 meters

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 28
Which term accurately describes a specific measure of delay often used to describe voice and video networks?

A. Jitter



B. Flux
C. Latency
D. Reliability

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: Explanation

Table. Network Delays
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QUESTION 29
SNMP is short for Simple Network Management Protocol. Which version or versions of SNMP specify security
extensions as part of the protocol definition?

A. SNMPv2
B. SNMPv4
C. SNMPv3
D. SNMPv1

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30
What is the reason for switching preferred on shared segments?

A. Switched segments provide a collision domain for each host.
B. Switched segments provide a broadcast domain for each host
C. Shared segments provide a broadcast domain for each host.
D. Shared segments provide a collision domain for each host.

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 31
Which H.323 protocol is in charge of call setup and signaling?

A. RTCP
B. H.245
C. G.711
D. H.225

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 32
How often does a RIPv1 router broadcast its routing table by default?

A. Every 90 seconds.
B. Every 30 seconds.
C. Every 60 seconds.
D. RIPv1 does not broadcast periodically.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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