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Exam A

QUESTION 1
Your network contains a server named Serverl that runs Windows Server 2008 R2.

You have a user named User1.

You need to ensure that Userl can view the events in the Security event log. The solution must minimize the
number of rights assigned to User1.

What should you do?

A. Inthe Local Security Policy console, modify the Security Options.

B. In Event viewer, configure the properties of the Security log.

C. In Event viewer, filter the Security log.

D. In the Registry Editor, add a Security Descriptor Definition Language (SDDL) value.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Microsoft Windows uses SDDL to develop and administer object security. SDDL defines security descriptors,
which are text strings or binary data structures containing security information for one or more objects, e.g., file,
folder, service or unnamed process.

Security descriptors use access control lists (ACLs) to manage access and control entries and audits. Each
security descriptor contains a discretionary access control list (DACL) and system access control list (SACL).
The DACL controls access to an object, and the SACL controls logging of access attempts.

In addition to the object owner name, most SDDL security descriptor strings are comprised of five parts.
These include DACL, SACL, group and header, which specifies inheritance level and permission.

QUESTION 2
Your network contains a server named Serverl.contoso.com. Serverl is located on the internal network.

You have a client computer named Computerl that runs Windows 7. Computerl is located on a public network
that is connected to the Internet. Computerl is enabled for DirectAccess.

You need to verify whether Computerl can resolve Serverl by using DirectAccess.
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Which command should you run on Computerl1?

netsh.exe dnsclient show state
nslookup.exe Serverl.contoso.com
ping.exe Serverl.contoso.com
nbtstat.exe -a Serverl.contoso.com

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3



Your network contains an Active Directory domain named contoso.com.

An administrator named Adminl plans to install the Routing and Remote Access service (RRAS) role service
on a server named Serverl. Adminl's user account is not a member of the Domain Admins group.

You need to ensure that Serverl can authenticate users from Active Directory by using Windows
authentication.

What should you do?

Install the Active Directory Lightweight Directory Services (AD LDS) role on Serverl.
Add the computer account for Serverl to the Windows Authorization Access Group.
Install the Network Policy Server (NPS) role service on a domain controller.

Add the computer account for Serverl to the RAS and IAS Servers group.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Not sure if I am right on this one, since not all question is shown ;)) But | guess that after adding the role by the
Adminl it says that he is not in Domain Admins group and RRAS server wont be added automatically to the
RAS and IAS group, so it has to be added manually by a member of that group so server could authenticate
users.

QUESTION 4
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Network
Policy Server (NPS) role service installed.

You need to ensure that the NPS log files on Serverl contain information about the duration of client
connections.

What should you do?

Enable the Accounting requests setting.
Configure the IAS (Legacy) log file format.
Configure the DTS Compliant log file format.
Enable the Authentication requests setting.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The old answer was: Enable the Accounting requests setting.

The DTS Compliant log format is the newest one and only its XML have attributes for session duration such as
Acct-Session-Time = “The length of time (in seconds) for which the session has been active.
http://technet.microsoft.com/en-us/library/cc771748(v=ws.10).aspx

From NPS Console select Accounting Section.
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QUESTION 5

Accounting

a local or emote 501 server with a database for MPS accounting.

3 Corfigure Accounting

Log File Properties

Select Change Log Fle Properties if you want to modify text logging settings.

Status: Configured to C:\Windows system 32 LogFiles

n Change Log File Properdies

501 Server Logging Properties

Status:  <not corfigured =

n Change SGL Server Logging Properties

Your network contains an Active Directory domain named contoso.com. Contoso.com contains two servers
named Serverl and Server2 that run Windows Server 2008 R2.

DirectAccess is deployed on Server2.

You need to configure Serverl as a network location server (NLS).
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Select Change SGL Server Logging Properties if you want to modify SQL Server logging settings.

Select Configure Accounting if vou want to run the Accounting Configuration Wizard. The wizard allows you to

 Gettings

Mame!

Directol
IC:*'Ju'l.ﬁn
Format:

IDTS C

ODBC
185 {Le



Which Web Server (lIS) role service should you install on Server1?

A. IS Client Certificate Mapping Authentication
B. URL Authorization

C. IP and Domain Restrictions

D. Request Filtering

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

See steps below:

If your DirectAccess server is acting as the network location server, you must install the Web Server (11S)
server role with the IP and Domain Restrictions role service. Source: http://technet.microsoft.com/en-us/library/
€e649160%28WS.10%29.aspx

QUESTION 6
Your company has a main office and 15 branch offices. The company has a single Active Directory domain. All
servers run Windows Server 2008 R2.

You need to ensure that the VPN connections between the main office and the branch offices meet the
following requirements:

- All data must be encrypted by using end-to-end encryption.

- The VPN connection must use computer-level authentication.

- User names and passwords cannot be used for authentication.

What should you do?

Configure a PPTP connection to use version 2 of the MS-CHAP v2 authentication.
Configure an IPsec connection to use tunnel mode and preshared key authentication.
Configure a L2TP/IPsec connection to use the EAP-TLS authentication.

Configure a L2TP/IPsec connection to use version 2 of the MS-CHAP v2 authentication.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

EAP-Transport Layer Security (EAP-TLS), defined in RFC 52186, is an IETF open standard, and is
wellsupported among wireless vendors. The security of the TLS protocol is strong, provided the user
understands potential warnings about false credentials. It uses PKI to secure communication to a RADIUS
authentication server or another type of authentication server. So even though EAP- TLS provides excellent
security, the overhead of client-side certificates may be its Achilles' heel.

EAP-TLS is the original, standard wireless LAN EAP authentication protocol. Although it is rarely deployed, it is
still considered one of the most secure EAP standards available and isuniversally supported by all
manufacturers of wireless LAN hardware and software. The requirement for a client-side certificate, however
unpopular it may be, is what gives EAP-TLS its authentication strength and illustrates the classic convenience
vs. security trade-off. A compromised password is not enough to break into EAP-TLS enabled systems
because the intruder still needs to have the client-side private key. The highest security available is when client-
side keys are housed in smart cards.[4] This is because there is no way to steal a certificate's corresponding
private key from a smart card without stealing the card itself. It is significantly more likely that the physical theft
of a smart card would be noticed (and the smart card immediately revoked) than a (typical) password theft
would be noticed. Up until April 2005, EAP-TLS was the only EAP type vendors needed to certify for a WPA or
WPAZ2 logo.[5] There are client and server implementations of EAP-TLS in 3Com, Apple, Avaya, Brocade



Communications, Cisco, Enterasys Networks, Foundry, HP, Juniper, and Microsoft, and open source operating
systems. EAP-TLS is natively supported in Mac OS X 10.3 and above, Windows 2000 SP4, Windows XP and
above, Windows Mobile 2003 and above, and Windows CE 4.2

QUESTION 7
Your network has Network Access Protection (NAP) policies deployed.

You need to identify the health agent compliance status of a client computer.
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Which command should you run?

netsh nap client show config
net statistics workstation
netsh nap client show state
net config workstation

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Ref: http://technet.microsoft.com/en-us/library/cc732873(v=ws.10).aspx

Netsh Commands for NAP Client

show state

Displays state information, including client access restriction state, the state of installed enforcement clients
and system health agents, and the client compliance and remediation results.

QUESTION 8
Your network contains an Active Directory forest. The forest contains a member server named Serverl that
runs Windows Server 2008 R2.

You configure Serverl as a VPN server.

You need to ensure that only client computers that have up-to-date virus definitions can establish VPN
connections to Serverl.

Which server role, role service, or feature should you install?

windows System Resource Manager (WSRM)
Routing and Remote Access service (RRAS)
Connection Manager Administration Kit (CMAK)
File Server Resource Manager (FSRM)
Windows Server Update Services (WSUS)
Windows Internal Database

Services for Network File System (NFS)

Simple TCP/IP Services

Network Policy Server (NPS)

Health Registration Authority (HRA)

T IOemMmMmoOO®m>»



K. Group Policy Management
L. Wireless LAN Service
M. Network Load Balancing (NLB)

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:
Explanation:
From NPS Server role Configure Health Policies:

Health Policies are used with Network Access Protection (NAP) and allow you to designate the configuration
required for NAP-capable client computers to access the network.

QUESTION 9
Your network contains an Active Directory domain.

You deploy Network Access Protection (NAP).
You need to verify whether VPN clients have Windows Firewall enabled.

What should you configure?

system health validators (SHVS)

connection request policies

the Windows Authentication authentication provider
health policies

the Windows Accounting accounting provider
Group Policy preferences

IKEV2 client connections

the RADIUS Authentication authentication provider
remediation server groups

the RADIUS Accounting accounting provider

T IOemMmMmoOO®m>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 10
Your network contains an Active Directory domain.

Your company provides VPN access for multiple organizations.

You need to configure Network Policy Server (NPS) to forward authentication requests to the appropriate
organization.

What should you configure on the NPS server?

A. Group Policy preferences
B. health policies
C. remediation server groups



IKEv2 client connections

the RADIUS Accounting accounting provider
system health validators (SHVS)

the Windows Authentication authentication provider
connection request policies

the Windows Accounting accounting provider

the RADIUS Authentication authentication provider

T IOTMO

Correct Answer: H
Section: (none)
Explanation

Explanation/Reference:

Explanation:

With NPS Installed Roles

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.

For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.

QUESTION 11
Your network contains three servers named ADFS1, ADFS2, and ADFS3 that run Windows Server 2008 R2.
ADFS1 has the Active Director Federation Services (AD FS) Federation Service role service installed.

You plan to deploy AD FS 2.0 on ADFS2 and ADFS3.

You need to export the token-signing certificate from ADFS1, and then import the certificate to ADFS2 and
ADFS3.
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In which format should you export the certificate?

Cryptographic Message Syntax Standard PKCS #7 (.p7b)
DER encoded binary X.509 (.cer)

Base-64 encoded X.S09 (.cer)

Personal Information Exchange PKCS #12 (.pfx)

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 12
Your company has an Active Directory forest that runs at the functional level of Windows Server 2008.

You implement Active Directory Rights Management Services (AD RMS). You install Microsoft SQL Server
2005.

When you attempt to open the AD RMS administration Web site, you receive the following error message:
"SQL Server does not exist or access denied."

You need to open the AD RMS administration Web site.

Which two actions should you perform? (Each correct answer presents part of the solution.Choose two.)

A. Restart lIS.



B. Install Message Queuing.
Start the MSSQLSVC service.

D. Manually delete the Service Connection Point in Active Directory Domain Services (AD DS) and restart AD
RMS.

o

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 13
Your company has a main office and a branch office.

The network contains an Active Directory domain.

The main office contains a writable domain controller named Dc1. The branch office contains a read-only
domain controller (RODC) named DC2.

You discover that the password of an administrator named Adminl is cached on DC2.
You need to prevent Adminl's password from being cached on DC2.

What should you do?

Create a Password Setting object (PSO).

Modify the properties of DC2's computer account.
Modify the properties of the domain.

Modify the NTDS Site Settings.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14

Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the DHCP
server role and the Remote Desktop Session Host (RD Session Host) role service installed. Serverl hosts one
RemoteApp program named Appl.

You have 200 client computers that run Windows 7. The client computers obtain their IP configurations from
the DHCP server.

You enable Remote Desktop IP Virtualization on Serverl.
You discover that some Remote Desktop connections to Appl are assigned the same IP address.
You need to ensure that all Remote Desktop connections receive a unique IP address.

What should you do?

A. Change the Remote Desktop licensing settings.
B. Change the properties of the DHCP scope.
C. Change the mode for Remote Desktop IP Virtualization.



D. Reconcile the DHCP scope.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
http://mwww.lead2pass.com/70-649.html

QUESTION 15
Your network contains three servers that run Windows Server 2008 R2. The servers are configured as shown
in the following table.

___Server name Role service 1P address |

serverl.contoso.com Remote Desktop Session Host (RD 10.0.0.10
Session Host)

sarver?.contoso.com Remote Desktop Session Host (RD  |10.0.0.11
Session Host)

serverd,contoso.com Remote Desktop Connection Broker |10.0.0.12
(RD Connection Broker)

Serverl and Server2 are members of an RD Session Host server farm named farm 1.contoso.com.
You configure the RD Connection Broker role service on Server3 to support farm 1.contoso.com.
You need to create DNS records to support RD Connection Broker load balancing.

Which record or records should you create for farm 1.contoso.com?

Two service location (SRV) records
On Alias (CNAME) records

On Host (AAAA) records

Two Host (A) records

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 16
You need to create a RemoteApp and Desktop Connection configuration (.wcx) file.

Which tool should you use?

Remote Desktop Gateway Manager
RemoteApp Manager

Remote Desktop Connection Manager
Remote Desktop Session Host Configuration

Sow>

Correct Answer: C
Section: (none)
Explanation



Explanation/Reference:
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QUESTION 17
Your company has an Active Directory domain. A server named Server2 runs Windows Server 2008 R2. All
client computers run Windows 7.

You install the Remote Desktop Services server role, RD Web Access role service, and RD Gateway role
service on Server2.

You need to ensure that all client computers have compliant firewall, antivirus software, and antispyware.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Enable the Request clients to send a statement of health option in the Remote Desktop client access policy.

B. Add the Remote Desktop Services servers to the Windows Authorization Access domain local security
group.

C. Configure Network Access Protection (NAP) on a server in the domain.

D. Add the Remote Desktop Services client computers to the Windows Authorization Access domain local
security group.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Health requirement policies on the NAP health policy server determine whether a NAP-capable client is
compliant or noncompliant, how to treat noncompliant NAP clients and whether they should automatically
remediate their health state, and how to treat non-NAP-capable clients for different NAP enforcement methods.
A health requirement policy is a combination of a connection request policy, a health policy, Network Access
Protection settings, and a network policy.
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QUESTION 18
Your network contains a Web server named Web1 that runs Windows Server 2008 R2. Web1 is located on the
perimeter network.

Web contains a Web site named Public.

You need to prevent the Public Web site from responding to requests that originate from the internal network.

Which feature should you configure?

CSow>

Authentication

IIS Manager Permissions

IP Address and Domain Restrictions
Authorization Rules

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:
Explanation:

QUESTION 19
Your network contains an Active directory domain named fabrikam.com. The domain contains a Web server
named Webl that runs Windows Server 2008 R2.

You install the SMTP Server feature on Web 1.
You need to verify whether you can establish an SMTP connection to Web1.

Which tool should you use?

A. Internet Information Services (IIS) 6.0 Manager
B. Internet Information Services (II) Manager

C. Telnet

D. Windows Firewall

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 20
Your network contains an Active Directory domain named fabrikam.com. The domain contains a Web server
named Webl that runs Windows Server 2008 R2.

You have a Web site named Corp. The content on Corp is stored on a FAT32 partition. Corp contains a Web
page named Test.html.

You need to ensure that only a user named Devi can access Test.html from the Corp Web site. All of the other
content on Corp must be accessible to everyone.

Which feature should you configure?

A. IP Address and Domain Restrictions
B. Feature Delegation

C. Authorization Rules

D. IIS Manager Permissions

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Using Authorization Rules

You can grant or deny specific computers, groups of computers, or domains access to sites, applications,
directories, or files on your server. For example, suppose your intranet server hosts content that is available to
all employees, in addition to content that should be viewed only by members of specific groups, such as
Finance or Human Resources. By configuring URL authorization rules, you can prevent employees who are not
members of those specified groups from accessing restricted content.



QUESTION 21
Your network contains an Active directory domain named fabrikam.com. The domain contains a Web server
named Webl that runs Windows Server 2008 R2.

You install the FTP Server role service on Webl.
You need to manage the FTP server settings on Web1.

Which tool should you use?

Services

Internet Information Services (11S) 6.0 Manager
FTP

Internet Information Services (1I1S) Manager

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 22
Your network uses Multiple Activation Key (MAK) licenses.

You perform a Server Core installation of Windows Server 2008 R2.
During the installation, you enter the license key.
You need to activate Windows Server 2008 R2 on the server.

Which command should you run?

install-calpack
simgr.vbs -ato
ocsetup.exe was-windowsactivationservice
slmgr.vbs -ipk

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 23
Your corporate network has a member server named RASL1 that runs Windows Server 2008 R2.

You configure RAS1 to use the Routing and Remote Access Services (RRAS).

The company's remote access policy allows members of the Domain Users group to dial in to RAS1. The
company issues smart cards to a employees.

You need to ensure that smart card users are able to connect to RAS1 by using a dial-up connection.

What should you do?



CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Not Needed to install NPS role.
You can use RRAS to Create a remote access policy that requires users to authenticate by using EAP-TLS.
Right-click on "Remote access Logging & Policies" Launch NPS (You will show only these options -- NPS roles

not installed)
=5 Network Policy Server

Create a remote access policy that requires users to authenticate by using MS-CHAP v2.
Create a remote access policy that requires users to authenticate by using SPAP.

Install the Network Policy Server (NPS) server role on RAS1.
Create a remote access policy that requires users to authenticate by using EAP-TLS.

File Action View Help
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QUESTION 24

Your network contains a server named Serverl that runs Windows Server 2008 R2. The network for Serverl is
configured as shown in the table.

Network interface

Network configuration

Connects to

LAN1

IP address: 10.1.2.1
Subnet mask: 255.255.255.0
Gateway:

Internal network

Internetl

IP address: 131.107.1.12
Subnet mask: 255.255.255.0
Gateway: 131.107.1.1

Internet

Internet2

IP address: 131.107.1.13

Subnet mask: 255.255.255.0
Gateway:

You plan to deploy DirectAccess on Serverl.

Internet

You need to configure the network interfaces on Serverl to support DirectAccess.

What should you do?



Remove the IP address of 131.107.1.13 from Internet2, and then add the address to LAN1.
Add the IP address of 10.1.2.2 to LAN1.

Remove the IP of address 131.107.1.13 from Internet2, and then add the address to Internetl.
Add the default gateway of 131.107.1.1 to Internet2.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 25
Your network contains an Active Directory forest. The forest contains a member server named VPNL that runs
Windows Server 2008 R2.

You configure VPN1 as a VPN server.

You need to ensure that only client computers that have Windows Update enabled can establish VPN
connections to VPN1.

What should you install on VPN1?

Network Policy Server (NPS)

Windows Server Update Services (WSUS)
Connection Manager Administration Kit (CMAK)
Health Registration Authority (HRA)

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
From NPS Server Configure Health Policies:

Health Policies are used with Network Access Protection (NAP) and allow you to designate the configuration
required for NAP-capable client computers to access the network.

QUESTION 26

Your network has Network Access Protection (NAP) deployed. The network contains two servers named
Serverl and Server2. Serverl is Network Policy Server (NPS). Server2 has a third-party antivirus solution
installed.

Serverl is configured to use a custom system health validator provided by the antivirus vendor. The system
health validator uses Server to identify the version of the current antivirus definition.

You need to ensure that NAP clients are considered noncompliant if Serverl cannot connect to Server2.

Which error code resolution setting should you configure?

SHA not responding to NAP client

SHYV not responding

SHYV unable to contact required services
SHA unable to contact required services

Sow>



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

System health validators (SHVs) define configuration requirements for NAP client computers. Windows
Security Health Validator (WSHYV) is included with Windows Server 2008 and Windows Server 2008 R2.

SHV error codes:

All SHVs include five error code conditions. If an error code is returned to the SHV, you can choose to have the
SHYV evaluate the client as either compliant or noncompliant.

The following figure describes Windows Security Health Validator Properties dialog box in Windows Server
2008.

x

Settings |

To open and configure the systém health validator program, click
Corfigurs.

Corfigurs_

Emar code resolution

Select how to resolve the following emor codes that may be retumied for this
system health validator and its associated system health agert when a
cliert requests network access,

SHY unable to contact required services IN::u'u:-:u!T.pIiant j
SHA unable to contact required services Ir'lancnmpliarlt _ﬂ
SHA ot responding to NAP Client IN::u'u:-:umpIiant j
SHY not responding I Moncompliant j
Vendor specific emor code received IN-::n-:-:umpIiant j

ITI Cancel | Appld |

Windows Security Health Validator Properties dialog box

The following is a description of the available error codes:

SHV unable to contact required services. This error can occur if NPS loses connectivity to a health
requirement server, such as an antivirus signature server.

SHA unable to contact required services. This error can occur if the SHA is unable to successfully read the
client configuration.

SHA not responding to NAP Client. This error can occur if a SHA is not properly initialized and registered.



SHV not responding. This error can occur if the performance of an SHV is degraded (for example, if NPS is
out of memory).

Vendor specific error code received. This error can occur if NPS receives an error code that is unique to the
SHA or SHV vendor. Some vendors might return this code when NPS is unable to contact a health requirement
server.

QUESTION 27
You need to document the following configurations of a server that runs Windows Server 2008 R2:

- System services

- Startup programs

- Hardware configuration

- Current CPU, network, disk, and memory utilization

Which command should you run?

msinfo32.exe
perfmon.exe /report
systeminfo.exe
mrinfo.exe local host

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Sous Windows 7 et 2008 , vous pouvez générez en tant qu'administrateur et fou d'optimisation, un rapport
détaillant I'état des ressources matérielles, les temps de réponses du systéme et les processus sur l'ordinateur
local, ainsi que les informations systéme et les données de configuration. Ce rapport inclut des suggestions sur
les maniéres d'optimiser les performances et d'accélérer le fonctionnement du systéme. Le rapport peut étre
sauvegardé au format html.

QUESTION 28
Your network contains a domain controller named DC1 and a member server named Serverl.

You save a copy of the Active Directory Web Services (ADWS) event log on Dcl. You copy the log to Serverl.
You open the event log file on Serverl and discover that the event description information is unavailable.

You need to ensure that the event log file displays the same information when the file is open on

Serverl and on Dcl.

What should you do on Serverl?

Copy the LocaleMetaData folder from Dc1.
Copy the SYSVOL folder from Dcl.

Create a custom view.

Import a custom view.

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:



Explanation:

QUESTION 29
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the SNMP
Service installed.

You perform an SNMP query against Serverl and discover that the query returns the incorrect contact and
location information.

You need to change the contact and location information returned by Serverl.

What should you do?

From the properties of the SNMP Trap Service, modify the Logon settings.
From the properties of the SNMP Service, modify the Agent settings.

From the properties of the SNMP Trap Service, modify the General settings.
From the properties of the SNMP Service, modify the General settings.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 30

Your network contains a Windows Server Update Services (WSUS) server. A Group Policy object (GPO)
configures all WSUS client computers to detect updates hourly and install updates weekly.

You download a critical update.

You need to ensure that the WSUS client computers install the critical update during the next detection interval.

What should you do?

From the client computers, run gpupdate.exe /force.

From the client computers, run wuauclt.exe /force.

From the server, configure the Synchronization Schedule options.
From the server, configure the deadline settings.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Ignore maintenance windows and install immediately at deadline:

Specifies whether the software updates in the deployment are installed at the deadline regardless of a
configured maintenance window.

By default, this setting is not enabled and is available only when there is a deadline configured for the
deployment.

This setting is beneficial when there are software updates that must be installed on client computers as soon as
possible, such as the updates in an expedited deployment.

This setting is available on the Schedule page of the Deploy Software Updates Wizard.

QUESTION 31
Your network contains a Windows Server Update Services (WSUS) server named Serverl.



You need to configure all WSUS client computers to download approved updates directly from the Microsoft
Update servers. The solution must ensure that all WSUS client computers report successful installation of
updates to Serverl.

What should you do?

From Serverl, modify the Update Source and Proxy options.

From Active Directory, deploy a Group Policy object (GPO).

From Serverl, modify the Update Files and Languages options.
From the WSUS client computers, modify the local computer policy.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 32
Your network contains a server that runs Windows Server 2008 R2 named Serverl.

You install a new application on Serverl. After the installation, you discover that Serverl frequently becomes
unavailable.

You need to identify whether the issues on Serverl coincide with the installation of the application.

What should you do?

From Administrative Tools, run Windows Memory Diagnostic.
From Reliability Monitor, review the reliability details.

From the command prompt, run the Program Compatibility Wizard.
From the System Configuration utility, select Diagnostic startup.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Enable Reliability Monitor :http://support.microsoft.com/kb/983386/en-us
Use it!!
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QUESTION 33
Your network contains an Active Directory domain. The domain contains several domain controllers.

You need to modify the Password Replication Policy on a read-only domain controller (RODC).

Which tool should you use?

Computer Management

Active Directory Users and Computers
Group Policy Management

Security Configuration Wizard

Active Directory Domains and Trusts

moows>

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:
Explanation:
Reference:

http://technet.microsoft.com/en-us/library/rodc-guidance-for-administering-the-password- replication-policy.aspx
Administering the Password Replication Policy

This topic describes the steps for viewing, configuring, and monitoring the Password Replication Policy (PRP)
and password caching for read-only domain controllers (RODCSs).

To configure the PRP using Active Directory Users and Computers

1. Open Active Directory Users and Computers as a member of the Domain Admins group.

2. Ensure that you are connected to a writeable domain controller running Windows Server 2008
in the correct domain.

3. Click Domain Controllers, and in the details pane, right-click the RODC computer account, and then click
Properties.

4. Click the Password Replication Policy tab.

5. The Password Replication Policy tab lists the accounts that, by default, are defined in the Allowed list and the
Deny list on the RODC. To add other groups that should be included in either the Allowed list or the Deny list,
click Add.

To add other accounts that will have credentials cached on the RODC, click Allow passwords for the account to
replicate to this RODC.

To add other accounts that are not allowed to have credentials cached on the RODC, click Deny passwords for
the account from replicating to this RODC.

QUESTION 34
Your network contains a Web server named Serverl that runs Windows Server 2008 R2. The network contains
two subnets named Subnetl and Subnet?2.

Serverl contains a Web site named Sitel.
You need to prevent Serverl from responding to requests that originate from Subnet2.

Which feature should you configure from Internet Information Services (lIS) Manager?

Authentication

Connection Strings

Default Document

Error Pages

Feature Delegation

HTTP Redirect

HTTP Response Headers

IIS Manager Permissions

IP Address and Domain Restrictions
ISAPI and CGI Restrictions

ST ITOoOmMmMmoOm»



ISAPI Filters
Management Service
. Request Filtering
SSL Settings
O. Worker Processes

ZZI A

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In IIS 7, all Internet Protocol (IP) addresses, computers, and domains can access your site by default.

To enhance security, you can limit access to your site by creating an allow rule that grants access to all IP
addresses (the default), a specific IP address, a range of IP addresses, or a specific domain.

For example, if you have a site on an intranet server that is connected to the Internet, you can prevent Internet
users from accessing your intranet site by allowing access only to members of your intranet.

http://technet.microsoft.com/en-us/library/cc731598(v=ws.10).aspx

QUESTION 35
Your network contains an Active Directory domain named fabrikam.com. The domain contains a Web Server
named Web1 that runs Windows Server 2008 R2.

You create a new site named Sitel.

You need to ensure that when a user enters a URL on Sitel for a resource that does not exist, a custom Web
page displays.

Which feature should you configure?

A. HTTP Redirect

B. Authorization Rules
C. Error Pages

D. Default Document

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Configurability of Custom Errors

IIS 7.0 makes it easier to configure custom errors exactly how you want them. Added configuration options in
the Ul give administrators more flexibility and granularity; you can edit the existing configuration settings, or add
completely new ones. Configuring error pages through the 1IS Manager is done via the Error Pages feature in
the main pane:
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To edit the configuration of an existing customer error page, select the status code entry in the main pane, and
choose Edit... in the Actions pane. The Edit Customer Error Page window will appear:

Edit Custom Error Page _ ﬂﬁl

Slatuscode:

=

 Example: 404 or 404,2
~Response Action ————
¥ Insert content from static file into the error response

File path:
[PiSystenDriveseinetpubiusterr | <LANGUAGE TAGS Y set.. |
I “Try to retun the error fle in the dientlanguage

" Execute a URL on this site

URL [reiztive to site raot):
" Respond with a 302 redirect
Absoluste URL:

Example: hitp:/fwww.contoso, com/404.aspx

The Add Custom Error Page looks almost the same, except the fields are blank:



Add Custom Error Page i 2 =

Status code:

Example: 404 or 404.2

Responss Action
¥ Insert content from static file into the error response

File path:

| _Eose. |

I Try to return the error file in the dient language

" Execute a URL on this site
URL (relative o site root]:

Exampie: ,Em?agesﬁ:l‘hamx
" Respond with a 302 redirect

Absolute URL:
|

Example: hittp: /fwww, contoso,com/404, aspx

(i Cancel

http://blogs.msdn.com/b/webtopics/archive/2008/05/28/iis-7-0-http-error-pages.aspx

QUESTION 36
Your network contains an Active directory domain named fabrikam.com. The domain contains a Web server
named Web1 that runs Windows Server 2008 R2.

You create three application pools named AppPooll, AppPool2, and AppPool3.
You need to recycle AppPooll without affecting AppPool2 and AppPool3.

Which tool should you use?

A. lisreset

B. Internet Information Services (IIS) 6.0 Manager
C. Internet Information Services (1I1S) Manager

D. Services

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Occasionally, you may have to immediately recycle an unhealthy worker process instead of waiting for the next
configured recycle. Rather than abruptly stopping the worker process, which can cause service interruptions,
you can use on-demand recycling.

Overlapping recycling, the default, lets an unhealthy worker process become marked for recycling, but
continues handling requests that this unhealthy process has already received.



It does not accept new requests from HTTP.sys. When all existing requests are handled, the unhealthy worker
process shuts down.

1.0pen IIS Manager. For information about opening 1IS Manager, see Open IIS Manager (lIS 7).
2.In the Connections pane, expand the server node and click Application Pools.

3.0n the Application Pools page, select the application pool you want to recycle immediately.
4.In the Actions pane, click Recycle and then click Yes.
Ref:http://technet.microsoft.com/en-us/library/cc770764(v=ws.10).aspx

QUESTION 37

Your network contains an Active Directory domain named fabrikam.com. The domain contains a Web server
named Web1 that runs Windows Server 2008 R2.

You create four Web sites named Sitel, Site2, Site3, and Site4.

You associate each Web site to a different application pool.

You need to view the amount of memory that each application pool is currently using.

Which feature should you use?

A. HTTP Response Headers
B. Worker Processes

C. Management Service

D. Request Filtering

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 38
Your network contains a server named WDS1 that has the Windows Deployment Services (WDS) server role
installed. WDSL1 is used to deploy Windows 7.

You create a virtual hard disk (VHD) file that contains an installation of Windows Server 2008 R2 Service Pack
1 (SP1),

From the Windows Deployment Services console, you attempt to add the VHD file, and you receive the error
message shown in the exhibit. (Click the Exhibit button.)

You need to ensure that you can deploy the VHD file by using WDS.
What should you do?

Exhibit:



Invalid Image File T R X|

:Q) The file does not contain a valid install image.

R 2

Run vvdsutil.exe and specify the update-serverfiles parameter.
Run wdsutil.exe and specify the /add-image parameter.

Run imagex.exe and specify the /apply parameter.

Run imagex.exe and specify the /append parameter.

Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

To add a virtual hard disk image to the server

1. Click Start, right-click Command Prompt, and then click Run as administrator.

2. You must create an image group because .vhd images cannot be in image groups with .wim images. To
create an image group for the .vhd image, use the following syntax: WDSUTIL /Add-ImageGroup /
ImageGroup:<image group name>.

Example: WDSUTIL /Add-ImageGroup /ImageGroup:'VHD Image Group’

3. To add the .vhd image to the server, use the following syntax (at a minimum): WDSUTIL /Verbose /
Progress /Add-Image /ImageFile:<path> /ImageType:Install /ImageGroup:<image group hame>.

For differencing disks, the path to the image should be to the .vhd file of the differencing disk and not to the
parent disk. Adding the differencing .vhd will add the parent .vhd file to the server, but only the differencing disk
will be active (the parent .vhd will be inactive). If the differencing disk is part of chain, choose the last .vhd in the
chain. In that case, the immediate parent .vhd and all preceding parent .vhd files in the chain will also be added.
Full syntax: WDSUTIL /add-Image /ImageFile:<.vhd file path> [/Server:<server name>] /ImageType:install [/
ImageGroup:<image group name>] [/Filename:<new image file name>] [/UnattendFile:<full path to unattend
file>]

Example: WDSUTIL /Verbose /Progress /Add-Image /ImageFile:’C:\vhd\WindowsServer2008R2.vhd’ /
Server:MyWDSServer /ImageType:Install /imageGroup:'VHD Image Group’

4. Repeat step 3 until you have added all of your .vhd images.

5. If you want to update the description for an image, use the following steps:

a. Run WDSUTIL /Get-ImageGroup /ImageGroup:<image group name> and note the name that the server
assigned to the image. To display the full image metadata on each image in the group, append /Detailed.
Example: WDSUTIL /Get-ImageGroup /ImageGroup:'VHD Image Group’

b. To update the description for an image, use the following syntax where <image name> is the name you
noted in the previous step: WDSUTIL /Set-Image /Image:<image name> /ImageType:Install /
ImageGroup:<image group name> /Description:<description>.

Example: WDSUTIL /Set-Image /Image:'VHD image’ /ImageType:Install /imageGroup:'VHD Image Group’ /
Description:'VHD image for R2'

Source: http://technet.microsoft.com/en-us/library/dd363560(W S.10).aspx



QUESTION 39
Your network contains a server that runs Windows Server 2008 R2 and has the Windows Deployment Services
(WDS) server role installed.

The server contains an image of Windows Vista Service Pack 2 (SP2), an image of Windows 7, an image of
Windows Server 2008, and an image of Windows Server 2008 R2.

You need to update the drivers in the images. You want to achieve this goal by using the minimum amount of
administrative effort.

http://www.lead2pass.com/70-649.html
Which tool should you use?

dism

Pkgmgr

Windows Deployment Services console
Windows Driver Kit (WDK)

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

In Windows Server 2008 R2, you can use Windows Deployment Services to add driver packages to the server
and configure them to be deployed to client computers along with the install image. Note that this functionality is
only available when you are installing images of the following operating systems: Windows Vista with SP1,
Windows Server 2008, Windows 7, and Windows Server 2008 R2.

WDS console because Dism no archieve this goal using the minimum administrative effort.

Source:http:/technet.microsoft.com/en-us/library/dd348456(WS.10).aspx

QUESTION 40

Your network contains a server named Serverl that runs Windows Server 2008 R2.

Serverl has the following Remote Desktop Services (RDS) role services installed: * Remote Desktop Session
Host (RD Session Host) * Remote Desktop Web Access (RD Web Access)

You publish 10 RemoteApp programs on Serverl by using RD Web Access.

You need to ensure that when users log on to the RD Web Access page, they see only the RemoteApp
programs assigned to them.
What should you modify from RemoteApp Manager?

the properties of each RemoteApp program
the RD Gateway Settings

the RDP Settings

The RD Session Host Server Settings

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 41
Your network contains an Active Directory domain named contoso.com. The domain contains a server named



Serverl and a client computer named Computerl.

Serverl runs Windows Server 2008 R2.
Computerl runs Windows 7.

Serverl has the Remote Desktop Session Host (RD Session Host) role service and the Remote Desktop Web
Access (RD Web Access) role service installed.

You need to ensure that new RemoteApp programs published on Serverl are automatically added to the Start
menu on Computerl.
What should you do?

From RemoteApp and Desktop Connections on Serverl, set up a new connection
From RemoteApp and Desktop Connections on Computerl, set up a new connection.
From RemoteApp Manager on Serverl, create an .rdp file. Deploy the .rdp file to Computerl.

From RemoteApp Manager on Serverl, create a Windows Installer package. Deploy the package to
Computerl

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
QUESTION 42
You manage a member server that runs Windows Server 2008 R2.

The server has the Web Server (11S) server role installed. The Web server hosts a Web site named Intranetl.

Only internal Active Directory user accounts have access to the Web site.
The authentication settings for Intranetl are configured as shown in the exhibit.

You need to ensure that users authenticate to the Web site by using only the:

Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAPV2) encrypted Active Directory
credentials.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

Exhibit:
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A. Add the Digest Authentication role service and the URL Authorization role service to the server.

B. Add the Windows Authentication role service to IIS.
Configure the Windows Authentication setting to Enabled in the Intranetl properties.

C. Configure the Basic Authentication setting to Disabled in the Intranetl properties.

D. Configure the Default domain field for the Basic Authentication settings on Intranetl by adding the name of
the Active Directory domain.

E. Configure the Basic Authentication setting to Disabled and the Anonymous Authentication setting to
Enabled in the Intranetl properties.

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:
QUESTION 43
Your network contains a Web server named Serverl that runs Windows Server 2008 R2.

You modify the configuration of Serverl.

You need to restore the previous Web server configuration.
What should you run?



A. appcmd.exe
B. iisback.vbs
C. iisext.vbs

D. iisreset.exe

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 44
Your network contains an Active Directory domain. The domain contains a server named Serverl.
Serverl runs Windows Server 2008 R2.

You need to mount an Active Directory Lightweight Directory Services (AD LDS) snapshot from Serverl.

What should you do?

Run Idp.exe and use the Bind option.

Run diskpart.exe and use the Attach option.

Run dsdbutil.exe and use the snapshot option.

Run imagex.exe and specify the /mount parameter.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

DSDBUTIL.EXE

Performs database maintenance of the Active Directory Domain Services (AD DS) store, facilitates
configuration of Active Directory Lightweight Directory Services (AD LDS) communication ports, and views AD
LDS instances that are installed on a computer.

QUESTION 45
Your company has a server that runs an instance of Active Directory Lightweight Directory Services (AD LDS).

You need to create new organizational units in the AD LDS application directory partition.

What should you do?

A. Use the Active Directory Users and Computers snap-in to create the organizational units on the AD LDS
application directory partition.

B. Use the ADSI Edit snap-in to create the organizational units on the AD LDS application directory partition.
C. Use the dsadd OU <OrganizationalUnitDN> command to create the organizational units.
D. Use the dsmod OU <OrganizationalUnitDN> command to create the organizational units.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:



To create new OUs in the AD LDS application directory partition, you should use ADSI Edit snap- in. ADSI Edit
is a snap-in that runs in a Microsoft Management Console (MMC). The default console containing ADSI Edit is
AdsiEdit.msc. If this snap-in is not added in your MMC,you can do it by adding through Add/Remove Snap-in
menu option in the MMC or you can open AdsiEdit.msc from a Windows Explorer.

QUESTION 46
Your network contains two Active Directory forests named contoso.com and adatum.com.

Active Directory Rights Management Services (AD RMS) is deployed in contoso.com. An AD RMS trusted user
domain (TUD) exists between contoso.com and adatum.com.

From the AD RMS logs, you discover that some clients that have IP addresses in the adatum.com forest are
authenticating as users from contoso.com.

You need to prevent users from impersonating contoso.com users.

What should you do?

Configure trusted e-mail domains.

Enable lockbox exclusion in AD RMS.

Create a forest trust between adatum.com and contoso.com.

Add a certificate from a third-party trusted certification authority (CA).

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 47
Your company has an Active Directory forest that contains a single domain. The domain member server has an
Active Directory Federation Services (AD FS) server role installed.

You need to configure AD FS to ensure that AD FS tokens contain information from the Active Directory
domain.

GRATIS

Free Practice Exams

http://www.gratisexam.com/

What should you do?

Add and configure a new account store.

Add and configure a new account partner.
Add and configure a new resource partner.
Add and configure a Claims-aware application.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:



To configure the AD FS trust policy to populate AD FS tokens with employee's information from Active directory
domain, you need to add and configure a new account store.

AD FS allows the secure sharing of identity information between trusted business partners across an extranet.
When a user needs to access a Web application from one of its federation partners, the user's own
organization is responsible for authenticating the user and providing identity information in the form of "claims"
to the partner that hosts the Web application. The hosting partner uses its trust policy to map the incoming
claims to claims that are understood by its Web application, which uses the claims to make authorization
decisions. Because claims originate from an account store, you need to configure account store to configure
the AD FS trust policy.

Reference: Active Directory Federation Services
http://msdn2.microsoft.com/en-us/library/bb897402.aspx

QUESTION 48
Your network contains an Active Directory domain named contoso.com. Contoso.com contains a domain
controller named DC1 and a read-only domain controller (RODC) named RODCL.

You need to view the most recent user accounts authenticated by RODC1.

What should you do first?

A. From Active Directory Sites and Services, right-click the Connection object for DC1, and then click Replicate
Now.

B. From Active Directory Sites and Services, right-click the Connection object for DC2, and then click Replicate
Now.

C. From Active Directory Users and Computers, right-click contoso.com, click Change Domain Controller, and
then connect to DC1.

D. From Active Directory Users and Computers, right-click contoso.com, click Change Domain Controller, and
then connect to RODCL1.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:
http://technet.microsoft.com/en-us/library/rodc-guidance-for-administering-the-password-replication-
policy.aspx#BKMK_Auth2

QUESTION 49
You deploy a new Active Directory Federation Services (AD FS) federation server.

You request new certificates for the AD FS federation server.
You need to ensure that the AD FS federation server can use the new certificates.

To which certificate store should you import the certificates?

Computer

IIS Admin Service service account

Local Administrator

World Wide Web Publishing Service service account

CSow>

Correct Answer: A
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 50

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. The Active Directory Federation Services (AD FS) role is installed on Serverl. Contoso.com is defined
as an account store.

A partner company has a Web-based application that uses AD FS authentication. The partner company plans
to provide users from contoso.com access to the Web application.

You need to configure AD FS on contoso.com to allow contoso.com users to be authenticated by the partner
company.

What should you create on Serverl?

a new application

a resource partner
an account partner
an organization claim

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The old answer was : aresource partner

Since the account store has already been configured, what needs to be done is to use the account store to map
an AD DS global security group to an organization claim (called group claim extraction). So that's what we need
to create for authentication: an organization claim.

Creating a resource/account partner is part of setting up the Federation Trust.
Reference 1:

http://technet.microsoft.com/en-us/library/dd378957.aspx
Configuring the Federation Servers

[All the steps for setting up an AD FS environment are listed in an extensive step-by-step guide, too long to post
here.]

Reference 2:
http://technet.microsoft.com/en-us/library/cc732147.aspx

Add an AD DS Account Store

If user and computer accounts that require access to a resource that is protected by Active Directory Federation
Services (AD FS) are stored in Active Directory Domain Services (AD DS), you must add AD DS as an
account store on a federation server in the Federation Service that authenticates the accounts.

Reference 3:
http://technet.microsoft.com/en-us/library/cc731719.aspx
Map an Organization Group Claim to an AD DS Group (Group Claim Extraction)

When you use Active Directory Domain Services (AD DS) as the Active Directory Federation Services (AD FS)



account store for an account Federation Service, you map an organization group claim to a security group
in AD DS. This mapping is called a group claim extraction.

QUESTION 51
Active Directory Rights Management Services (AD RMS) is deployed on your network.
You need to configure AD RMS to use Kerberos authentication.

Which two actions should you perform? (Each correct answer presents part of the solution.Choose two.)

Register a service principal name (SPN) for AD RMS.

Register a service connection point (SCP) for AD RMS.

Configure the identity setting of the _ DRMSAppPooll application pool.

Configure the useAppPoolCredentials attribute in the Internet Information Services (11S) metabase.

Cow>

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 52
Your company has an Active Directory Rights Management Services (AD RMS) server. Users have Windows
Vista computers. An Active Directory domain is configured at the Windows Server 2003 functional level.

You need to configure AD RMS so that users are able to protect their documents.

What should you do?

Install the AD RMS client 2.0 on each client computer.

Add the RMS service account to the local administrators group on the AD RMS server.
Establish an e-mail account in Active Directory Domain Services (AD DS) for each RMS user.
Upgrade the Active Directory domain to the functional level of Windows Server 2008.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure AD RMS to enable users to use it and protect their documents, you should configure an email
account in Active Directory Domain Services (AD DS) for each user.

To regulate access to rights-protected content for all AD RMS users in the AD DS forest, AD RMS must use AD
DS. AD RMS cannot grant licenses to publish and consume right-protected content if AD DS is not available to
work with AD RMS.

You should not add and configure ADRMSADMIN account in local administrators group on the user computers
because AD DS is needed for AD RMS to function properly.

Reference: http://technet2.microsoft.com/windowsserver2008/en/library/c8f83d5b-e10d-4c31-8af9-
d2afb076dbf81033.mspx

QUESTION 53
Your company has a main office and a branch office. The branch office contains a read-only domain controller
named RODCL1.



You need to ensure that a user named Adminl can install updates on RODC1. The solution must prevent
Adminl from logging on to other domain controllers.

What should you do?

Run ntdsutil.exe and use the Roles option.

Run dsmgmt.exe and use the Local Roles option.

From Active Directory Sites and Services, modify the NTDS Site Settings.

From Active Directory Users and Computers, add the user to the Server Operators group.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
RODC: USING THE DSMGMT.EXE UTILITY TO MANAGE LOCAL ADMINISTRATORS

One of the benefits of of RODC is that you can add local administrators who do not have full access to the
domain administration.

This gives them the abiltiy to manage the server but not add or change active directory objects unless those
roles are delegated.

Adding this type of user is done using the dsmdmt.exe utility at the command prompt.

The following graphic shows a few commands including:

adding local roles
showing local roles

ministrator: Command Prompt - dsmomt.exe

Microsoft Windows [Uersion 6.8.68011]
Copyright <c>» 20806 Microsoft Corporation. All rights reserved.

CislserssAdministrator.CONTOS0 > dsmgnt . exe

dsmgmt .exe: local roles

local voles: add contoso Administrators

Successfully updated local role.

local voles: show »ole Administrators
CONTOS0~,

local roles:

Remember, an RODC does not have all of the capabilities of a writeable domain controller.
Consequently, an RODC cannot serve as the global catalog, operations masters, or bridgehead server.

For more information see this Technet Article: http://technet.microsoft.com/en-us/library/cc772478
(WS.10).aspx

QUESTION 54

Your network contains an Active Directory domain. The domain contains two sites named Sitel and Site2. Sitel
contains four domain controllers. Site2 contains a read-only domain controller (RODC).

You add a user named Userl to the Allowed RODC Password Replication Group.

The WAN link between Sitel and Site2 fails.

Userl restarts his computer and reports that he is unable to log on to the domain.

The WAN link is restored and Userl reports that he is able to log on to the domain.

You need to prevent the problem from reoccurring if the WAN link fails.



What should you do?

Create a Password Settings object (PSO) and link the PSO to Userl's user account.

Create a Password Settings object (PSO) and link the PSO to the Domain Users group.

Add the computer account of the RODC to the Allowed RODC Password Replication Group.

Add the computer account of Userl's computer to the Allowed RODC Password Replication Group.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 55

Your network contains two standalone servers named Serverland Server2 that have Active Directory
Lightweight Directory Services (AD LDS) installed.

Serverl has an AD LDS instance.

You need to ensure that you can replicate the instance from Serverl to Server2.

What should you do on both servers?

Obtain a server certificate.

Import the MS-User.Idf file.

Create a service user account for AD LDS.

Register the service location (SRV) resource records.

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/dd548356(v=WS.10).aspx

Or/And
Considerations when using a domain-based service account with AD LDS
By Tony Murray on Monday, April 13, 2009 9:39 PM

When creating an AD LDS instance you are prompted to specify an account to use as the
service account. At this point you can specify either the Network Service account or another
account. Unless you have a particular need, you should choose the built-in Network Service
account. If you opt for a domain-based service account you have to jump through a whole
lot of hoops to get things working. Also, you typically end up giving your domain-based
service account more permissions than are strictly necessary (as described later in this
article). The Network Service account on the other hand provides an easy set up option and
is a good choice from a security perspective given that the account has limited access to the
local computer.
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So why bother to use a domain-based service account at all? Well, if you have a number of
services on your server all running under the context of the Network Service account there
is potential for security compromise. In this scenario you may want to consider isolating the
services from each other using dedicated service accounts.

What follows is a discussion of the steps required to configure AD LDS to use a domain-
based service account.

1. Create a user account in AD.

The account doesn't require any specific group memberships. As a service account, you
may want to give some thought to the "Password Never Expires"” setting, as well as
password complexity.

2. Permission to create serviceConnectionPoint objects.

The account you have created requires the ability to create Service Connection Point
objects in AD. These objects are typically created automatically as child objects of the AD
LDS computer object when the service is started.

The simplest method is to set the permission using DSACLS. You could alternatively use
the security editor from within dsa.msc or adsiedit.msc, but you would first need to edit the
%systemroot%\system32\dssec.dat file to expose the serviceConnectionPoint object. Here's
the syntax using DSACLS:

C:\>dsacls <DN_of ADLDS_ server> /G <Domain\User>:CC;"serviceConnectionPoint"

e.g.

C:\>dsacls "CN=ADLDS1,0U=Servers,DC=Widget,DC=com" /G MyDom
\ADLDS_SVC:CC;"serviceConnectionPoint"

The setting should appear similar to that shown in the screenshot below.
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3. Permission to create servicePrincipalName objects.

Your service account also needs permissions to create Service Principal Name (SPN). The
SPNs are generated automatically as attributes of the service account itself in AD when the
service is first started. Note that this is different from the behaviour when running the service
under the Network Service account. When using Network Service, the SPNs are created as
attributes of the AD LDS server's computer object.

To set the permissions, assign the SELF account Read/Write servicePrincipalName. The
permissions are applied onto This object only on the service account object. Here's an
example using DSACLS.

C:\>dsacls <DN_of_Service_Account> /G SELF:RPWP;"servicePrincipalName"

e.g.

C:\>dsacls "CN=ADLDS_SVC,OU=Service Account,DC=Widget,DC=com" /G
SELF:RPWP;"servicePrincipalName"

The screenshot below shows how the permissions should appear.
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4. Grant "Log on as a service" user rights

The service account requires Log on as service user rights on the server running the AD
LDS instance. You don't normally have to assign this right in advance because you will be
prompted when creating the instance using the setup wizard.

If you have to set this right manually, use the Group Policy Editor to edit the local policy, or
alternatively use the GPMC to edit an appropriate domain policy. The location of the setting
is:

Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -> User
Rights Assignment.

The screenshot below shows the setting.
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At the time of writing, the AD LDS product documentation indicates that the service account
Is not required to be a member of the local Administrators group on server running the AD
LDS instance. However, my experience is that without this, the following error is generated in
the event log corresponding to the instance each time the service is re-started.

Log Name: ADAM (instancel)

Source: ADAM [instancel] General

Date: 6/04/2009 11:22:08 a.m.

Event ID: 1168

Task Category: Internal Processing

Level: Error

Keywords: Classic

User: ANONYMOUS LOGON

Computer: ADLDS1.widget.com

Description:

Internal error: An Active Directory Lightweight Directory Services error has occurred.

Additional Data

Error value (decimal):

-1073741790

Error value (hex):

c0000022

Internal ID:

3000715

The fact that the service account requires membership of the local Administrators group
makes the choice to use Network Service even more compelling. The Network Service
account has a lower level of privilege on the local machine than that of members of the
Administrators group. This implies the potential for compromise is lower when using
Network Service.

Conclusion



As you can see, using domain-based service accounts for your AD LDS instances requires
a fair amount of extra work during setup. | recommend that you use Network Service unless
your circumstances require you to use a domain account.

QUESTION 56

Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl is configured as
an Active Directory Federation Services (AD FS) 2.0 standalone server.

You plan to add a new token-signing certificate to Server1.

You import the certificate to the server as shown in the exhibit. (Click the Exhibit button.)

When you run the Add Token-Signing Certificate wizard, you discover that the new certificate is unavailable.

You need to ensure that you can use the new certificate for AD FS.

What should you do?

Exhibit:
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From the properties of the certificate, modify the Certificate purposes setting.
From the properties of the certificate, modify the Certificate Policy OIDs setting.
Import the certificate to the local computer personal certificate store.

Import the certificate to the AD FS 2.0 windows Service personal certificate store.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 57
You install a read-only domain controller (RODC) named RODCL1.

You need to ensure that a user named Userl can administer RODC1. The solution must minimize the number
of permissions assigned to User1.



Which tool should you use?

Active Directory Administrative Center
Active Directory Users and Computers
Dsadd

Dsmgmt

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The old answer was: Dsmgmt

There are a couple of ways to achieve this and two of them are mentioned in the listed answers, Active
Directory Users and Computers and Dsmgmt.

Referenced below are two Technet articles. The first explains the different ways to implement Administrator
Role Separation on an RODC, and why the use of Active Directory Users is recommended over Dsmgmt. The
second reference is now a kind of bonus, explaining how to use dsmgmt for this task. (In version 1 of this dump
I used it to explain why dsmgmt should be the answer.)

Reference 1:

http://technet.microsoft.com/en-us/library/cc755310.aspx

Delegating local administration of an RODC

Administrator Role Separation (ARS) is an RODC feature that you can use to delegate the ability to administer
an RODC to a user or a security group. When you delegate the ability to log on to an RODC to a user or a
security group, the user or group is not added the Domain Admins group and therefore does not have additional
rights to perform directory service operations.

Steps and best practices for setting up ARS

You can specify a delegated RODC administrator during an RODC installation or after it. To specify the
delegated RODC administrator after installation, you can use either of the following options:

Modify the Managed By tab of the RODC account properties in the Active Directory Users and Computers
shap-in, as shown in the following figure. You can click Change to change which security

principal is the delegated RODC administrator. You can choose only one security principal. Specify a security
group rather than an individual user so you can control RODC administration permissions most efficiently. This
method changes the managedBYy attribute of the computer object that corresponds to the RODC to the SID of
the security principal that you specify. This is the recommended way to specify the delegated RODC
administrator account because the information is stored in AD DS, where it can be centrally managed by
domain administrators.
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Use the ntdsutil local roles command or the dsmgmt local roles command. You can use this command to view,
add, or remove members from the Administrators group and other built-in groups on the RODC. [See also the
second reference for more information on how to use dsmgmt.]

Using ntdsutil or dsmgmt to specify the delegated RODC administrator account is not recommended
because the information is stored only locally on the RODC. Therefore, when you use ntdsutil local roles to
delegate an administrator for the RODC, the account that you specify does not appear on the Managed By tab
of the RODC account properties. As a result, using the Active Directory Users and Computers snap-in or a
similar tool will not reveal that the RODC has a delegated administrator.

In addition, if you demote an RODC, any security principal that you specified by using ntdsutil local roles
remains stored in the registry of the server. This can be a security concern if you demote an RODC in one
domain and then promote it to be an RODC again in a different domain. In that case, the original security
principal would have administrative rights on the new RODC in the different domain.

Reference 2:

http://technet.microsoft.com/en-us/library/cc732301.aspx

Administrator Role Separation Configuration

This section provides procedures for creating a local administrator role for an RODC and for adding a user to
that role.

To configure Administrator Role Separation for an RODC

1. Click Start, click Run, type cmd, and then press ENTER.

2. At the command prompt, type dsmgmt.exe, and then press ENTER.

3. At the DSMGMT prompt, type local roles, and then press ENTER.

4. For a list of valid parameters, type ?, and then press ENTER.

By default, no local administrator role is defined on the RODC after AD DS installation. To add the local
administrator role, use the Add parameter.




5. Type add <DOMAIN>\<user> <administrative role>
For example, type add CONTOSO\testuser administrators

QUESTION 58
Your network contains an Active Directory forest. The forest contains an Active Directory site for a remote
office. The remote site contains a read-only domain controller (RODC).

You need to configure the RODC to store only the passwords of users in the remote site.

What should you do?

Create a Password Settings object (PSO).
Modify the Partial-Attribute-Set attribute of the forest.
Add the user accounts of the remote site users to the Allowed RODC Password Replication Group.

Add the user accounts of users who are not in the remote site to the Denied RODC Password Replication
Group.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 59
Your network contains two servers. The servers are configured as shown in the following table.

Sarver name Role

Remote Desktop Session Host (RD Session Host)
Windows System Besource Marager (WSEM)

Serverl

Serverz Remote Desktop Gateway (RD Gateway)

You need to limit the display quality of Remote Desktop connections.

What should you do?

Create a Remote Desktop resource allocation policy (RD RAP) on Server2.

Create a Windows System Resource Manager (WSRM) resource allocation policy on Serverl.
Edit the properties of the RDP-Tcp connection on Serverl.

Edit the properties of the Remote Desktop connection authorization policy (RD CAP) on Server2.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 60

Your network contains a server that has the Remote Desktop Session Host (RD Session Host) role service
installed.

You need to increase the bandwidth that is allocated for printing and for file transfers between the RD Session
Host server and the Remote Desktop clients.

What should you do?



On the server, modify the RDP-Tcp settings.

On the server, modify the FlowControlChannelBandwidth registry setting.

On the clients, modify the FlowControlDisplayBandwidth registry setting.

On the clients, modify the Local Resources settings of the Remote Desktop connections.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Display data prioritization

Display data prioritization automatically controls virtual channel traffic so that display, keyboard, and mouse
data is given a higher priority over other virtual channel traffic, such as printing or file transfers. This
prioritization is designed to ensure that your screen performance is not adversely affected by bandwidth
intensive actions, such as large print jobs. The default bandwidth ratio is 70:30. Display and input data will be
allocated 70 percent of the bandwidth, and all other traffic, such as clipboard, file transfers, or print jobs, will be
allocated 30 percent of the bandwidth.

You can adjust the display data prioritization settings by making changes to the registry of the terminal server.
You can change the value of the following entries under the

HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Services\TermDD subkey:

FlowControlDisable
FlowControlDisplayBandwidth
FlowControlChannelBandwidth
FlowControlChargePostCompression

If these entries do not appear, you can add them. To do this, right-click TermDD, point to New, and then click

DWORD (32-bit) Value.

You can disable display data prioritization by setting the value of FlowControlDisable to 1. If display data
prioritization is disabled, all requests are handled on a first-in-first-out basis.

The default value for FlowControlDisable is 0.

You can set the relative bandwidth priority for display (and input data) by setting the
FlowControlDisplayBandwidth value.

The default value is 70; the maximum value allowed is 255. You can set the relative bandwidth priority for other
virtual channels (such as clipboard, file transfers, or print jobs) by setting the FlowControlChannelBandwidth
value. The default value is 30; the maximum value allowed is 255. The bandwidth ratio for display data
prioritization is based on the values of FlowControlDisplayBandwidth and FlowControlChannelBandwidth. For
example, if FlowControlDisplayBandwidth is set to 150 and FlowControlChannelBandwidth is set to 50, the ratio
is 150:50, so display and input data will be allocated 75 percent of the bandwidth.

Source:http:/technet.microsoft.com/en-us/library/cc772472(WS.10).aspx

QUESTION 61

Your network contains an Active Directory domain. The domain contains an enterprise certification authority
(CA) named Serverl and a server named Server2.

On Server2, you deploy Network Policy Server (NPS) and you configure a Network Access Protection (NAP)
enforcement policy for IPSec.

From the Health Registration Authority snap-in on Server2, you set the lifetime of health certificates to four
hours.

You discover that the validity period of the health certificates issued to client computers is one year.

You need to ensure that the health certificates are only valid for four hours.



What should you do?

On Serverl, run certutil.exe -setreg policy\editflags + editf _attributeenddate.

On Serverl, runcertutil.exe - setreg dbflags +dbflags_enablevolatilerequests.

Modify the Request Handling settings of the certificate template used for the health certificates.
Modify the Issuance Requirements settings of the certificate template used for the health certificates.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 62

Your network contains one Active Directory domain. You have a member server named Serverl that runs
Windows Server 2008 R2. The server has the Routing and Remote Access Services role service installed.
You implement Network Access Protection (NAP) for the domain.

You need to configure the Point-to-Point Protocol (PPP) authentication method on Serverl.

Which authentication method should you use?

Challenge Handshake Authentication Protocol (CHAP)

Extensible Authentication Protocol (EAP)

Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2)
Password Authentication Protocol (PAP)

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 63

Your company has 10 servers that run Windows Server 2008 R2. The servers have Remote Desktop Protocol
(RDP) enabled for server administration. RDP is configured to use default security settings. All administrators'
computers run Windows 7.

You need to ensure the RDP connections are as secure as possible.

Which two actions should you perform? (Each correct answer presents part of the solution.Choose two.)

Set the security layer for each server to the RDP Security Layer.
Configure the firewall on each server to block port 3389.
Acquire user certificates from the internal certification authority.

Configure each server to allow connections only to Remote Desktop client computers that use Network
Level Authentication.

Sow>

Correct Answer: CD
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 64
Your network contains an Active Directory domain named contoso.com. The network has DirectAccess
deployed.

You deploy a new server named Serverl that hosts a management application.
You need to ensure that Serverl can initiate connections to DirectAccess client computers.

Which settings should you modify from the DirectAccess Setup console?

A. Application Servers
B. DirectAccess Server
C. Infrastructure Servers
D. Remote Clients

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Read the guide here:
http://blog.concurrency.com/infrastructure/uag-directaccess-infrastructure-servers-wizard/

QUESTION 65
Your network contains two Active Directory forests named contoso.com and fabrikam.com.

You have a standalone Network Policy Server (NPS) named NPS1.
You have a VPN server named VPN1. VPNL1 is configured as a RADIUS client to NPS1.

You need to ensure that users from both forests can establish VPN connections by using their own domain
accounts.

What should you do?

On NPS1, configure remediation server groups.

On NPS1, configure connection request policies.

On VPN1, modify the DNS suffix search order.

On VPN1, modify the IKEv2 Client connection controls.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.

For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.

QUESTION 66
Your network contains a server named Serverl that runs Windows Server 2008 R2.
Serverl has theHyper-V server role installed.



Serverl hosts a virtual machine (VM) named VML1.

You take a snapshot of VM1 at 05:00 and at 19:00.
You use Hyper-V Manager to delete the snapshot taken at 05:00.

You need to ensure that the files created by the 05:00 snapshot are deleted from the hard disk on Serverl.
What should you do?

At the command prompt, run the rmdir.exe command.

From Windows Power Shell, run the Remove-Item cmdlet.

From the Hyper-V Manager console, shut down VM1,

From the Hyper-V Manager console, right-click VM1 and click Revert.

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 67
Your network contains an Active Directory domain.
The domain contains two servers named Serverl and Server2.

You connect Serverl and Server2 to a logical unit number (LUN) on a Storage Area Network (SAN).

You need to ensure that you can use the LUN in a failover cluster.
What should you do?

From Server Manager, run the Best Practices Analyzer.

From File Server Resource Manager, generate a storage report.

From Failover Cluster Manager, run the Validate a Configuration Wizard.

From Share and Storage Management, verify the advanced settings of the LUN.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 68

Your network contains an Active Directory domain. The relevant servers in the domain are configured as shown
in the following table:

Server name Operating System Server role

Serverl Windows 2008 Domain controller

Server2 Windows 2008 R2 Enterprise root certification authority (CA)
Server3 Windows 2008 R2 Network Device Enrollment Service (NDES)

You need to ensure that all device certificate requests use the MD5 hash algorithm.

What should you do?



On Server2, run the Certutil tool.
On Serverl, update the CEP Encryption certificate template.
On Serverl, update the Exchange Enrollment Agent (Offline Request) template.

On Server3, set the value of the HKLM\Software\Microsoft\Cryptography\MSCEP\HashAlgorithm
\HashAlgorithm registry key.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 69

Your network contains an Active Directory domain.

You have a server named Serverl that runs Windows Server 2008 R2. Serverl is an enterprise root
certification authority (CA).

You have a client computer named Computerl that runs Windows 7. You enable automatic certificate
enrollment for all client computers that run Windows 7. You need to verify that the Windows 7 client computers
can automatically enroll for certificates.

Which command should you run on Computerl1?

certreq.exe retrieve
certreq.exe submit
certutil.exe getkey

certutil.exe pulse

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 70

Your network contains two Active Directory forests named contoso.com and adatum.com. The functional level
of both forests is Windows Server 2008 R2. Each forest contains one domain. Active Directory Certificate
Services (AD CS) is configured in the contoso.com forest to allow users from both forests to automatically
enroll user certificates.

You need to ensure that all users in the adatum.com forest have a user certificate from the contoso.com
certification authority (CA).

What should you configure in the adatum.com domain?

A. From the Default Domain Controllers Policy, modify the Enterprise Trust settings.
B. From the Default Domain Controllers Policy, modify the Trusted Publishers settings.
C. From the Default Domain Policy, modify the Certificate Enrollment policy.



D. From the Default Domain Policy, modify the Trusted Root Certification Authority settings.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 71

You have a server named Serverl that has the following Active Directory Certificate Services (AD CS) role
services installed:

-Enterprise root certification authority (CA)

-Certificate Enrollment Web Service
-Certificate Enrollment Policy Web Service

You create a new certificate template.

External users report that the new template is unavailable when they request a new certificate.
You verify that all other templates are available to the external users.

You need to ensure that the external users can request certificates by using the new template.

What should you do on Serverl1?

Run iisreset.exe /restart.

Run gpupdate.exe /force.

Run certutil.exe dspublish.

Restart the Active Directory Certificate Services service.

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
QUESTION 72
Your network contains an enterprise root certification authority (CA). You need to ensure that a certificate

issued by the CA is valid.

What should you do?

Run syskey.exe and use the Update option.

Run sigverif.exe and use the Advanced option.

Run certutil.exe and specify the -verify parameter.
Run certreg.exe and specify the -retrieve parameter.

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
certutil.exe -verify - verify certifcate, CRL, or chain



QUESTION 73

You have an enterprise subordinate certification authority (CA). The CA issues smart card logon certificates.

Users are required to log on to the domain by using a smart card. Your company's corporate security policy
states that when an employee resigns, his ability to log on to the network must be immediately revoked.

An employee resigns. You need to immediately prevent the employee from logging on to the domain.

What should you do?

Revoke the employee's smart card certificate.

Disable the employee's Active Directory account.

Publish a new delta certificate revocation list (CRL).

Reset the password for the employee's Active Directory account.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
dsmod userUserDN-disabled yes

QUESTION 74

You add an Online Responder to an Online Responder Array. You need to ensure that the new Online
Responder resolves synchronization conflicts for all members of the Array.

What should you do?

A. From Network Load Balancing Manager, set the priority ID of the new Online Responder to 1.
B. From Network Load Balancing Manager, set the priority ID of the new Online Responder to 32.

C. From the Online Responder Management Console, select the new Online Responder, and then select Set
as Array Controller.

D. From the Online Responder Management Console, select the new Online Responder, and then select
Synchronize Members with Array Controller.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

http://www.lead2pass.com/70-649.html

QUESTION 75

Your network contains a server that runs Windows Server 2008 R2. The server is configured as an enterprise
root certification authority (CA).

You have a Web site that uses x.509 certificates for authentication. The Web site is configured to use a many-
to-one mapping.

You revoke a certificate issued to an external partner. You need to prevent the external partner from accessing



the Web site.

What should you do?

Run certutil.exe -crl.

Run certutil.exe -delkey.

From Active Directory Users and Computers, modify the membership of the 1IS_IUSRS group.
From Active Directory Users and Computers, modify the Contact object for the external partner.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 76
Your network contains a server named Serverl that has the Hyper-V server role installed.

Serverl hosts a virtual machine (VM) named VM1 that runs Windows Server 2003 Service Pack 2 (SP2). VM1
is configured to use a 127-GB dynamically-expanding virtual hard disk (VHD).

You need to add 500 GB of disk space to VM1. The solution must minimize the amount of downtime for VM1.

What should you do?

Increase the size of the VHD drive.

Add a new VHD drive to an IDE controller.
Convert the VHD to a fixed-size disk.

Add a new VHD drive to a SCSI controller.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation: Dynamic virtual machine storage. Improvements to virtual machine storage include support for hot
plug-in and hot removal of the storage on a SCSI controller of the virtual machine. By supporting the addition or
removal of virtual hard disks and physical disks while a virtual machine is running, it is possible to quickly
reconfigure virtual machines to meet changing requirements. Hot plug-in and removal of storage requires the
installation of Hyper-V integration services (included in Windows Server 2008 R2) on the guest operating
system.

Source:http:/technet.microsoft.com/en-us/library/dd446676.aspx

QUESTION 77
You are evaluating whether to purchase Windows Server 2008 R2 Service Pack 1 (SP1).

Several weeks ago, you installed Windows Server 2008 R2 SP1 on a server. During the installation, you did not
enter a product key.

You need to identify how many days remain until the license status of the server will change to Unlicensed.

Which tool should you use?

A. Simgr.vbs
B. Action Center



C. Weuvutil.exe
D. System Configuration

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
slmgr.vbs -dli

Display license information.

By default, /dli displays the license information for the installed active Windows edition. Specifying the
[Activation ID] parameter displays the license information for the specified edition associated with that Activation
ID. Specifying the [All] as the parameter will display all applicable installed products' license information.
This operation does not require elevated privileges.

QUESTION 78
Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
and Server2 have the Hyper server role and the Failover Clustering feature installed.

You deploy a new virtual machine (VM) named VM1 on Serverl.
You need to ensure that VM1 is available if one of the Hyper-V servers fails.

What should you do?

From Failover Cluster Manager on Serverl, click Configure a Service or Application.
Install the Network Load Balancing (NLB) feature on Serverl.
Install the Network Load Balancing (NLB) feature on VM1.

Install the Failover Clustering feature on VM1. From Failover Cluster Manager on VM1, click Configure a
Service or Application.

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 79
Your network contains a server that runs Windows Server 2008 R2 and has the Hyper-V server role installed.

Virtual machines (VMs) are frequently added to the Hyper-V server.

You need to ensure that a VM named VM1 has priority regarding the allocation of the physical CPU resources
on the Hyper-V host.

What should you modify?

The VM reserve of the virtual processor for VM1
The VM limit of the virtual processor for VM1

The number of virtual processors for VM1

The relative weight of the virtual processor for VM1

Cow>»

Correct Answer: D
Section: (none)



Explanation

Explanation/Reference:

Explanation:

The relative weight given to the resource needs of this virtual machine compared to all other virtual machines.
A virtual machine with a higher relative weight is dynamically allocated additional resources as needed from
other virtual machines that have lower relative weights.

By default, all virtual machines have a relative weight of 100, so that their resource requirements are equal, and
none is given preference.
You can assign each virtual machine a relative weight from 1 through 10,000.

In most cases, this is the only setting that you will need to configure.

QUESTION 80
Your network contains a single Active Directory domain. The domain contains a server named Serverl that
runs Windows Server 2008 IC

Serverl has an SCSI host bus adapter that connects to an iISCSI target.
You install an additional iISCSI host bus adapter on Serverl.
You need to ensure that Serverl can access the iISCSI target if a host bus adapter fails.

What should you do first?

A. Install the Internet Storage Name Server (iSNS) feature.
B. Bridge the iISCSI host bus adapters.

C. Install the Multipath I/O feature.

D. Atthe command prompt, run mpclairn.exe -1 -m 6.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The old answer was: Bridge the iISCSI host bus adapters.

About MPIO

Microsoft Multipath I/O (MPIO) is a Microsoft-provided framework that allows storage providers to develop
multipath solutions that contain the hardware-specific information needed to optimize connectivity with their
storage arrays. These modules are called device-specific modules (DSMs). The concepts around DSMs are
discussed later in this document.

MPIO is protocol-independent and can be used with Fibre Channel, Internet SCSI (iISCSI), and Serial Attached
SCSI (SAS) interfaces in Windows Server(] 2008 and Windows Server 2008 R2.

Multipath solutions in Windows Server 2008 R2

When running on Windows Server 2008 R2, an MPIO solution can be deployed in the following ways:

* By using a DSM provided by a storage array manufacturer for Windows Server 2008 R2 in a Fibre Channel,
iISCSI, or SAS shared storage configuration.

* By using the Microsoft DSM, which is a generic DSM provided for Windows Server 2008 R2 in a Fibre
Channel, iSCSI, or SAS shared storage configuration.

High availability through MPIO

MPIO allows Windows[] to manage and efficiently use up to 32 paths between storage devices and the
Windows host operating system. MPIO provides fault tolerant connectivity to storage. By employing MPIO users
are able to mitigate the risk of a system outage at the hardware level.

MPIO provides the logical facility for routing 1/0 over redundant hardware paths connecting server to storage.
These redundant hardware paths are made up of components such as cabling, host bus adapters (HBAS),
switches, storage controllers, and possibly even power. MPIO solutions logically manage these redundant
connections so that I/O requests can be rerouted if a component along one path fails.



As more and more data is consolidated on storage area networks (SANs), the potential loss of access to
storage resources is unacceptable. To mitigate this risk, high availability solutions, such as MPIO, have now
become a requirement.

Source: http:/technet.microsoft.com/en-us/library/ee619734(WS.10).aspx

QUESTION 81
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Windows
Deployment Services (WDS server role installed.

You need to copy a default Windows 7 image to Serverl.

Which type of image should you add?

Boot
Install
Capture
Discover

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 82

You are configuring a two-node failover cluster. The failover cluster will connect to a storage server that runs
Windows Storage Server 2008. The storage server contains a raw disk.

The raw disk appears in the Disk Management console for both nodes.

From one of the nodes, you bring the disk online, and then you initialize the disk.

You run the Validate a Configuration Wizard as shown in the exhibit. (Click the Exhibit button.)

You need to ensure that all of the tests pass when you run the Validate a Configuration Wizard.

What should you do?

Exhibit:



% validate a Configuration Wizard
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A. Convert the disk to a GPT disk, and then create a simple volume.
B. Create a simple volume, and then convert the disk to a dynamic disk.
C. Create a simple volume on the disk, and then take the disk offline.
D. Convert the disk to a dynamic disk, and then take the disk offline.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 83
Note: This question is part of a series of question that use the same set of answer choices. Each
answer choice may be used once, more than once, or not at all.

You manage a Web server named Serverl that runs Window Server 2008 R2. Serverl hosts five Web sites.

You discover that the CPU utilization of Serverl is abnormally high.

You need to view the amount of CPU resources that each Web site is using.
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Which tool should you use ?

Component Services

lisreset

Internet Information Services (1I1S) Manager
Internet Information Services (11S) 6.0 Manager
FTP

Local Security Policy

Performance Monitor

Security Configuration wizard (SCW)
Services

System Configuration

Telnet

Windows Firewall
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The old answer was: Performance Monitor

Performance Monitor — it is not better tool than IIS Manager, because it provides same functionality as “Worker
processes” tab of IIS Manager, but in Performance Monitor you need to configure list of counters before you
see their values unlike as in IS Manager, which displays all application pools and they cpu usage in one click.
PS. “Web site” is not equal to “application pool”, and | did not find any possibility to track “web site CPU usage”
in Windows Server 2008R2.

QUESTION 84
Note: This question is part of a series of question that use the same set of answer choices. Each
answer choice may be used once, more than once, or not at all.

Your network contains a Web server named Serverl that runs Windows Server 2008 R2.
You need to ensure that Serverl only processes HTTP URLs that are shorter that 2,048 bytes.

Which feature should you configure from Internet Information Services (lIS) Manager?

Authentication
Authorization Rules
Connection Strings
Default Document

Error Pages

Feature Delegation

HTTP Redirect

HTTP Response Headers

IEMTMUO®p



IIS Manager Permissions
IP Address and Domain Restrictions
ISAPI and CGI Restrictions
ISAPI Filters
. Management Service
Request Filtering

zzrr xR o~

Correct Answer: N
Section: (none)
Explanation

Explanation/Reference:
Explanation:

ﬂ"gﬂ Request Filtering

Allow URL. ..

Lse this feature to configure filtering rules. Deny Sequence. ..
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I™ Allow double escaping

— Request Limits
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|30000000
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QUESTION 85
Your network contains an Active Directory domain. The domain contains several VPN servers that run
Windows Server 2008 R2.

You need to log the time and the date users establish VPN connections to the network. The log must be stored
in a central location.



What should you configure on the VPN servers?

The Windows Accounting accounting provider
The RADIUS Accounting accounting provider
Connection request policies

Health policies

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

RADIUS Accounting is used to record service usages such as connection time and network use, then based on
these records the user is billed



Exam B

QUESTION 1
Your network contains an Active Directory domain.

You deploy Network Access Protection (NAP).
You need to verify whether VPN clients have antivirus software enabled.

What should you configure?

Connection request policies
Group Policy preferences
System health Validators (SHVS)
Health policies

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 2
Your company is implementing Network Access Protection (NAP) with DHCP enforcement.

You need to define which network resources non-compliant client computers can access.

What should you configure?

System health validators (SHVs)
Connection request policies
Health policies

Remediation server groups

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Remediation server groups are used to specify servers that are available to noncompliant Network Access
Protection (NAP) clients for the purpose of remediating their health state to comply with health requirements.
The type of remediation servers that are required depend on your health requirements and network access
methods.

http://technet.microsoft.com/en-us/library/dd759158.aspx

QUESTION 3
Your company has a main office and five branch offices. The branch offices connect to the main office by using
a WAN link.

Each branch office has 100 client computers that run Windows XP or Windows Vista. All servers run Windows
Server 2008 R2.

The main office has a Windows Server Update Services (WSUS) server.

You need to minimize the amount of WAN traffic used to download updates from the WSUS server.



What should you do?

From a Group Policy, enable Allow BITS Peercaching.

From Windows Explorer, enable Offline Files.

From a Group Policy, enable the Set BranchCache Hosted Cache mode setting.
From a Group Policy, enable the Set BranchCache Distributed Cache mode setting.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Windows Update and Microsoft Update use the Background Intelligent Transfer Service (BITS) to download
updates. You can optimize download performance by configuring BITS through Group Policy.

Peer caching is a feature of BITS that enables peer computers to share files. Peer computers are computers
that have the peer caching feature enabled and that are located in the same subnet. If peer caching is enabled
on a computer, Automatic Updates instructs BITS to make downloaded files available to the computer's peers.
When updates are downloaded, BITS caches them. When another peer caching-enabled computer tries to
download the same update, BITS sends a multicast request to all peers. If peer computers respond to the
request, BITS downloads the file from the first peer computer to respond. If the download from the peer
computer fails or take too long, BITS continues the download from the WSUS server or from Microsoft Update.

Peer caching can optimize bandwidth in the following ways:

- Decreases the data that is transferred from the WSUS server to client computers because computers in the
same subnet will usually download the updates from each other.

- Decreases the data that is transferred across the WAN when some or all of the client computers of a WSUS
server are located in different locations.

- Decreases the data that is transferred across the Internet if WSUS client computers that are located in the
same subnet are configured to download updates from Microsoft Update. http://technet.microsoft.com/en-us/
library/dd939927(v=ws.10).aspx

QUESTION 4

Your network contains a file server named Serverl that runs Windows Server 2008 R2.
You enable IPSec on Serverl.

You need to identify which client computers have active IPSec associations to Serverl.

Which administrative tool should you use to achieve this task?

Windows Firewall with Advanced Security
Performance Monitor

Event Viewer

Share and Storage Management

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 5
Your network contains a DNS server named DN51 that runs Windows Server 2008 R2.



You need to be naotified by e-mail if the DNS service logs errors or warnings. The solution must minimize the
number of e-mail notifications you receive.

http://www.lead2pass.com/70-649.html
What should you do?

Select the DNS Server log from Event Viewer and attach a task to the log.

Run the Configure a DNS Server Wizard.

Create a custom view from Event Viewer and attach a task to the custom view.
Create an alert in Performance Monitor.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
The question states: The solution must minimize the number of e-mail notifications you receive.

If you would do answer A (select the DNS server log and attach a task to the log) you would be flooded with e-
mails from 'Information’ events etc.

Fifter Current Custom View B EI

Filter | L |

Logged: |An}r time ;l
Event level: ™ Critical ¥ Warning I" Verbose

¥ Error ™ Information

+ Bylog Event logs: ID NS Server ;I

" Bysource  Event sources: I LI

Includes/Excludes Event IDs: Enter ID numbers and/or ID} ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3.5-99,-76

| < All Event IDs>

Task category: I

&l
Keywords; | LI

User: | <All Users>

Computer(s: |<AII Computers>

Clear |

8] Cancel




QUESTION 6
Your company has a server named DC1 that runs Windows Server 2008 R2. Serverl has the DHCP Server
server role installed.

You find that a desktop computer named Computerl is unable to obtain an IP configuration from the DHCP
server.

You install the Microsoft Network Monitor 3.0 application on Serverl. You enable P-mode in the Network
Monitor application configuration. You plan to capture only the DHCP server-related traffic between Serverl
and Computerl.

The network interface configuration for the two computers is shown in the following table.

Serverl Computerl
IP address 162.168.2.1 169.254.15.84
MAC address |00-0A-5E-1C-7F-67 00-17-31-D5-5E-FF

You need to build a filter in the Network Monitor application to capture the DHCP traffic between
Serverl and Computerl.

Which filter should you use?

IPv4.Address == 169.254.15.84 && DHCP
IPv4.Address == 192.168.2.1 && DHCP
Ethernet.Address == OX000A5EIC7F67 && DHCP
Ethernet.Address == 0x001731D55EFF &&. DHCP

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 7
You create a Data Collector Set (DCS).

You need prevent the DCS from logging data if the server has less than 1 GB of available disk space.

What should you do?

Modify the Stop Conditions settings of the DCS.
Create a passive file screen.

Create an active file screen.

Modify the Data Manager settings of the DCS.

Sow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 8
Your network contains a Windows Server Update Services (WSUS) server named Serverl. Serverl provides
updates to client computers in two sites named Sitel and Site2.

A WSUS computer group named Groupl is configured for automatic approval.
You need to ensure that new client computers in Site2 are automatically added to Groupl.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

Configure a Group Policy object (GPO) that enables client-side targeting.
Modify the Computers Options in the Update Services console.

Create a new automatic approval update rule.

Modify the Automatic Approvals options in the Update Services console.

Cow>

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Reference:http://technet.microsoft.com/en-us/library/cc720433(WS.10).aspx
Explanation:
WSUS enables you to target updates to groups of client computers. This capability can help you ensure that

specific computers get the right updates at the most convenient times on an ongoing basis. For example, if all
computers in one department of your organization have a specific configuration (such as all computers in the



Accounting team), you can determine what updates those computers get, at what time, and then use WSUS
reporting features to evaluate the success of update activity for that computer group.

By default, each computer is already assigned to the All Computers group. Computers will also be assigned to
the Unassigned Computers group until you assign them to another group.

Regardless of the group you assign a computer to, it will also remain in the All Computers group. A computer
can be in only one other group in addition to the All Computers group.

You can assign computers to computer groups by using one of two methods, server-side targeting or client side
targeting, depending on whether or not you want to automate the process. With server-side targeting, you use
the Move the selected computer task on the Computers page to move one or more client computers to one
computer group at a time. With client-side targeting, you use Group Policy or edit the registry settings on client
computers to enable those computers to automatically add themselves into the computer groups. You must
specify which method you will use by selecting one of the two options on the Computers Options page.

Note

If your WSUS server is running in replica mode, you will not be able to create computer groups on that server,
you will only inherit the computer groups created on the administration server from which your server inherits its
settings. For more information about replica mode, see Running in Replica Mode.

Server-side Targeting With server-side targeting, you use the WSUS console to both create groups and then
assign computers to the groups. Server-side targeting is an excellent option if you do not have many client
computers to update and you want to move client computers into computer groups manually.

To enable server-side targeting on your WSUS server, click the Use the Move computers task in Windows
Server Update Services option on the Computers Options page.

Client-side Targeting With client-side targeting, you enable client-computers to add themselves to the computer
groups you create in the WSUS console. You can enable client-side targeting through Group Policy (in an
Active Directory network environment) or by editing registry entries (in a non-Active Directory network
environment) for the client computers. When the client computers connect to the WSUS server, they will add
themselves into the correct computer group. Client-side targeting is an excellent option if you have many client
computers and want to automate the process of assigning them to computer groups. To enable client-side
targeting on your WSUS server, click the Use Group Policy or registry settings on client computers option on
the Computers Options page.

QUESTION 9
Your network contains a server that runs Windows Server 2008 R2 Standard. The server is

configured to native boot from a virtual hard disk (VHD). All hard disks on the server are configured as basic
disks that use an MBR.

A new corporate security policy states that all of the hard disks on the server must use Windows BitLocker
Drive Encryption (BitLocker).

You need to ensure that the server meets the corporate security policy.

What should you do first?

Convert the disks to dynamic disks.

Upgrade the server to Windows Server 2008 R2 Enterprise.
Back up the server and restore the server to a physical volume.
Configure the disks to use a GPT.

CSow>

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:

Explanation:

Applies To: Windows 7, Windows Server 2008 R2

Configuring native VHD boot if the host volume is protected by BitLocker.You can save a VHD file on a file
system that is protected by BitLockerTM, but you cannot use the VHD for native boot or enable Bitlocker on the
volume(s) that are contained inside a VHD.
Source:http:/technet.microsoft.com/en-us/library/dd440865(WS.10).aspx

QUESTION 10

Your network contains a Windows Server 2003 server cluster named Clusterl. Clusterl hosts a print server
instance named Printl.

You deploy a Windows Server 2008 R2 failover cluster named Cluster2.

You configure Cluster2 to use the physical disk resource used by Printl.

From Cluster2, you run the Migrate a Cluster Wizard to migrate Printl to Cluster2.

You need to ensure that Printl runs on Cluster2.

What should you do first?

On Cluster2, modify the failover settings of Print1.

On Clusterl, take Printl offline.

On Clusterl, modify the failover settings of Print1.

On Cluster2, modify the preferred owner settings of Print1.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 11
Your network contains an Active Directory domain named adatum.com.

You publish a RemoteApp named Webappl. The Remote Desktop Connection (.rdp) file for Webapp1l is
unsigned.

When a user named Userl runs Webappl from the Remote Desktop Web access (RD web Access) website,
Userl is prompted for credentials.

You need to prevent users from being prompted for credentials when they run Webapp1.

What should you do?

Enable the Allow Delegating Default Credentials Group Policy setting.
Configure the SSL Settings for the RDWeb virtual directory.

Enable the Assign a default domain for logon Group Policy setting.
Modify the Authentication Settings for the RDWeb virtual directory.

CSow>

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:

Explanation:

When applied to Terminal Services, Single Sign-On means using the credentials of the currently logged on user
(also called default credentials) to log on to a remote computer. If you use the same user name and password
logging on to your local computer and connecting to a Terminal Server, enabling Single Sign-On will allow you
to do it seamlessly, without having to type in your password again. Locally logged on credentials are used for
connecting to TS Web Access, however, they cannot be shared across TS Web Access and TS or TS
Gateway. Thus you willneed to enable the Group Policy settings described below in order to use locally logged
on credentials for TS or TS Gateway connections.

How to enable Single Sign-On?

Single sign-On can be enabled using domain or local group policy.

1. Log on to your local machine as an administrator.

2. Start Group Policy Editor - "gpedit.msc".

3. Navigate to "Computer Configuration\Administrative Templates\System\Credentials Delegation".

“8) Group Policy Object Editor Py |
Eile - Action View Help
vl A NE2 i ERAERN  Bose
[ Lecal Computer Policy * || Setting State
# i Computer Configuration I Allow Default Credentials with NTLM-only Server Authentic... Enabled
1 Software Settings I Allow Delegating Default Credentisk Enabled
. wmd_n?ﬂ S.r.umgi I Allgw Delegating Frésh Credentials Mot configured
4 | Administratie Templates e, - o ;
Control Panel i1 Allow Fresh Credentials with NTLM-only Server Authenticati.. Mot configured
- Network (i Allow Delegating Saved Credentials Mot configured
. Printars =] Allow Saved Credéntials with NTLM-only Sencer Suthenticat.. Enabled
. = P i Deny Delegating Default Credentials Mot configured
Credentisls Delegation i Deny Delegating Fresh Credentials Not configured
Device Installation i Deny Delegating Saved Credentials Mot configured
Disk NV Cache
Disk Quotas
Distributed COM
1] m_ v |\ Extended ) Stanidard /

4. Double-click the "Allow Delegating Default Credentials" policy.
5. Enable the policy and then click on the "Show" button to get to the server list.
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6. Add "TERMSRV/<Your server name>" to the server list. You can add one or more server names. Using one
wildcard (*) in a name is allowed. For example to enable Single Sign-On to all servers in "MyDomain.com" you
can type "TERMSRV/*.MyDomain.com". (Notice the "Concatenate OS defaults with input above" checkbox on
the picture above. When this checkbox is selected your servers are added to the list of servers enabled by OS
by default. For Single Sign- On this default list is empty, so the checkbox has no effect.)

Show Contents Iﬁ
Add servers to the list:

 TERMSRV/" MyDemain com .
TERMSRV/MyTSSarver | Cancel |

Hemave




7. Confirm the changes by clicking on the "OK" button until you return back to the main Group Policy Object
Editor dialog.

8. At a command prompt, run "gpupdate" to force the policy to be refreshed immediately on the local machine.
9. Once the policy is enabled you will not be asked for credentials when connecting to the specified servers.
http://blogs.msdn.com/b/rds/archive/2007/04/19/how-to-enable-single-sign-on-for-my-terminal-
serverconnections.aspx

QUESTION 12

Your company has an Active Directory domain. The company has a server named Serverl that has the Remote
Desktop Services server role and the RD Web Access role service installed. The company has a server named
Server2 that runs ISA Server 2006.

The company deploys the Remote Desktop Gateway (RD Gateway) role on a new server named Server3. The
company wants to use ISA as the SSL endpoint for Remote Desktop connections.

You need to configure the RD Gateway role on Server3 to use ISA 2006 on Server2.

What should you do?

A. Configure the RD Gateway to use SSL HTTPS-HTTP bridging.

B. Export a self-signed SSL certificate from Server3 and install the SSL certificate on Server2. Configure the
ISA service on Server2 to use the SSL certificate from Server3.

C. Configure the Remote Desktop Connection Authorization Policy Store on Server3 to use Server2 as the
Central Network Policy Server.

D. Export the SSL certificate from Server2 and install the SSL certificate on Server3. Configure the RD
Gateway to use the SSL certificate from Server2.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To enhance security for an RD Gateway server, you can configure Microsoft Internet Security and Acceleration
(ISA) Server or a non-Microsoft product to function as a Secure Sockets Layer (SSL) bridging device. The SSL
bridging device can enhance security by terminating SSL sessions, inspecting packets, and re-establishing SSL
sessions. You can configure ISA Server communication with the RD Gateway server in either of the two
following ways:

HTTPS-HTTPS bridging.In this configuration, the RD Gateway client initiates an SSL (HTTPS) request to the
SSL bridging device. The SSL bridging device initiates a new HTTPS request to the RD Gateway server, for
maximum security.

HTTPS-HTTP bridging.In this configuration, the RD Gateway client initiates an SSL (HTTPS) request to the
SSL bridging device. The SSL bridging device initiates a new HTTP request to the RD Gateway server. To use
HTTPS-HTTPS or HTTPS-HTTP bridging, you must enable theUse SSL Bridgingsetting on the RD Gateway
server.

Source:http://technet.microsoft.com/en-us/library/cc772387.aspx

QUESTION 13
Your network contains three servers that run Windows Server 2008 R2. The servers are configured as shown
in the following table.



Server name Role services

Serverl Remote Desktop Connection Broker (RD
Connection Broker)

Server2 Remote Desktop Virtuahization Host (RD
Virtualization Host)

Seryer3 Remote Desktop Web Access (RD Web
Access)
Remote Desktop Session Host (RD Session
Host)

On Serverl, you configure a virtual desktop pool named Pooll. Pooll contains a Windows 7 virtual machine
(VM) named Computerl.

You need to ensure that when a user logs off of Computerl, all of the changes made to Computerl are
discarded.

What should you do?

A. From the properties of Pooll on Serverl, modify the Automatically save virtual machines setting.

B. From the Remote Desktop Session Host Configuration console on Serverl, modify the Delete temporary
folders on exit setting.

C. On Server2, enable shadow copies.
D. On Server2, take a snapshot of Computerl and rename the snapshot RDV_Rollback.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

To enable rollback on a virtual machine

1. Log on to RD Virtualization Host using an Administrator account.

2. Open Hyper-V Manager. To open Hyper-V Manager, clickStart, point toAdministrative Tools, and then
clickHyper-V Manager.

3. UnderVirtual Machines, right-click the virtual machine to enable rollback, and then click Snapshot.

4. UnderSnapshots, right-click the snapshot of the virtual machine, and then clickRename.

5. TypeRDV_Rollbackand then press ENTER.

6. Close Hyper-V Manager.

7. Repeat these steps for each virtual machine.

Source:http:/technet.microsoft.com/en-us/library/ff710411(WS.10).aspx
QUESTION 14

Your network contains a single Active Directory domain. The domain contains two servers. The servers are
configured as shown in the following table.

Server name Role service
Serverl Remote Desktop Licensing (RD Licensing)
Remote Desktop Session Host (RD Session
Host)
Server2 Remote Desktop Session Host (RD Session
Host)




You install 100 Remote Desktop Services Per User client access licenses (RDS Per User CALS) on Serverl.

http://www.lead2pass.com/70-649.html
You discover that when users connect to Remote Desktop Services (RDS) on Server2, they receive temporary
licenses.

You need to ensure that users receive permanent licenses when they connect to Server2.

What should you do?

On Server2, change the Remote Desktop licensing mode to Per User.
On Serverl, change the discovery scope of the license server to Domain.
On Server2, install the RD Licensing role service.

On Serverl, remove the RD Session Host role service.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When a Remote Desktop Session Host (RD Session Host) server is configured to use Per Device
licensingmode, and a client computer or device connects to an RD Session Host server for the first time, the
client computer or device is issued a temporary license by default. When a client computer or device connects
to anRD Session Host server for the second time, if the Remote Desktop license server is activated and
enough RDS Per Device CALs are available, the license server issues the client computer or device a
permanent RDS Per Device CAL. If the license server is not activated or does not have any RDSPer Device
CALs available, the device continues to use the temporary license. The temporary license is valid for 90 days.
Because no Per Device CALs are available, we've got "100 Remote Desktop Services Per User client access
licenses (RDS Per User CALs)" on Serverl, the device will never get its permanent Per Device CAL.

Source:http://technet.microsoft.com/en-us/library/cc732416.aspx

QUESTION 15
Your company has an Active Directory domain. The company runs Remote Desktop services.

Standard Users who connect to the Remote Desktop Sessions Host Server are in an organizational unit (OU)
named OUL1. Administrative users are in OUL1. No other users connect to the Remote Desktop Session Host
Server.

You need to ensure that only members of OU1 can run Remote Desktop Protocol files.

What should you do?

A. Create a Group Policy object (GPO) that configures the Allow .rdp files from valid publishers and user's
default .rdp settings policy setting in the Remote Desktop Client Connection template to Enabled. Apply the
GPO to OU1.

B. Create a Group Policy object (GPO) that configures the Specify SHA1 thumbprints of certificates represting
trusted .rdp publishers policy setting in the Remote Desktop Client Connection template to Enabled. apply
the GPO to OU1.

C. Create a Group Policy object (GPO) that configures the Allow .rdp files from unknown publishers policy
setting in the Remote Desktop Client Connection template to Disabled. Apply the GPO to OU1.

D. Create a Group Policy object (GPO) that configures the Allow .rdp files from valid publishers and user's
default .rdp settings policy setting in the Remote Desktop Client Connection template to Disabled. Apply the
GPO to OU1.

Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

To ensure that only members of the TermSerAdmin OU can run the Remote Desktop Protocol files, you need
to enable the Allow .rdp files from valid publishers and users default .rdp settings policy setting in the Remote
Desktop Client Connection template.

This policy setting allows you to specify whether users can run Remote Desktop Protocol (.rdp) files from a
publisher that signed the file with a valid certificate. A valid certificate is one issued by an authority recognized
by the client, such as the issuers in the client's Third-Party Root Certification Authorities certificate store. This
policy setting also controls whether the user can start an RDP session by using default .rdp settings (for
example, when a user directly opens the Remote Desktop Connection [RDC] client without specifying an .rdp
file).

If you enable this policy setting, users can run .rdp files that are signed with a valid certificate. Users can also
start an RDP session with default .rdp settings by directly opening the RDC client. When a user starts an RDP
session, the user is asked to confirm whether they want to connect.

If you disable this policy setting, users cannot run .rdp files that are signed with a valid certificate. Additionally,
users cannot start an RDP session by directly opening the RDC client and specifying the remote computer
name. When a user tries to start an RDP session, the user receives a message that the publisher has been
blocked

Reference: Remote Desktop Connection Client

http://technet2.microsoft.com/windowsserver2008/en/library/76fb7e12-b823-429b-9887-
05dc70d28d0c1033.mspx?mfr=true

other ref:

Using Group Policy settings to control client behavior when opening a digitally signed .rdp file

You can use Group Policy settings to configure clients to always trust RemoteApp programs from a particular
publisher. You can also configure whether clients will block RemoteApp programs and remote desktop
connections from external or unknown sources. By using these policy settings, you can reduce the number and
complexity of security decisions that users face. This reduces the chances of inadvertent user actions that may
lead to security vulnerabilities.

The relevant Group Policy settings are located in the Local Group Policy Editor at the following location, in the
Computer Configuration node and in the User Configuration node:

Administrative Templates\Windows Components\Terminal Services\Remote Desktop Connection Client

The available policy settings include the following:

Specify SHAL thumbprints of certificates representing trusted .rdp publishers

This policy setting allows you to specify a list of Secure Hash Algorithm 1 (SHA1) certificate thumbprints that
represent trusted .rdp file publishers. If you enable this policy setting, any certificate with a SHA1 thumbprint
that matches a thumbprint on the list is trusted.

Allow .rdp files from valid publishers and user’s default .rdp settings

This policy setting allows you to specify whether users can run .rdp files from a publisher that signed the file
with a valid certificate. This policy setting also controls whether the user can start an RDP session by using
default .rdp settings, such as when a user directly opens the RDC client without specifying an .rdp file.

Allow .rdp files from unknown publishers

This policy setting allows you to specify whether users can run unsigned .rdp files and .rdp files from unknown
publishers on the client computer.

QUESTION 16



Your network consists of a single Active Directory domain. The network contains a Remote Desktop Session
Host Server that runs Windows Server 2008 R2, and client computers that run Windows 7. All computers are
members of the domain.

You deploy an application by using the RemoteApp Manager. The Remote Desktop Session Host Server's
security layer is set to Negotiate.

You need to ensure that domain users are not prompted for credentials when they access the application.

What should you do?

On all client computers, modify the Password Policy settings in the local Group Policy.

On the server, modify the Password Policy settings in the local Group Policy.

On all client computers, modify the Credential Delegation settings in the local Group Policy.
On the server, modify the Credential Delegation settings in the local Group Policy.

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Configuration

CredSSP policies, and by extension the SSO functionality they provide to Terminal Services, are configured via
Group Policy. Use the Local Group Policy Editor to navigate to Local Computer Policy\Computer
Configuration\Administrative Templates\System\Credentials Delegation , and enable one or more of the policy
options.

Source:http:/technet.microsoft.com/en-us/library/cc749211(WS.10).aspx

One needs to enable the policy on the client computers, because one want to allow the client computer to reuse
the credentials.
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Navigate to Computer Configuration | Administrative Templates | System | Credentials Delegation Enable the
Allow Delegating Default Credentials Setting
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Source:http://technet.microsoft.com/en-us/library/cc749211(WS.10).aspx

QUESTION 17
Your network contains a server that has the Remote Desktop Session Host (RD Session Host) role service
installed.

You need to ensure that the Remote Desktop sessions of administrators are more responsive than other
sessions when the server is under a heavy load.

What should you do?

From the RDP-Tcp properties, modify the Sessions settings.

Install and configure the RD Session Broker role service.

From the RDP-Tcp properties, modify the Client Settings.

Install and configure Windows System Resource Manager (WSRM).

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Manage system resources (processor and memory) with pre configured policies, or create custom policies that
allocate resources per process, per user, per Remote Desktop Services session, or per Internet Information
Services (lIS) application pool.

When the Weighted Remote_Sessions resource allocation policy is managing the system, the processes are
grouped according to the priority assigned with the user account.

For example, if three users are remotely connected, the user assigned Premium priority will receive highest
priority access to the CPU, the user assigned Standard priority will receive second priority to the CPU, and the
user assigned Basic priority will receive lowest priority to the CPU.

This policy is for use with RD Session Host servers.



QUESTION 18
A corporate network includes two servers named Filel and File2 that run Windows Server 2008 R2.

You need to ensure that a specific user can schedule Data Collector Sets (DCSs) on File2. The solution must
minimize the number of rights assigned to the user.

What should you do?

Add the user to the Performance Monitor Users group on File2.
Assign the Profile single process user right to the user on File2.
Add the user to the Performance Log Users group on File2.

Assign the Bypass traverse checking user right to the user on File2.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 19
Your network contains a server that has the SNMP Service installed.

You need to configure the SNMP security settings on the server.

Which tool should you use?

Services console
Secedit

Scw

Local Security Policy

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 20
Your network contains 200 servers that run Windows Server 2008 R2.

You need to archive the Security log for each server on a daily basis.

Which tool should you use?

Secedit
Netsh
Wecutil
Wevtutil

Sow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:



Explanation:

Enables you to retrieve information about event logs and publishers. You can also use this command to install
and uninstall event manifests, to run queries, and to export, archive, and clear logs

wevtutil al <FileName.evtx> [/l:<LocaleString>]

http://technet.microsoft.com/en-us/library/cc732848(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc749339.aspx

QUESTION 21
Your network contains a server named Serverl.

An administrator named Admin1 installs the Windows Server Update Services (WSUS) server role on Serverl.

You open the Windows Server Update Services console and view the Products and Classifications options as
shown in the exhibit. (Click the Exhibit button.)

You need to ensure that you can select updates for Windows Server 2008 R2 Service Pack 1 (SP1) from the
Products and Classifications options.

What should you do?

Exhibit:
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From the Service console, restart the Update Services service.
From the WSUS Administration console, synchronize Serverl.
From a command prompt, run gpudate /force.

From a command prompt, run wuauclt /detectnow.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Synchronization involves the WSUS server contacting Microsoft Update.

After making contact, WSUS determines whether any new updates have been made available since the last
time you synchronized.

Because this is the first time you are synchronizing the WSUS server, all of the updates are available and are
ready for your approval for installation.

The initial synchronization may take a fairly long time.

QUESTION 22
You perform a security audit of a server named CRM1. You want to build a list of all DNS requests that are



initiated by the server.

You install the Microsoft Network Monitor 3.0 application on CRM1. You capture all local traffic on CRM1 for 24
hours. You save the capture file as data.cap. You find that the size of the file is more than 1 GB.

You need to create a file named DNSdata.cap from the existing capture file that contains only DNS-related
data.

What should you do?

Add a new alias named DNS to the aliases table and save the file as DNSdata.cap.
Apply the capture filter DNS and save the displayed frames as a DNSdata.cap file.
Run the nmcap.exe /inputcapture data.cap /capture DNS /file DNSdata.cap command.
Apply the display filter IDNS and save the displayed frames as a DNSdata.cap file.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Below is a sample i created :

C:\Users\Administrator\Documents\Network Monitor 3\Captures>nmcap.exe /inputcapture data.cap /capture
DNS /file dnsdata.cap

Network Monitor Command Line Capture (nmcap) 3.4.2350.0 Loading Parsers ... [INFO] sparser.npb:001.000
Successfully unserialized NPL parser 'C:\ProgramData\ Microsoft\Network Monitor 3\NPL\NetworkMonitor
Parsers\Profiles\64BAA24A-0AAD-44 €6-9846- 3BE43D698FF6\sparser.npb. (0x83008006)

Saving info to: C:\Users\Administrator\Documents\Network Monitor 3\Captures\dnsdata. cap - using circular
buffer of size 20.00 MB.

ATTENTION: Conversations Enabled: consumes more memory (see Help for details) Note:

Process Filtering Enabled.

Exit by Ctrl+C

Processing | Received: 4045 Saved: 23 | Time: 0 seconds.

Closing generated capture files ...

Completed | Received: 4045 Saved: 23 | Time: 0 seconds.

C:\Users\Administrator\Documents\Network Monitor 3\Captures>\ '\' is not recognized as an internal or external
command, operable program or batch file.

QUESTION 23
Your network contains a server named Serverl that runs Windows Server 2008 R2.

You need to ensure that you can log performance counter data from Serverl to a SQL database.

Which tool should you use?

Data Sources (ODBC)

Storage Explorer

Share and Storage Management
Component Services

Sow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 24



Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Routing
and Remote Access service (RRAS) role service installed.

You need to view all inbound VPN packets. The solution must minimize the amount of data collected.

What should you do?

At the command prompt, run netsh.exe ras set tracing rasauth enabled.
From Network Monitor, create a capture filter.

From the Registry Editor, configure file tracing for RRAS.

From RRAS, create an inbound packet filter.

Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 25
Your network contains an Active Directory forest. The functional level of the forest is Windows Server 2008 R2.

You plan to deploy DirectAccess.
You need to configure the DNS servers on your network to support DirectAccess.

What should you do?

Modify the EnableGlobalNamesSupport registry key and restart the DNS Server service.

Create a trust anchor that uses a certificate issued by a publicly trusted certification authority (CA).
Modify the GlobalQueryBlockList registry key and restart the DNS Server service.

Create a trust anchor that uses a certificate issued by an internal certification authority (CA).

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To remove ISATAP from the DNS global query block list

1. Click Start, click All Programs, click Accessories, rightclick Command Prompt, and then click Run as
administrator.

2. In the Command Prompt window, type dnscmd /config / globalqueryblocklist wpad, and then press ENTER.
3. Close the Command Prompt window.

OR

To remove ISATAP from the DNS global query block list on a DNS server 1- Click Start, type regedit.exe, and
then press ENTER.

2- In the console tree, open

ComputenHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS \Parameters.

3- In the contents pane, double-click the GlobalQueryBlockList value. 4- In the Edit Multi-String dialog box,
remove the name ISATAP from the list, and then click OK.

5- Start a command prompt as an administrator.

6- In the Command Prompt window, run the following commands:

net stop dns

net start dns

http://technet.microsoft.com/en-us/library/ee649158(v=ws.10).aspx

QUESTION 26



Your network contains an Active Directory domain named contoso.com.

A partner organization has an Active Directory domain named fabrikam.com.

Your company plans to provide VPN access for fabrikam.com users.

You need to configure Network Policy Server (NPS) to forward authentication requests to fabrikam.com.

What should you configure on the NPS server?

Health policies

Connection request policies
System health validators (SHVs)
Remediation server groups

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Connection request policies are sets of conditions and settings that allow network administrators to designate
which Remote Authentication Dial-In User Service (RADIUS) servers perform the authentication and
authorization of connection requests that the server running Network Policy Server (NPS) receives from
RADIUS clients. Connection request policies can be configured to designate which RADIUS servers are used
for RADIUS accounting.

Ref:http://technet.microsoft.com/en-us/library/cc753603.aspx

QUESTION 27
Your network contains an Active Directory domain named contoso.com. Contoso.com contains three servers.

The servers are configured as shown in the following table.

Server name Server operating system ' Server role
DC1 Windows Server 2003 Domain controller
Service Pack 2 (SP2) DNS server
Serverl Windows Server 2003 Certificate services
Service Pack 2 (SP2)
Server2 Windows Server 2008 File server
Server3 Windows Server 2008 R2 Naone

You plan to give users access to the file shares on Server2 by using DirectAccess.
You need to ensure that you can deploy DirectAccess on Server3.

What should you do?

A. Upgrade DC1 to Windows Server 2008 R2.

B. Add a static IPv6 address to DC1.

C. Add a static IPv6 address to Server?2.

D. Upgrade Server2 to Windows Server 2008 R2.

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:
Explanation:
DirectAccess requires the following:

One or more DirectAccess servers running Windows Server 2008 R2 (with or without UAG) with two network
adapters: one that is connected directly to the Internet and one that is connected to the intranet. DirectAccess
servers must be a member of an AD DS domain.

On the DirectAccess server, at least two consecutive, public IPv4 addresses assigned to the network adapter
that is connected to the Internet.

DirectAccess client computers that are running Windows 7 Enterprise or Windows 7 Ultimate. DirectAccess
clients must be members of an AD DS domain.

At least one domain controller and DNS server that is running Windows Server 2008 SP2 or Windows Server
2008 R2. When UAG is used, DirectAccess can be deployed with DNS servers and domain controllers that are
running Windows Server 2003 when NAT64 functionality is enabled.

A public key infrastructure (PKI) to issue computer certificates, and optionally, smart card certificates for smart
card authentication and health certificates for NAP. For more information, see Public Key Infrastructure on the
Microsoft Web site.

Without UAG, an optional NAT64 device to provide access to IPv4-only resources for DirectAccess clients.
DirectAccess with UAG provides a built-in NAT64.

http://technet.microsoft.com/en-us/library/ee344835(v=ws.10).aspx

QUESTION 28
Your network contains a Network Policy Server (NPS) named Serverl. You need to configure a network policy
for a VLAN.

Which RADIUS attributes should you add?

A. -Login-LAT-Service
-Login-LAT-Node
-Login-LAT-Group
-NAS-Identifier

B. -Tunnel-Assignment-ID
-Tunnel-Preference
- Tunnel-Client-Auth-1D
-NAS-Port-1d

C. Tunnel-Client-Endpt
- Tunnel-Server-Endpt
-NAS-Port-Type
-Tunnel-Password

D. -Tunnel-Medium-Type
- Tunnel-Pvt-Group-ID
-Tunnel-Type
-Tunnel-Tag

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



http://technet.microsoft.com/en-us/library/cc754422(v=ws.10).aspx

QUESTION 29
Your network contains an Active Directory forest. The forest contains the member servers configured as shown
in the following table.

Server name | Server configuration
VPN VPN server
VPN2 VPN server
Ciall Dial-up server
Dial2 Dial-up server

All servers run Windows Server 2008 R2.
You deploy a new server named Serverl.

You need to configure Serverl to provide central authentication for all dial-up connections and all VPN
connections.

What should you install on Server1?

Routing and Remote Access service (RRA5)

Active Directory Lightweight Directory Services (AD LDS)
Active Directory Federation Services (AD FS)

Network Policy Server (NPS)

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Use connection request policies from Network Policy Server (NPS)

Ref:
http://www.windowsnetworking.com/articles-tutorials/windows-server-2008/Understanding-new-Windows-
Server-2008-Network-Policy-Server.html

QUESTION 30
Your network contains an Active Directory forest. The forest contains a member server named VPNL that runs
Windows Server 2008 R2.

You need to configure VPN1 as a VPN server.

What should you install on VPN1?

Network Policy Server (NPS)

Simple TCP/IP Services

Routing and Remote Access service (RRAS)
Connection Manager Administration Kit (CMAK)

Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:



Explanation: http://technet.microsoft.com/en-us/library/cc754378.aspx

QUESTION 31
Your network contains a Key Management Service (KMS) host named Serverl.

On a client computer named Computerl that runs Windows 7, you discover the following error message in the
Event log: "0xCO04FO00F. The Software Licensing Server reported that the hardware ID binding is beyond level
of tolerance."

You need to prevent the error message from appearing on Computerl.

What should you do from Computerl?

Run slmgr.vbs /xpr.

Run slmgr.vbs /ato.

Restart the Windows Process Activation Service.
Restart the Windows Update service.

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation: Error message: The Software Licensing Server reported that the hardware ID binding is beyond
level of tolerance.

Cause: The hardware has changed, or the drivers were updated on the system.

Troubleshooting steps: For the

MAK, reactivate the system during the "Out of Tolerance" grace period by using online or telephone activation.
For

KMS, run the simgr.vbs -ato command.

http://technet.microsoft.com/en-us/library/ff793399.aspx

QUESTION 32
Your network contains a server named Serverl that has the Hyper-V server role installed. Serverl has two
network adapters.

You need to configure Serverl to meet the following requirements:

- All virtual machines (VMs) onServerlmust be able to communicate with other computers on the network.
- The number of virtual network connections must be minimized.

What should you do?

A. Create one internal virtual network. Clear the Enable virtual LAN identification for management operating
system check box for the virtual network.

B. Create one internal virtual network. Select the Enable virtual LAN identification for management operating
system check box for the virtual network.

C. Create one external virtual network. Clear the Allow management operating system to share this network
adapter check box for the virtual network.

D. Create one external virtual network. Select the Allow management operating system to share this network
adapter check box for the virtual network.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:



Explanation:

External virtual networks. Use this type when you want to provide virtual machines with access to a physical
network to communicate with externally located servers and clients. This type of virtual network also allows
virtual machines on the same virtualization server to communicate with each other. This type of network may
also be available for use by the management operating system, depending on how you configure the
networking. (The management operating system runs the Hyper-V role.) For more information, see "A closer
look at external virtual networks" later in this topic.

Source:http:/technet.microsoft.com/en-us/library/cc816585%28WS.10%29.aspx

QUESTION 33
Your network contains a server that runs Windows Server 2008 R2. The server has two host bus

adaptors (HBAs). Each HBA is attached to a different switch.
The network contains a Storage Area Network (SAN).
You need to configure the server to use multiple paths to access the SAN.

Which tool should you use?

Dism
Mpclaim
Diskpart
Netsh

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Install MP1O on Windows Server 2008 R2

MPIO is an optional feature in Windows Server 2008 R2, and is not installed by default.

Install MPIO on Server Core installations of Windows Server 2008 R2

Because the Server Core installation of Windows Server 2008 R2 does not include the Server Manager
interface, you must install MPIO by using a command prompt. Until you enable MPIO by using the DISM tool,
you cannot use the mpclaim command.

Open a command prompt to run the following commands. After typing a command, press ENTER.

Enable MPIO:

Dism /online /enable-feature:Multipathlo
http://technet.microsoft.com/en-US/library/ee619752(v=ws.10).aspx

Using the MPclaim command-line tool

Multipath I/O can be managed by using the MPclaim command-line tool.

Note The command line is the only method of Multipath I/O configuration available on computers running a
Server Core installation of Windows Server 2008.

Syntax of MPclaim

mpclaim restart_option install_switch device switch device_hwid

MPclaim parameters

The following table describes the command parameters you can use with the MPclaim command to manage
Multipath I/O by using a command line.

Source: http:/technet.microsoft.com/en-us/library/cc725907.aspx

QUESTION 34
Your network contains a server named Serverl that has the Hyper-V server role installed. Serverl hosts a
virtual machine (VM) named VML1.

You add an additional hard disk to Serverl. The hard disk is configured as a basic disk. You need to configure
VM1 to use the new hard disk as a pass-through disk.



What should you do before you configure the pass-through disk?

Convert the new hard disk to a GPT disk.
Create a simple volume.

Take the new hard disk offline.

Convert the new hard disk to a dynamic disk.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Pass -through Disk Configuration

Hyper-V allows virtual machines to access storage mapped directly to the Hyper-V server without requiring the
volume be configured. The storage can either be a physical disk internal to the Hyper-V server or it can be a
Storage Area Network (SAN) Logical Unit (LUN) mapped to the Hyper-V server. To ensure the Guest has
exclusive access to the storage, it must be placed in an Offline state from theHyper-V server perspective.
Additionally, this raw piece of storage is not limited in size so, hypothetically, it can be a multiterabyte LUN.
After storage is mapped to the Hyper-V server, it will appear as a raw volume and will be in an Offline state
(depending on the SAN Policy (Figure 1-1)) as seen in Figure 1.
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Figure 1: Raw disk is Offline
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Figure 1-1 SAN Mode determination using diskpart.exe
| stated earlier that a disk must be Offline from the Hyper-V servers' perspective in order for the Guest to have
exclusive access. However, a raw volume must first be initialized before it can be



used. To accomplish this in the Disk Management interface, the disk must first be brought Online. Once Online,
the disk will show as being Not Initialized (Figure 2).
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Figure 2: Disk is Online but Not Initialized
Right-click on the disk and select Initialize Disk (Figure 3)
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Figure 3: Initialize the disk

Select either an MBR or GPT patrtition type (Figure 4).
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Figure 4: Selecting a partition type

Once a disk is initialized, it can once again be placed in an Offline state. If the disk is not in an Offline state, it
will not be available for selection when configuring the Guest's storage. In order to configure a Pass-through
disk in a Guest, you must select Attach a virtual disk later in the New Virtual Machine Wizard (Figure 5).
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Figure 5: Choosing to attach a virtual disk later
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Figure 6: Attaching a pass-through disk to an IDE Controller Note: If the disk does not appear in the drop down
list, ensure the disk is Offline in the Disk Management interface (In Server CORE, use the diskpart.exe CLI).
Once the Pass-through disk is configured, the Guest can be started and data can placed on the drive. If an
operating system will be installed, the installation process will properly prepare the disk. If the disk will be used
for data storage, it must be prepared in the Guest operating system before data can be placed on it.

If a Pass-through disk, being used to support an operating system installation, is brought Online before the
Guest is started, the Guest will fail to start. When using Pass-through disks to support an operating system
installation, provisions must be made for storing the Guest configuration file in an alternate location. This is
because the entire Pass-through disk is consumed by the operating system installation. An example would be
to locate the configuration file on another internal drive in the Hyper-V server itself. Or, if it is a cluster, the
configuration file can be hosted on a separate cluster providing highly available file services. Be aware that
Pass-through disks cannot be dynamically expanded. Additionally, when using Pass-through disks, you lose the
capability to take snapshots, and finally, you cannot use differencing disks with Pass-through disks.

Note: When using Pass-through disks in a Windows Server 2008 Failover Cluster, you must have the update
documented in KB951308: Increased functionality and virtual machine control in the Windows Server 2008
Failover Cluster Management console for the Hyper-V role installed on all

nodes in the cluster.
Source:http://blogs.technet.com/b/askcore/archive/2008/10/24/configuring-pass-through-disks-in- hyper-v.aspx
QUESTION 35

You need to manually create a service location (SRV) record for a server that has the Key Management Service
(KMS) installed.

Which SRV record should you create?

A. _mskms._tcp.contoso.com



B. _vimcs._tcp.contoso.com
C. _kms._tcp._msdcs.contoso.com
D. _kms._tcp.contoso.com

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Manually Create SRV Records in DNS

If the environment does not support DDNS, the SRV RRs must be manually created to publish the KMS host.
Environments that do not support DDNS should disable publishing on all KMS hosts to prevent event logs from
collecting failed DNS publishing events. To disable auto-publishing, use the SImgr.vbs script with the /cdns
command-line option. See the "Configuring KMS" section for more information about the Simgr.vbs script. Note
Manually created SRV RRs can coexist with SRV RRs that KMS hosts automatically publish in other domains
as long as all records are maintained to prevent conflicts. Using DNS Manager, in the appropriate forwarding
lookup zone, create a new SRV RR using the appropriate information for the location. By default, KMS listens
on TCP port 1688, and the service is _VLMCS. Table 2 contains example settings for a SRV RR.

Table 2 SRV Resource Record

Mame Setting
Service _WVLMCS
Frotocol _TCP

Port number 1688

Host offering
the service FODMN of KMS Host

QUESTION 36
You manage 20 servers that run Windows Server 2008 R2. The Remote Desktop Services server role and the
Windows System Resource Manager (WSRM) feature are installed on all the servers.

You create and configure a resource-allocation policy that has the required custom settings on a server named
TSO1.

You need to configure the WSRM settings on all the servers to match the WSRM settings on TS01.

What should you do?

A. Use the Windows Backup tool to back up only the System State data on TS01. Use the Windows Backup
tool to restore the System State data on each server.

B. Use the WSRM console on each server to enable the Accounting function. Configure the Remote WSRM
accounting option to TS01 on each server.

C. Use the WSRM console on TS01 to export the WSRM information to a shared folder. Use the WSRM
console to import the WSRM information from the shared folder.

D. Use the regedit tool to export the HKLM\SYSTEM\CurrentControlSet\Services\WSRM registry key on TS01
to a shared folder. On each server, delete this registry key and use the regedit tool to import the registry key
from the shared folder.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:



Import or Export Criteria, Policies, and Schedules

You can import or export Windows System Resource Manager configuration information between computers.
Configuration information stored includes process matching criteria, resource allocation policies, calendar
events and schedules, and conditional policies. In this way, you can create management scenarios and then
deploy them on other computers without performing the configuration multiple times.

Files Created and Imported

The files created by or imported by Windows System Resource Manager are:

Exporting and Importing Configuration Information

To export configuration information

1. Open Windows System Resource Manager.

2. In the navigation tree, right-click Windows System Resource Manager, and then click Export WSRM
Information.

3. In Location, type a directory path where you want to save the configuration information, or click Browse to
find the directory you want to use. When you have entered the directory information, click OK.

4. Windows System Resource Manager creates four XML documents in the specified directory that contain
information about criteria, policies, and schedules.

To import configuration information

1. Open Windows System Resource Manager.

2. In the navigation tree, right-click Windows System Resource Manager, and then click Import WSRM
Information.

3. In Location, type a directory path where the configuration information you want to import is located, or click
Browse to find the directory you want to use. When you have entered the directory information, click OK.

4. Windows System Resource Manager loads the XML files into its current configuration, overwriting any
previous configuration data.

Source:http:/technet.microsoft.com/en-us/library/cc771960(WS.10).aspx
QUESTION 37

Your network contains three servers that run Windows Server 2008 R2. The servers are configured as shown
in the following table.

Server name Role service
Serverl Remote Desktop Licensing (RD Licensing)
Server2 Remote Desktop Session Host (RD Session
Host)
Server3d Remote Desktop Session Host (RD Session
Host)

Serverl has Remote Desktop Services Per Device client access licenses (RDS Per Device CALS) installed.
Server2 and Server3 are members of a Remote Desktop Connection Broker (RD Connection Broker) farm.

Four months after Server2 and Server3 are deployed, you discover that users can no longer establish Remote
Desktop sessions on Server3.

You verify that Server3 is online and that all required services on Server3 run properly. You verify that the users
can establish Remote Desktop sessions on Server2.

You need to ensure that the users connecting to the RD Connection Broker farm can establish sessions on
Server3.

What should you do?

On Server3, configure the Remote Desktop licensing settings.

OnServerl, install additional RDS Per Device CALs.

OnServerl, run the Manage RDS CALs wizard and click the Migrate action.
On Server3, enable dedicated farm redirection.

Cow>



Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You must configure RD Licensing correctly in order for your RD Session Host server to accept connections
from clients. To allow ample time for you to deploy a license server, Remote Desktop Services provides a
licensing grace period for the RD Session Host server during which no license server is required. During this
grace period, an RD Session Host server can accept connections from unlicensed clients without contacting a
license server. The grace period begins the first time the RD Session Host server accepts a client connection.
A permanent RDS CAL is issued by a license server to a client connecting to the RD Session Host server.
The number of days in the grace period is exceeded.

The length of the grace period is based on the operating system running on the RD Session Host server.

The grace periods are as follows:

Source:http:/technet.microsoft.com/en-us/library/cc725933.aspx

QUESTION 38

Your network contains two separate subnets named Subnetl and Subnet2. Subnetl contains a Windows
Server Update Services (WSUS) server named Serverl.

Computers on Subnetl can access resources on the Internet. Subnet2 is an isolated subnet.

You deploy a new WSUS server named Server2 in Subnet2.

You need to replicate the metadata from Serverl to Server2.

What should you do on Serverl?

Run wsusutil.exe and specify the export parameter.

Run wsusutil.exe and specify the move content parameter.

Run wbadmin.exe and specify the start backup parameter.

Run wbadmin.exe and specify the start system state backup parameter.

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://technet.microsoft.com/en-us/library/cc720437%28W S.10%29.aspx

QUESTION 39
Your network contains a single Active Directory domain. All servers run Windows Server 2008 R2. A DHCP
server is deployed on the network and configured to provide IPv6 prefixes.

You need to ensure that when you monitor network traffic, you see the interface identifiers derived from the
Extended unique Identifier (6Ul)-64 address.

Which command should you run?

netsh.exe interface ipv6 set global addressmaskreply-disabled
netsh.exe interface ipv6 set global dhcpmediasense = enabled
netsh.exe interface ipv6 set global randomizeidentifiers = disabled
netsh.exe interface ipv6 set privacy state = enabled

CSow>



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 40
Your network contains a server that runs a Server Core installation of Windows Server 2008 R2.
You need to log the CPU utilization of the server.

Which tool should you use?

logman.exe
oclist.exe
relog.exe
sc.exe

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/bb490956.aspx
Manages and schedules performance counter and event trace log collections on local and remote systems.

QUESTION 41
You need to capture the HTTP traffic to and from a server every day between 09:00 and 10:00.

What should you do?

Create a scheduled task that runs the Netsh tool.
Create a scheduled task that runs the Nmcap tool.
From Network Monitor, configure the General options.
From Network Monitor, configure the Capture options.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

nmcap /networks * /capture LDAP /file c:\file.cap
If you want a timer add the following

[startwhen /timeafter x hours

QUESTION 42

Your company runs Windows Server Update Services (WSUS) on a server named Serverl. Serverl runs
Windows Server 2008 R2. Serverl is located on the company intranet.

You configure the WSUS Web site to use SSL.

You need to configure a Group Policy object (GPO) to specify the intranet update locations.

Which URLSs should you use?



http: //SERVER1
http://Server1:8080
https://SERVER1
https://Server1:8080

Cow2>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 43

Your network contains a Windows Server Update Services (WSUS) Server infrastructure that has three servers
named WSUS1, WSUS2, and WSUS3. WSUS?2 is a downstream replica server of WSUS1. WSUS3 is a
downstream replica server of WSUS2.

You need to ensure that the Update Services console on WSUS?2 only displays computers that receive updates
from WSUS2.

What should you configure on WSUS2?

downstream servers
Personalization
reporting rollup
synchronizations

Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 44
Your company has a network that has 100 servers. A server named Serverl is configured as a file server.
Serverl is connected to a SAN and has 15 logical drives.

You want to automatically run a data archiving script if the free space on any of the logical drives is below 30
percent.

You need to automate the script execution.
You create a new Data Collector Set.

What should you do next?

Add the Event trace data collector.

Add the Performance counter alert.

Add the Performance counter data collector.

Add the System configuration information data collector.

Cow>»

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:

Explanation:

Refer to below Step by step guide:
http://technet.microsoft.com/en-us/library/cc722414.aspx

QUESTION 45
Your network contains a server named Serverl that runs Windows Server 2008 P2.

You have a user named User1.

You need to ensure that Userl can schedule Data Collector Sets (DCSs) on Serverl. The solution must
minimize the number of rights assigned to Userl.

What should you do?

A. Add Userl to the Performance Log Users group.

B. Add Userl to the Performance Monitor Users group.

C. Assign the Profile single process user right to User1.

D. Assign the Bypass traverse checking user right to Userl.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Both A and B are valid users group but:

Performance Log users group : Members of this group may schedule logging of performance counters, enable
trace providers, and collect event traces both locally and via remote access to

this computer Performance Monitor users group : Members of this group can access performance counter data
locally and remotely.
Hence answer is "A".

QUESTION 46
Your network contains a Windows Server Update Services (WSUS) server.

You have an organizational unit (OU) named Sales. The Sales OU contains all of the computer objects for the
sales department. You enable client side targeting for the Sales OU and set the target group name to Sales-
Computers.

You restart a sales computer.

You discover that the computer is not added to the Sales-Computer computer group in WSUS.

You need to ensure that all sales computers are added to the Sales-Computers group.

Which options should you configure?

A. Automatic Approvals

B. Computers

C. Personalization

D. Products and Classifications

Correct Answer: B
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 47
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Web
Server (IIS) role installed.

You need to review the contents of the US-Configuration Analytic event log on Serverl.
You configure Event Viewer to show the Analytic log.

What should you do next?

A. Attach a task to the log.

B. Create a custom view to the log.

C. Modify the Subscriptions list for the log.
D. Modify the General properties of the log.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Analytic event logs, and not only for IIS are not enabled by default. You are enable it. You should enable them
from "General Tab" of properties of log "Log of services and applications\Microsoft\Windows\IIS-Configuration
\Analytic" to start logging

QUESTION 48
Your network contains a server that runs Windows Server 2008 R2.

You plan to create a custom script.
You need to ensure that each time the script runs, an entry is added to the Application event log.

Which tool should you use?

A. Eventcreate
B. Eventvwr
C. Wecutil

D. Weuvtutil

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You can create custom events in an event log by using the Eventcreate utility. This can be useful as a
diagnostic tool in scripts when you record an error or event directly into the logs without using VBScript or
another language to log the event.

http://support.microsoft.com/kb/324145

QUESTION 49
Your network contains two servers named Serverl and Server2 that run a Server Core installation of Windows
Server 2008 R2. Serverl has the SNMP Service installed.



You need to ensure that Server2 can send SNMP traps to Serverl.

What should you do?

On Serverl, run oclist snmp-sc.
On Server2, run oclist snmp-sc.
On Serverl, run dism /online /enable-feature /featurename:snmp-sc.
On Server2, run dism /online /enable-feature /featurename:snmp-sc.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
http://tweaks.com/windows/40255/manage-windows-features-from-command-line-with-dism/

QUESTION 50
Your company has a network that has an Active Directory domain. The domain has two servers named DC1
and DC2.

You plan to collect events from DC2 and transfer them to DC1. You configure the required subscriptions by
selecting the Normal option for the Event delivery optimization setting and by using the HTTP protocol.

You discover that none of the subscriptions work.
You need to ensure that the servers support the event collectors.

Which three actions should you perform? (Each correct answer presents part of the solution.Choose three.)

Run the wecutil gc command on DC1.

Run the wecutil gc command on DC2.

Run the winrm quickconfig command on DC1.

Run the winrm quickconfig command on DC2.

Add the DC2 account to the Administrators group on DC1.
Add the DC1 account to the Administrators group on DC2.

mmoow>»

Correct Answer: ADF
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 51
Network Access Protection (NAP) is configured for the corporate network.

Users connect to the corporate network by using portable computers.

The company policy requires confidentiality of data when the data is in transit between the portable computers
and the servers.

You need to ensure that users can access network resources only from computers that comply with the
company policy.

What should you do?



Cow2>

Create an IPSec Enforcement Network policy.

Create an 802.1X Enforcement Network policy.

Create a Wired Network (IEEE 802.3) Group policy.

Create an Extensible Authentication Protocol (EAP) Enforcement Network policy.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
http://www.lead2pass.com/70-649.html

QUESTION 52
Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
eu.contoso.com.

You install a Network Policy Server (NPS) named Serverl in the contoso.com domain.

You need to ensure that Serverl can read the dial-in properties of the user accounts in the eu.contoso.com
domain.

http://www.lead2pass.com/70-649.html

What should you do?

Cow>»

In the contoso.com domain, add Serverl to the RAS and IAS Servers group.

In the contoso.com domain, add Serverl to the Windows Authorization Access group.

In the eu.contoso.com domain, add Serverl to the RAS and IAS Servers group.

In the eu.contoso.com domain, add Serverl to the Windows Authorization Access group.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
C is correct, Servers in this group can access remote access properties of users

QUESTION 53
Your network contains a computer named Computerl that runs Windows 7.

You need to verify if Computerl has active DirectAccess connections to the network.

What should you do?

Cow>

From Network Connections, right-click the active network connection, and then click Status.
From Network Connections, select the active network connection, and then click Diagnose this connection.
From Windows Firewall with Advanced Security, click Monitoring, and then click Connection Security Rules.

From Windows Firewall with Advanced Security, click Monitoring, click Security Associations, and then click
Main Mode.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



QUESTION 54
Your network contains a single Active Directory domain. The domain contains five read-only domain controllers
(RODCs) and five writable domain controllers. All servers run Windows Server 2008.

You plan to install a new RODC that runs Windows Server 2008 R2.

You need to ensure that you can add the new RODC to the domain. You want to achieve this goal by using the
minimum amount of administrative effort.

Which two actions should you perform? (Each correct answer presents part of the solution.
Choose two.)

From Active Directory Domains and Trusts, raise the functional level of the domain.
From Active Directory Users and Computers, pre-stage the RODC computer account.
At the command prompt, run adprep.exe /forestprep.

At the command prompt, run adprep.exe /rodcprep.

At the command prompt, run adprep.exe /domainprep.

moow»

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 55
You deploy an Active Directory Federation Services (AD FS) Federation Service Proxy on a server named
Serverl.

You need to configure the Windows Firewall on Serverl to allow external users to authenticate by using AD FS.

Which protocol should you allow on Serverl?

SMB
RPC
Kerberos
SSL

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 56
Active Directory Rights Management Services (AD RMS) is deployed on your network.

Users who have Windows Mobile 6 devices report that they cannot access documents that are protected by AD
RMS.

You need to ensure that all users can access AD RMS protected content by using Windows Mobile 6 devices.

What should you do?

A. Modify the security of the MobileDeviceCertification.asmx file.
B. Modify the security of the ServerCertification.asmx file.



C. Enable anonymous authentication for the _wmcs virtual directory.
D. Enable anonymous authentication for the certification virtual directory.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 57

Your network contains an Active Directory forest named adatum.com. All domain controllers currently run
Windows Server 2003 Service Pack 2 (SP2). The functional level of the forest and the domain is Windows
Server 2003.

You need to deploy a read-only domain controller (RODC) that runs Windows Server 2008 R2.

What should you do first?

Raise the functional level of the forest to Windows Server 2008.

Deploy a writable domain controller that runs Windows Server 2008 R2.
Raise the functional level of the domain to windows Server 2008.

Run adprep.exe.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
They mean the first action ==> Adprep /forestprep and Adprep /domainprep

Second action in this case is to "Deploy a writable domain controller that runs Windows Server 2008 R2"
Because RODC need 2K8 Writable domain Controller to replicate.

QUESTION 58

Your network contains a server named Serverl. The Active Directory Rights Management Services (AD RMS)
server role is installed on Serverl. An administrator changes the password of the user account that is used by
AD RMS.

You need to update AD RMS to use the new password.

Which console should you use?

A. Active Directory Users and Computers

B. Local Users and Groups

C. Services

D. Active Directory Rights Management Services

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 59



Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
has Active Directory Federation Services (AD FS) 2.0 installed.

Serverl is a member of an AD FS farm. The AD FS farm is configured to use a configuration database that is
stored on a separate Microsoft SQL Server.

You install AD FS 2.0 on Server2.
You need to add Servers to the existing AD FS farm.

What should you do?

On Server2, run fsconfig.exe.
On Serverl, run fsconfigwizord.exe
On Serverl, run fsconfig.exe.
On Server2, run fsconfigwizord.exe.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure a new federation server using the command line

Open a Command Prompt window. To open a command prompt, click Start, click Run, type cmd, and then click
OK.

Change the directory to the path where AD FS 2.0 was installed. For example, if the default path of %
ProgramFiles%\Active Directory Federation Services 2.0 was used as the install path, type the following
command, and then press ENTER:

cd %programfiles%\Active Directory Federation Services 2.0

To configure this computer as a federation server, type the applicable syntax using either of the following
command parameters, and then press ENTER:

fsconfig.exe {StandAlone|CreateFarm|CreateSQLFarm|JoinFarm|JoinSQLFarm} [deployment specific
parameters]

Parameter Description

StandAlone: Sets up this computer as a stand-alone federation server for evaluation purposes or for a
small production environment. To see details about this option, type fsconfig StandAlone /help.

CreateFarm: Creates a new federation server farm and uses the Windows Internal Database to store AD

FS 2.0 configuration settings. To see details about this option, type fsconfig CreateFarm /help.
CreateSQLFarm:  Creates a new federation server farm and uses Microsoft SQL Server® to store AD FS 2.0
configuration settings. To see details about this option, type fsconfig CreateSQLFarm /help.

JoinFarm: Joins this computer to an existing federation server farm that is using the Windows Internal
Database. To see details about this option, type fsconfig JoinFarm /help.
JoinSQLFarm: Joins this computer to an existing federation server farm that is using SQL Server. To see

details about this option, type fsconfig JoinSQLFarm /help.

QUESTION 60

Your company runs Remote Desktop Services. You plan to install an application update for the lobapp.exe
application on the Remote Desktop Session Host Server. You find instances of the lobapp.exe processes left
behind by users who have disconnected.

You need to terminate all instances of the lobapp.exe processes so that you can perform an application update.

What are two possible ways to achieve this goal? (Each correct answer presents a complete solution. Choose
two.)

A. Run the Tasklist /fi "IMAGENAME eq lobapp.exe" command on the Remote Desktop Session Host Server.



B. Run the Get-Process cmdlet on the Remote Desktop Session Host Server.
C. End all instances of lobapp.exe in the Remote Desktop Services Manager console.
D. Run the Tskill lobapp /a command on the Remote Desktop Session Host Server.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:
Explanation:

tskill {<ProcessIDs | «ProcescNames) [/server:<ServerNames] [/id:<SessionIDs | [a]

[/¥]

Parameter Description

<ProcesslD>  Specifies the ID of the process that you want to end.

<Processhame= Specifies the name of the process that you want to end. This parameter can include wildcard characters.

Isanver Spetifies the terminal senver that containg the process hat you want ioend, If /server is not specified, the cument
<3erverName>  terminal senver is used.

fid:=SessioniD> Ends the process that is running in the specified session

fa Enis the process that is running in alf sessions
] Displays mformation about the actions beng performed
] Displays help at the command prompt.

. Remote Deskiop Services Manager

Y
iz Romate Deshbop Services b
o SRvIS - Manage Remote Desktop Session Host Server SRVTS |
g MMy GROUD ':&' .

Usets | Sessions  Processes:|
Serves | User | 'Setsion [ID | PD =]
SYSTEM  Servicey 0

T

Wrong Awnsers:
Tasklist

Displays a list of currently running processes on the local computer or on a remote computer.

Tasklist replaces the tlist tool.
Source: http://technet.microsoft.com/en-us/library/cc730909(WS.10).aspx Get-Process Although the following

will work for a single instance:
(Get-Process lobapp)-Kill()



indows"system32% cmd.exe - powershell

Cospovershel]

tiindoys PoverShell _ | e

Copyright <(C> 288? Microsoft Corporation. All rights reserved.
PSS Gisd (Get—-Process lobapp?

Handlez HPHCK> PHCK> US<HD UMCH> CPU{s> Id ProcezzsHame

68 256 L2 A.16 1132 lobapp

S Gewy (Get-FProcess lobapp) KillCh
S Giny (Get—-Process lobappd

This will not work on multiple instances:
(Get-Process lobapp).Kill()

: ChiWindows'\ system 32 cmd.exe

dindows PowerShell ) . )
Copuright (C» 2889 Microsoft Corporation. All rights

PE C:ind {Get-Process lobapp?

Handles HNHPHCK> C UECH>» UMIMY PUCs> d ProceszzHane
bE | 2hE 5644 P! g labapp
68 56 27a4 71 -14 132 lobapp
2k 5708 71 _. ' lobapp
5652 71 i 3992 lobapp

» (Get—Process lobapp).Killc<>

But one could argue that using the ForEach-Object commandlet circumvents the issue:
(Get-Process lobapp)|ForEach-Object {$__.Kill()}
However because this requires more than just the Get-Process cmdlet, | choose to render this answer invalid.



o, Administrator: C:Y Windows' sy stem32' cmd.exe - powershell

poweErs
dows Po hell
Copyright (GC> 2807 Microsoft Corporationm. fill reserved.

C:sy (Get—Process lobapp?

HPHCK> PHCES WECKY UMCHD ( 4 Ia

2524 lobapp
2544 lohapp
2928 lohapp
3492 lobapp

5676
L76a
5729
5784

(=g == =] ]

» (Get—Process lobapp? !ForEach-Object £5_.Hill<{>3
> (Get—Process lobapp?

QUESTION 61
Your network contains an Active Directory domain.

You deploy a server named Serverl that has the Remote Desktop Connection Broker (RD Connection Broker)
role service installed.

You need to ensure that all servers that have the Remote Desktop Session Host (RD Session Host) role
service installed are automatically configured to use Serverl as an RD Connection Broker.

What should you do?

Register a service principal name (SPN) for Serverl.

Register a service location (SRV) record for Serverl.

Use a Group Policy to configure the Restricted Groups settings.

Use a Group Policy to configure the Remote Desktop Services settings.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

RD Connection Broker

Policy settings in this node control configuration of a Remote Desktop Session Host server that is a member of
a load-balanced Remote Desktop Session Host server farm. The full path of this node in the Group Policy
Management Console is Computer Configuration\Policies\Administrative Templates\Windows Components
\Remote

Desktop Services\Remote Desktop Session Host\RD Connection Broker.

Available policy settings Join RD Connection Broker

This policy setting allows you to specify whether the RD Session Host server should join a farm in RD
Connection Broker. RD

Connection Broker tracks user sessions and allows a user to reconnect to their existing session in a load-
balanced RD Session Host server farm. To participate in RD Connection Broker, the Remote Desktop Session



Host role service must be installed on the server. If the policy setting is enabled, the RD Session Host server
joins the farm that is specified in the Configure RD Connection Broker Farm Name setting. The farm exists on
the RD Connection Broker server that is specified in the Configure RD Connection Broker Server name policy
setting.

If you disable this policy setting, the server does not join a farm in RD Connection Broker, and user session
tracking is not performed. If the setting is disabled, you cannot use either the Remote Desktop Session Host
Configuration tool or the Terminal

Services WMI provider to join the server to RD Connection Broker.

If the policy setting is not configured, the setting is not specified at the Group Policy level. In this case, you can
configure the server

to join RD Connection Broker by using the Remote Desktop Session Host Configuration tool or the Terminal
Services WMI provider.

If you enable this setting, you must also enable the "Configure RD Connection Broker Farm Name" and
Configure RD Connection Broker Server name policy settings, or configure these settings by using either the
Remote Desktop Session Host Configuration tool or the Terminal Services WMI provider.

Configure RD Connection Broker farm name

This policy setting allows you to specify the name of a farm to join in RD Connection Broker. RD Connection
Broker uses the farm name to determine which RD Session Host servers are in the same RD Session Host
server farm. Therefore, you must use the same farm name for all RD Session Host servers in the same load-
balanced farm. The farm name does not have to correspond to a name in Active Directory Domain Services. If
you specify a new farm name, a new farm is created in RD Connection Broker. If you specify an existing farm
name, the server joins that farm in RD Connection Broker. If you enable this policy setting, you must specify the
name of a farm in RD Connection Broker. If you disable or do not configure this policy setting, the farm name is
not specified by Group Policy. In this case, you can adjust the farm name by using the Remote Desktop
Session Host Configuration tool or the Terminal Services WMI provider. This setting is not effective unless both
the Join RD Connection Broker and the Configure RD Connection Broker server name settings are enabled
and configured by using Group Policy, the Remote Desktop Session Host Configuration tool, or the Terminal
Services WMI provider.

Configure RD Connection Broker server name

This policy setting allows you to specify the RD Connection Broker server that the RD Session Host server uses
to track and redirect user sessions for a load-balanced RD Session Host server farm. The specified server
must be running the Remote Desktop Connection Broker service. All RD Session Host servers in a load-
balanced farm should use the same RD Connection Broker server.

If you enable this policy setting, you must specify the RD Connection Broker server, using either its host name,
IP address, or fully qualified domain name. If you specify a name or IP address for the RD Connection Broker
server that is not valid, an error message is logged in Event Viewer on the RD Session Host server.

If you disable or do not configure this policy setting, you can adjust the RD Connection Broker server name or
IP address by usin the Remote Desktop Session Host Configuration tool or the Terminal Services WMI
provider.

This policy setting is not effective unless the Join RD Connection Broker policy setting is enabled or the RD
Session Host server is configured to join RD Connection Broker by using the Remote Desktop Session Host
Configuration tool or the Terminal Services WMI provider. To be an active member of an RD Connection
Broker-enabled RD Session Host server farm, the computer account for each RD Session Host server in the
farm must be a member of the Session Directory Computers local group on the RD Connection Broker server.

Use RD Connection Broker load balancing

This policy setting allows you to specify whether to use the RD Connection Broker load balancing feature to
balance the load between servers in an RD Session Host server farm. If you enable this policy setting, RD
Connection Broker redirects users who do not have an existing session to the RD Session Host server in the
farm with the fewest sessions. Redirection behavior for users with existing sessions is not affected. If the server
is configured to use RD Connection Broker, users who have an existing session are redirected to the RD
Session Host server where their session exists.

If you disable this policy setting, users who do not have an existing session log on to the first RD Session Host
server to which they connect.

If you do not configure this policy setting, you can configure the RD Session Host server to participate in RD



Connection Broker load balancing by using the Remote Desktop Session Host Configuration tool or the
Terminal Services WMI provider. If you enable this policy setting, you must also enable the Join RD Connection
Broker, the Configure RD Connection Broker farm name, and the Configure RD Connection Broker server
name policy settings.

Source:http:/technet.microsoft.com/en-us/library/ee791821.aspx

QUESTION 62
Your network contains a server named Serverl that has the Remote Desktop Session Host (RD Session Host)
role service installed.

A user named Userl connects to Serverl and starts an application named Appl.exe.
Userl reports that Appl.exe is unresponsive and cannot be closed.
You need to terminate Appl.exe for Userl only.

Which tool should you do?

A. Tskill
B. Qprocess
C. Rwinsta
D. Quser

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Tskill Ends a process.

Syntax tskill {ProcessID | ProcessName} [/server:ServerName] [{/id:SessionID | /a}] [/v] Parameters ProcessID :
The ID of the process you want to end. ProcessName : The name of the process you want to end. You can use
wildcards to specify this parameter.

I/server: ServerName : Specifies the terminal server containing the process you want to end.

Otherwise, the current terminal server is used.

/id: SessionID : Ends the process running in the specified session.

/a : Ends the process running in all sessions.

Iv : Displays information about the actions being performed.

/? : Displays help at the command prompt.

tskill Appl.exe /server:Serverl /id:<SessionID of Userl>
Source:http:/technet.microsoft.com/en-us/library/bb490806.aspx

QUESTION 63

Your company has an Active Directory domain. The company runs Remote Desktop Services. You configure
the main office printer as the default printer on the Remote Desktop Session Host Server.

The company policy states that all remote client computers must meet the following requirements:
- The main office printer must be the default printer of the client computers.

- Users must be able to access their local printers during a remote desktop session.

You need to create a Group Policy object (GPO) by using the Remote Desktop Session Host Printer
Redirection template to meet the company policy.



What should you do?

A. Set the Use Remote Desktop Easy Print printer driver first option to Disabled. Apply the GPO to all the client
computers.

B. Setthe Use Remote Desktop Easy Print printer driver first option to Disabled. Apply the GPO to the Remote
Desktop Session Host Server.

C. Setthe Do not set default client printer to be default printer in a session option to Enabled. Apply the GPO to
all the client computers.

D. Set the Do not set default client printer to be default printer in a session option to Enabled. Apply the GPO to
the Remote Desktop Session Host Server.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Do not set default client printer to be default printer in a session This policy setting allows you to specify
whether the client default printer is automatically set as the default printer in a Terminal Services session.

By default, Terminal Services automatically designates the client default printer as the default printer in a
Terminal Services session. You can use this policy setting to override this behavior. If you enable this policy
setting, the default printer is the printer specified on the remote computer. If you disable this policy setting, the
terminal server automatically maps the client default printer and sets it as the default printer upon connection.
If you do not configure this policy setting, the default printer is not specified at the Group Policy level. However,
an administrator can configure the default printer for client sessions by using the Terminal Services
Configuration tool.

Source:http:/technet.microsoft.com/en-us/library/cc731963(WS.10).aspx

QUESTION 64
Your network contains an Active Directory domain. The domain contains a server named Serverl that has the
Remote Desktop Licensing (RD Licensing) role service installed.

On Serverl, you enable the License server security group Group Policy setting.

You need to ensure that Serverl can issue Remote Desktop Services client access licenses (RDS CALS) to a
server named Server3.

What should you do on Server3?

From Serverl Computer Management, modify the members of the Terminal Server Computers group.
From Remote Desktop Session Host Configuration, modify the licensing mode.

From Remote Desktop Licensing Manager, modify the connection method from the properties of the server.
From Remote Desktop Licensing Manager, reactivate the server.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Terminal Services License Server Security Group Configuration When the TS Licensing role service is installed
on the server, the Terminal Server Computers local group is created.

The license server will respond only to requests for TS CALs from terminal servers whose computer accounts
are members of this group if the Computer Configuration\Administrative Templates\Windows Components
\Terminal Services\TS Licensing\License server security group Group Policy setting has been enabled and
applied to the license server. By default, the Terminal Server Computers local group is empty. Source: http://
technet.microsoft.com/en-us/library/cc775331.aspx



QUESTION 65
Your network contains three servers named Serverl, Server2, and Server3. Serverl is located on a perimeter
network. Server2 and Server3 are accessible from the internal network only.

Users connect to Server2 and Server3 to run RemoteApp programs.

You need to ensure that remote users can run the RemoteApp programs on Server2 and Server3. The solution
must minimize the number of ports that must be opened on the internal firewall.

Which role service should you install on Server3?

Remote Desktop Gateway (RD Gateway)

Remote Desktop connection Broker (RD connection Broker)
Remote Desktop Web Access (RD Web Access)

Remote Desktop Session Host (RD Session Host)

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 66
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the SMTP
Server feature installed and has one SMTP Virtual Server named SMTP1.

You need to configure Serverl to meet the following requirements:
- Relay e-mail messages for contoso.com.

- Relay e-mail messages for nwtraders.com.

- Prevent the relaying of e-mail messages to other domains.

What should you do?

Modify the connection control settings of SMTP1.
Configure two alias domains to SMTP1.

Modify the relay restrictions list of SMTP1.
Configure two remote domains to SMTPL1.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Configuring SMTP Virtual Server Relay for Remote Domains You can configure an SMTP virtual server to relay
incoming mail to your SMTP/POP3 server. The SMTP virtual server can also accept and relay mail to other
domains within your organization. Specifying a relay server overrides the smart host setting in the Advanced
Delivery box of the SMTP virtual server.

Procedures

To configure an SMTP virtual server to relay mail to a remote domain

1. In IS Manager, double-click the SMTP virtual server that you want to configure, right-click Domains, point to
New, and then click Domain. The New SMTP Domain Wizard starts.

2. Click Remote, and then click Next.

3. In the Name box, type a name for the remote domain, and then click Finish.

4. In IS Manager, right-click the new remote domain, and then click Properties.



5. On the General tab, select the Allow incoming mail to be relayed to this domain check box to allow the SMTP
server to act as a mail relay.

6. On the General tab under Route domain, click Forward all mail to smart host, and then type the fully qualified
domain name or the IP address of the internal network corporate mail server through which you would like to
route messages for this remote domain.

7. Click OK, and then stop and restart the SMTP virtual server. After you configure the remote domain, all mail
that is addressed to the remote domain is relayed to the smart host that you configured. Mail that is not
deliverable is stored in the Inetpub\Mailroot\Badmail folder.

et e -

8 T Internet Information Services (II5) 6.0 Manager Nl Vo o [=] 3|
3 Fie  Action View Window  Help | =12 =l
e | nmle =B

] Internet information Services Domain MName [ Type ]
= %8 SERVER.1 (local compuiter) ‘@mg Local [Default)
- iz [SMTP Virtual Server = 1) &, contoso .com Remote
“% Domains B rwtraders. com Remots
Current Sessions

Source:http:/technet.microsoft.com/en-us/library/cc775967.aspx

QUESTION 67
Your network contains a virtual machine (VM) named VM1. VM1 contains two virtual hard disks (VHDs). One
VHD is a dynamically expanding disk and the other VHD is a fixed disk.

You need to manually copy the VHDs. The solution must minimize the amount of downtime for VM1.

What should you do first?

From Hyper-V Manager, reset VM1.

Run the Export-VM PowerShell cmdlet.
From Hyper-v Manager, pause VM1.

Run the Unmount-VHD PowerShell cmdlet.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 68

Your network contains a server named Serverl that runs Windows Server 2008 R2. The network contains two
sites named Sitel and Site2 that are separated by a firewall. Serverl is configured as a Key Management
Service (KMS) host located in Sitel.

You need to configure the firewall so that computers in Site2 can activate Windows by using Serverl.

Which TCP port should you allow through the firewall?

443
135
1688
1433

CSow>



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

KMS requires a firewall exception on the KMS host. If using the default TCP port, enable the KMS Traffic
exception in Windows Firewall. If using a different firewall, open TCP port 1688. If using a non-default port,
open the custom TCP port in the firewall.

Source:http:/technet.microsoft.com/en-us/library/ff793409.aspx

QUESTION 69

Your network contains a server that runs windows Server 2008 R2 and has the Windows Deployment Services
(WDS) server role installed.

You have a .vhd file that contains an installation of Windows 7.

You need to deploy the Windows 7 installation by using WDS. You want to achieve this goal by using the
minimum amount of administrative effort.

What should you do first?

From Windows Deployment Services, add a capture image.

From Disk Management, mount the .vhd file.

Run the imagex.exe command and specify the /export parameter.
Run the wdsutil.exe command and specify the /add-image parameter.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To add a virtual hard disk image to the server

1. Click Start, right-click Command Prompt, and then click Run as administrator.

2. You must create an image group because .vhd images cannot be in image groups with .wim images. To
create an image group for the .vhd image, use the following syntax: WDSUTIL /Add- ImageGroup /
ImageGroup:

<image group name>.

Example: WDSUTIL /Add-ImageGroup /ImageGroup:"VHD Image Group"

3. To add the .vhd image to the server, use the following syntax (at a minimum): WDSUTIL /Verbose /
Progress /

Add-Image /ImageFile:<path> /ImageType:Install /imageGroup:<image group name>. For differencing disks,
the path to the image should be to the .vhd file of the differencing disk and not to the parent disk. Adding the
differencing .vhd will add the parent .vhd file to the server, but only the differencing disk will be active (the
parent .vhd will be inactive). If the differencing disk is part of chain, choose the last .vhd in the chain. In that
case, the immediate parent .vhd and all preceding parent .vhd files in the chain will also be added. Full syntax:
WDSUTIL /add-Image /ImageFile:<.vhd file path> [/Server:<server name>]

/ImageType:install [/
ImageGroup:<image group name>] [/Filename:<new image file name>] [/UnattendFile:<full path to unattend
file>]

Example: WDSUTIL /Verbose /Progress /Add-Image /ImageFile:"C:\vhd \WindowsServer2008R2.vhd" /
Server:MyWDSServer /ImageType:Install /ImageGroup:"VHD Image Group"

4. Repeat step 3 until you have added all of your .vhd images.



5. If you want to update the description for an image, use the following steps:
a. Run WDSUTIL /Get-ImageGroup /ImageGroup:<image group name> and note the name that the server
assigned to the image. To display the full image metadata on each image in the group, append /Detailed.

Example: WDSUTIL /Get-ImageGroup /ImageGroup:"VHD Image Group" b. To update the description for an
image, use the following syntax where <image name> is the name you noted in the previous step: WDSUTIL /
Set-Image /Image:<image name> /ImageType:Install /ImageGroup:<image

group name> /Description:<description>.

Example: WDSUTIL /Set-Image /Image:"VHD image" /ImageType:Install /ImageGroup:"VHD Image Group" /
Description:"VHD image for R2"
Source:http:/technet.microsoft.com/en-us/library/dd363560(WS.10).aspx

QUESTION 70
Your network contains a server named Serverl that has two volumes named C and D.

You add a new volume.
You need to ensure that you can access data on the new volume by using the path D:\data.

What should you do?

A. From Disk Management, create a volume mount point.

B. Atthe command prompt, run the dism.exe command and specify the /moant-wim parameter.
C. From Disk Management, attach a virtual hard disk (VHD).

D. Atthe command prompt, run the diskraid.exe command and specify the /v parameter.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Assign a mount point folder path to a drive

You can use Disk Management to assign a mount-point folder path (rather than a drive letter) to the drive.
Mount-point folder paths are available only on empty folders on basic or dynamic NTFS volumes. Backup
Operator or Administrator is the minimum membership required.

Assigning a mount-point folder path to a drive

1. In Disk Manager, right-click the partition or volume where you want to assign the mount-point folder path, and
then click Change Drive Letter and Paths.

2. Do one of the following:

To assign a mount-point folder path, click Add. Click Mount in the following empty NTFS folder, type the path to
an empty folder on an NTFS volume, or click Browse to locate it. To remove the mount-point folder path, click it
and then click Remove.

Additional considerations

If you are administering a local or remote computer, you can browse NTFS folders on that computer.

When assigning a mount-point folder path to a drive, use Event Viewer to check the system log for any

Cluster service errors or warnings indicating mount point failures. These errors would be listed as ClusSvc in
the Source column and Physical Disk Resource in the Category column.

Source:http:/technet.microsoft.com/en-us/library/cc753321.aspx

QUESTION 71

You manage a Web server named Serverl that runs Windows Server 2008 R2. Serverl has five application
pools. You need to recycle one application pool without affecting the other application pools. Which tool should
you use?



Internet Information Services (1I1S) Manager
Telnet

Windows Firewall

Performance Monitor

Ftp

Services

Internet Information Services (11S) 6.0 Manager
Security Configuration Wizard (SCW)
lisreset

Component Services

Local Security Policy

System Configuration

rFrATIOomMmoow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 72
You manage a Web server named Serverl that runs Windows Server 2008 R2. Serverl has the FTP Server
role service installed.

You need to manage the FTP server settings on Serverl.

Which tool should you use?

Windows Firewall
Security Configuration Wizard (SCW)
Internet Information Services (11S) 6.0 Manager

A. Services

B. Local Security Policy
C. Performance Monitor
D. Internet Information Services (1IS) Manager
E. Ftp

F. System Configuration
G. lisreset

H. Component Services
I. Telnet

J.

K.

L.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 73
Your network contains a Web server named Serverl that runs windows Server 2008 R2. Serverl contains a
Web site named Sitel. Sitel contains a Web page named Priv.aspx.

The Web page is stored on a FAT patrtition.



You need to ensure that only a user named Userl can access Priv.aspx. All other content on Sitel must be
accessible to everyone.

Which feature should you configure from Internet Information Services (lIS) Manager?

Authorization Rules

ISAPI and CGI Restrictions
Authentication

Connection Strings

IP Address and Domain Restrictions
HTTP Response Headers
Management Service

Error Pages

HTTP Redirect

ISAPI Filters

Worker Processes

Feature Delegation

. Request Filtering

IIS Manager Permissions
SSL Settings

Default Document

TozZzrx="I160mMmMmOO®2

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Ref:http://www.iis.net/ConfigReference/system.webServer/security/authorization

QUESTION 74
Your network contains a server named Serverl that runs Windows Server 2008 R2.

You need to ensure that an administrator is notified by e-mail if the Event Viewer logs any error.

What should you do from the Event Viewer console?

From the System log, select an Error event, and then click the Attach Task to This Event action.
Create a custom view, and then click the Attach Task to This Custom view action.

Create a custom view, and then click the Filter Current Custom view action.

From the System log, click the Filter Current Log action.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 75
You perform a security audit of a server named DC1. You install the Microsoft Network Monitor 3.0 application
on DC1.



You plan to capture alt the LDAP traffic that comes to and goes from the server between 20:00 and 07:00 the
next day and save it to the E:\data.cap file.

You create a scheduled task. You add a new Start a program action to the task.
You need to add the application name and the application arguments to the new action.

What should you do?

A. Add nmcap.exe as the application name. Add the /networks * /capture LDAP /file e:\data.cap /stopwhen /
timeafter 11hours line as arguments.

B. Add netmon.exe as the application name. Add the /networks */capture LDAP /file e:\data.cap /stopwhen /
timeafter 11hours line as arguments.

C. Add nmcap.exe as the application name. Add the /networks * /capture 'LDAP /file e:\data.cap / stopwhen /
timeafter 11hours line as arguments.

D. Add nmconfig.exe as the application name. Add the /networks * /capture &LDAP /file
e:\data.cap / stopwhen /timeafter 11hours line as arguments.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 76
Your company has a network that has 100 servers. You install a new server that runs Windows Server 2008
R2. The server has the Web Server (IIS) server role installed.

After a week, you discover that the Reliability Monitor has no data, and that the Systems Stability chart has
never been updated.

You need to configure the server to collect the Reliability Monitor data.

What should you do?

Run the perfmon.exe /sys command on the server.

Configure the Secondary Logon service to start automatically.
Configure the Remote Registry service to start automatically.
Configure the Task Scheduler service to start automatically.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 77

Your network contains an Active directory domain named fabrikam.com. The domain contains a Web server
named Web1 that runs Windows Server 2008 R2. Web1 contains three Web sites

named Corp, Sales, and Marketing.

You discover that the CPU utilization of Web1 is abnormally high.

You need to identify the amount of memory that each Web site is using.



Which tool should you use?

Component Services
Internet Information Services (1I1S) Manager
System Configuration
Performance Monitor

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Performance Monitor - it is not better tool than 1IS Manager, because it provides same functionality as "Worker
processes" tab in 1IS Manager, but in Performance Monitor you need to configure list of counters before you
see their values unlike as in IIS Manager, which displays all application pools and they cpu usage in one click.
PS. "Web site" is not equal to "application pool”, therefore you need to assign separate application pools for
each web site.
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QUESTION 78

Your network contains a server named Serverl that runs Windows Server 2008 R2.
You need to configure Serverl as a Key Management Service (KMS) host.

What should you do first?

A. From the Server Manager console, run the Add Features Wizard and install the Windows Process
Activation Service.

B. Atthe command prompt, run simgr.vbs and specify the/ipk option.
C. From the Server Manager console, run the Add Features Wizard and install the Online Responder Tools.
D. Atthe command prompt, run slimgr.vbs and specify the/dli option.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To install a KMS host on a Windows Vista or Windows Server 2008 computer

1. Log on to the computer that will serve as the KMS host.

2. Open an elevated command prompt. To do this, click Start, click All Programs, click Accessories, right-click
Command Prompt, and then click Run as administrator.

3. To install your KMS key, type the following at the command prompt, and then press Enter:
cscript C:\windows\system32\simgr.vbs /ipk <KmsKey>

4. Activate the KMS host with Microsoft® using one of the following:

4a. For online activation, type the following at the command prompt and then press Enter:
cscript C:\windows\system32\simgr.vbs /ato

4b. For telephone activation, type the following at the command prompt and then press Enter:
slui.exe 4



5. After activation is complete, restart the Software Licensing Service using the Service application
Source:http:/technet.microsoft.com/en-us/library/cc303280.aspx# _Install KMS_Hosts

QUESTION 79

Your network contains two servers that run Windows Server 2008 R2. The servers are located on different IP
subnets.

You plan to configure the servers in a two-node failover cluster.

You need to select the quorum model for the cluster. The solution must ensure that users can access the
cluster resources if a single node falils.

Which quorum model should you select?

Node and Disk Majority
Node Majority

No Majority: Disk Only

Node and File Share Majority

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Quorum configuration choices

You can choose from among four possible quorum configurations:

Node Majority(recommended for clusters with an odd number of nodes) Can sustain failures of half the nodes
(rounding up) minus one. For example, a seven node cluster can sustain three node failures.

Node and Disk Majority(recommended for clusters with an even number of nodes) Can sustain failures of half
the nodes (rounding up) if the disk witness remains online. For example, a six node cluster in which the disk
witness is online could sustain three node failures. Can sustain failures of half the nodes (rounding up) minus
one if the disk witness goes offline or fails. For example, a six node cluster with a failed disk witness could
sustain two (3-1=2) node failures. Node and File Share Majority(for clusters with special configurations) Works
in a similar way to Node and Disk Majority, but instead of a disk witness, this cluster uses a file share witness.
Note that if you use Node and File Share Majority, at least one of the available cluster nodes must contain a
current copy of the cluster configuration before you can start the cluster. Otherwise, you must force the starting
of the cluster through a particular node. For more information, see "Additional considerations" in Start or Stop
the Cluster Service on a Cluster Node. No Majority: Disk Only(not recommended) Can sustain failures of all
nodes except one (if the disk is online). However, this configuration is not recommended because the disk
might be a single point of failure.

lllustrations of quorum configurations
The following illustrations show how three of the quorum configurations work. A fourth configuration is
described in words, because it is similar to the Node and Disk Majority configuration illustration.

Note:

In the illustrations, for all configurations other thanDisk Only, notice whether a majority of the relevant elements
are in communication (regardless of the number of elements). When they are, the cluster continues to function.
When they are not, the cluster stops functioning.
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As shown in the preceding illustration, in a cluster with theNode Majorityconfiguration,only nodes are counted
when calculating a majority.
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As shown in the preceding illustration, in a cluster with theNode and Disk Majorityconfiguration, the nodes and
the disk witness are counted when calculating a majority.
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Node and File Share Majority Quorum Configuration

In a cluster with the Node and File Share Majority configuration, the nodes and the file share witness are
counted when calculating a majority. This is similar to the Node and Disk Majority quorum configuration shown
in the previous illustration, except that the witness is a file share that all nodes in the cluster can accessinstead
of a disk in cluster storage.
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In a cluster with the Disk Only configuration, the number of nodes does not affect how quorum is achieved. The
disk is the quorum. However, if communication with the disk is lost, the cluster becomes unavailable.

Source:http://technet.microsoft.com/en-us/library/cc731739.aspx

QUESTION 80

Your company has a main office and five branch offices that are connected by WAN links. The company has an
Active Directory domain named contoso.com. Each branch office has a member server configured as a DNS

server. All branch office DNS servers host a secondary zone for contoso.com.

You need to configure the contoso.com zone to resolve client queries for at least four days in the event that a
WAN link fails.

What should you do?

Configure the Expires after option for the contoso.com zone to 4 days.
Configure the Retry interval option for the contoso.com zone to 4 days.
Configure the Refresh interval option for the contoso.com zone to 4 days.
Configure the Minimum (default) TTL option for the contoso.com zone to 4 days.
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Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
http://technet.microsoft.com/en-us/library/bb727018.aspx

DNS Config

Expires After The period of time for which zone information is valid on the secondary server. If the secondary
server can't download data from a primary server within this period, the secondary server lets the data in its
cache expire and stops responding to DNS queries. Setting Expires After to seven days allows the data on a
secondary server to be valid for seven days.

QUESTION 81

Your company has an Active Directory domain named contoso.com. The company network has two DNS
servers named DNS1 and DNS2.



The DNS servers are configured as shown in the following table:

DNS1 DNS2

_msdcs.contoso.com .(root)

contoso.com _msdcs.contoso.com
contoso.com

Domain users, who are configured to use DNS2 as the preferred DNS server, are unable to connect to Internet
Web sites.

You need to enable Internet name resolution for all client computers.

What should you do?

Create a copy of the .(root) zone on DNSL1.

Update the list of root hints servers on DNS2.

Update the Cache.dns file on DNS2. Configure conditional forwarding on DNS1.
Delete the .(root) zone from DNS2. Configure conditional forwarding on DNS2.

CSow>

Correct Answer: D

Section: (none)

Explanation

Explanation/Reference:

QUESTION 82

Your network contains an Active Directory domain named contoso.com. The domain contains a server named
Serverl. Serverl has the Active Directory Federation Services (AD FS) role installed.

You have an application named Appl that is configured to use Serverl for AD FS authentication.

You deploy a new server named Server2. Server2 is configured as an AD FS 2.0 server.

You need to ensure that Appl can use Server2 for authentication.

What should you do on Server2?

Create a relaying provider trust.

Create a relying party trust.http://www.lead2pass.com/70-649.html
Add an attribute store.

Create a claims provider trust.

oo w»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To create a relying party trust manually

Click Start, point to Programs, point to Administrative Tools, and then click AD FS 2.0 Management.

Under AD FS 2.0\Trust Relationships, right-click Relying Party Trusts, and then click Add Relying Party Trust to
open the Add Relying Party Trust Wizard.

On the Welcome page, click Start.

On the Select Data Source page, click Enter data about the relying party manually, and then click Next.

On the Specify Display Name page type a name in Display name, under Notes type a description for this relying
party trust, and then click Next.



On the Choose Profile page, do one of the following:
Click AD FS 2.0 profile, click Next, and then move to step 7.

Click AD FS 1.0 and 1.1 profile, click Next, and then go to step 9.

If you know you will require interoperability with older Active Directory Federation Services (AD FS) federation,
as provided in Windows Server 2003 R2, click AD FS 1.0 and 1.1 profile. Otherwise, use the default AD FS 2.0
profile.

On the Configure Certificate page, click Browse to locate a certificate file, and then click Next.

On the Configure URL page, do one or both of the following, click Next, and then go to step 10:

Select the Enable support for the WS-Federation Passive protocol check box. Under Relying party WS-
Federation Passive protocol URL, type the URL for this relying party trust, and then click Next.

Select the Enable support for the SAML 2.0 WebSSO protocol check box. Under Relying party SAML 2.0 SSO
service URL, type the Security Assertion Markup Language (SAML) service endpoint URL for this relying party
trust, and then click Next.

Click the Help button on this page for more information about which of these options apply to the needs of your
organization.

On the Configure URL page, under WS-Federation Passive URL, type the URL for this relying party trust, and
then click Next.

On the Configure Identifiers page, specify one or more identifiers for this relying party, click Add to add them to
the list, and then click Next.

On the Choose Issuance Authorization Rules page, select either Permit all users to access this relying party or
Deny all users access to this relying party, and then click Next.

On the Ready to Add Trust page, review the settings, and then click Next to save your relying party trust
information.

On the Finish page, click Close. This action automatically displays the Edit Claim Rules dialog box. For more
information about how to proceed with adding claim rules for this relying party trust, see Additional references.

QUESTION 83
Your network contains an Active Directory domain named contoso.com.

The network has a branch office site that contains a read-only domain controller (RODC) named RODCL.
RODC1 runs Windows Server 2008 R2.

A user logs on to a computer in the branch office site.
You discover that the user's password is not stored on RODC1.

You need to ensure that the user's password is stored on RODC1 when he logs on to a branch office site
computer.

What should you do?

A. Add RODC1's computer account to the built-in Allowed RODC Password Replication Group on RODC1.

B. Modify the RODC s password replication policy by removing the entry for the Allowed RODC Password
Replication Group.

C. Modify the RODC s password replication policy by adding RODC 1's computer account to the list of allowed
users, groups, and computers.

D. Add the user's user account to the built-in Allowed RODC Password Replication Group on RODCL1.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:



QUESTION 84
Your network contains two Active Directory forests named contoso.com and nwtraders.com. Active Directory
Rights Management Services (AD RMS) is deployed in each forest.

You need to ensure that users from the nwtraders.com forest can access AD RMS protected content in the
contoso.com forest.

What should you do?

Create an external trust from nwtraders.com to contoso.com.

Add a trusted user domain to the AD RMS cluster in the nwtraders.com domain.
Create an external trust from contoso.com to nwtraders.com.

Add a trusted user domain to the AD RMS cluster in the contoso.com domain.
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

A trusted user domain, often referred as a TUD, is a trust between AD RMS clusters that instructs a licensing
server to accept rights account certificates (the certificates identifying users) from another AD RMS server in a
different Active Directory forest. An AD RMS trust is not the same as an Active Directory trust, but it is similar in
that it refers to the ability of one environment to accept identities from another environment as valid subjects.

As a TUD is a trust between AD RMS infrastructures, it requires that each forest (whether in the same company
or in different companies) has its own AD RMS infrastructure.

Using trusted user domains, AD RMS can process requests for use licenses from users whose rights account
certificates were issued by an AD RMS installation in a different Active Directory forest; in other words, from a
different certification cluster. Trusted user domains are added by importing the server licensor certificate, of the
AD RMS installation to trust, to the trusting AD RMS installation.

QUESTION 85
Your network contains a server named Serverl that runs Windows Server 2008 R2.

You create an Active Directory Lightweight Directory Services (AD LDS) instance on Serverl.
You need to create an additional AD LDS application directory partition in the existing instance.

Which tool should you use?

Dsmod

Ldp

Dsadd
Adaminstall

Sow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:



Exam C

QUESTION 1
Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
has the Active Directory Federation Services (AD FS) Federation Service role service installed.

You plan to deploy AD FS 2.0 on Server2.
You need to export the token-signing certificate from Serverl, and then import the certificate to Server2.

Which format should you use to export the certificate?

Base-64 encoded X.S09 (.cer)

Cryptographic Message Syntax Standard PKCS #7 (.p7b)
DER encoded binary X.509 (.cer)

Personal Information Exchange PKCS #12 (.pfx)

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/cc784075(v=ws.10).aspx

Every federation server in an Active Directory Federation Services (ADFS) server farm must have access to the
private key of the token-signing certificate. If you are implementing a server farm of federation servers that
share a single, exportable private key certificate that is issued by an enterprise certification authority (CA), the
private key portion of the existing token-signing certificate must be exported to make it available for importing
into the certificate store on the new server.

QUESTION 2

Your company has a main office and 40 branch offices. Each branch office is configured as a separate Active
Directory site that has a dedicated read-only domain controller (RODC).

An RODC server is stolen from one of the branch offices.

You need to identify the user accounts that were cached on the stolen RODC server.

Which utility should you use?

Dsmod.exe

Ntdsutil.exe

Active Directory Sites and Services
Active Directory Users and Computers

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 3
Your network contains a server named Serverl that runs Windows Server 2008 R2.

On Serverl, you create an Active Directory Lightweight Directory Services (AD LDS) instance named
Instancel.



You connect to Instancel by using ADSI Edit.
You run the Create Object wizard and you discover that there is no User object class.
You need to ensure that you can create user objects in Instancel.

What should you do?

Run the AD LDS Setup Wizard.

Modify the schema of Instancel.

Modify the properties of the Instancel service.

Install the Remote Server Administration Tools (RSAT).

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 4
Your company has a server that runs Windows Server 2008 R2. The server runs an instance of Active
Directory Lightweight Directory Services (AD LDS).

You need to replicate the AD LDS instance on a test computer that is located on the network.

http://www.lead2pass.com/70-649.html
What should you do?

Run the repadmin /kcc <servername> command on the test computer.

Create a naming context by running the Dsmgmt command on the test computer.
Create a new directory partition by running the Dsmgmt command on the test computer.
Create and install a replica by running the AD LDS Setup wizard on the test computer.

CSow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The network contains client computers
that run either Windows Vista or Windows 7. Active Directory Rights Management Services (AD RMS) is
deployed on the network.

You create a new AD RMS template that is distributed by using the AD RMS pipeline. The template is updated
every month.

You need to ensure that all the computers can use the most up-to-date version of the AD RMS template. You
want to achieve this goal by using the minimum amount of administrative effort.

What should you do?

A. Upgrade all of the Windows Vista computers to Windows 7.
B. Upgrade all of the Windows Vista computers to Windows Vista Service Pack 2 (SP2).



C. Assign the Microsoft Windows Rights Management Services (RMS) Client Service Pack 2 (SP2) to all users
by using a Software Installation extension of Group Policy.

D. Assign the Microsoft Windows Rights Management Services (RMS) Client Service Pack 2 (SP2) to all
computers by using a Software Installation extension of Group Policy.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 6
Your network contains a single Active Directory domain. Active Directory Rights Management Services (AD
RMS) is deployed on the network.

A user named Userl is a member of only the AD RMS Enterprise Administrators group.

You need to ensure that Userl can change the service connection point (SCP) for the AD RMS installation. The
solution must minimize the administrative rights of User1.
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To which group should you add Userl?

A. AD RMS Auditors

B. AD RMS Service Group
C. Domain Admins

D. Schema Admins

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

The AD RMS SCP can be registered automatically during AD RMS installation, or it can be registered after
installation has completed.

To register the SCP you must be a member of the local AD RMS Enterprise Administrators group and the
Active Directory Domain Services (AD DS) Enterprise Admins group, or you must have been given the
appropriate authority.

If the user account installing AD RMS does not have permission to register the SCP you will see and Event ID:
190 in the Event Viewer .

You can manually register the SCP in the AD RMS console.
Open SCP tab in the cluster's Properties box and select the Change SCP check box.

QUESTION 7
Your network contains a server named Serverl that runs Windows Server 2008 R2. Server 1 has the Remote
Desktop Session Host (RD Session Host) role service installed.



On serverl, you install and configure the Windows System Resource Manager (WSRM) feature as shown in
the exhibit. (Click the Exhibit button.)

You need to ensure that WSRM enforces the allocation of CPU capacity between users.
What should you do?

Exhibit:
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A. Enable Accounting.

B. Change the Management type to Manage.

C. Add Serverl to the Default computer group.

D. Change the resource allocation policy to Equal_per_process.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 8
Your network contains two servers that run Windows Server 2008 R2. The servers are configured as shown in



the following table.

Server name Role service
Serverl Remaote Desktop Licensing (PD Licensing)
Server? Femote Desktop Session Host (RD Session Host)

The network contains 100 client computers that connect to Remote Desktop Services (RDS) on Server?2.
Serverl has 100 Remote Desktop Services Per Device client access licenses (RDS Per Device CALS)
installed.

You exchange 10 client computers for 10 new client computers.

You need to ensure that the RDS Per Device CALs allocated to the old client computers can be immediately
reallocated to the new client computers.

What should you do?

A. From the Remote Desktop Session Host Configuration console on Server2, modify the Licensing settings.

B. From the Remote Desktop Licensing Manager tool on Serverl, run the Manage RDS CALs wizard and click
the Migrate action.

C. From the Remote Desktop Licensing Manager tool on Serverl, navigate to the Windows Server 2008 R2 -
Installed RDS Per Device CALs node and run the Install Licenses wizard.

D. From the Remote Desktop Licensing Manager tool on Serverl, navigate to the Windows Server 2008 R2 -
Installed RDS Per Device CALs node and click the Revoke RDS CAL action.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Revoke a Remote Desktop Services Per Device Client Access License When a Remote Desktop Session Host
(RD Session Host) server is configured to use Per Device licensing mode, and a client computer or device
connects to an RD Session Host server for the first time, the client computer or device is issued a temporary
license by default. When a client computer or device connects to an RD Session Host server for the second
time, if the Remote Desktop license server is activated and enough RDS Per Device CALs are available, the
license server issues the client computer or device a permanent RDS Per Device CAL. If the license server is
not activated or does not have any RDS Per Device CALs available, the device continues to use the temporary
license. The temporary license is valid for 90 days. In some circumstances, you might want or need to return an
RDS Per Device CAL that has been issued back to the available pool on the license server before the
automatic expiration period has been reached. For example, you might want to do this if the client computer or
device is no longer a part of your environment.

You can revoke an RDS Per Device CAL by using the Remote Desktop Licensing Manager tool. After you have
revoked the RDS Per Device CAL, that RDS Per Device CAL is immediately available to be issued to another
client computer or device. Revocation is not a substitute for ensuring that you have enough RDS Per Device
CALs to support your environment. You can only revoke up to twenty percent of the number of RDS Per Device
CALs of a particular version installed on your license server.

Source:http://technet.microsoft.com/en-us/library/cc732416.aspx
QUESTION 9
Your network contains a Remote Desktop server. The server hosts 10 RemoteApp programs. You need to

configure a digital signature for the RemoteApp programs.

What should you modify?

A. the Remote Desktop connection authorization policies (RD CAPS)



B. the Remote Desktop resource authorization policies (RD RAPS)
C. the RemoteApp and Desktop Connection properties
D. the RemoteApp Deployment Settings

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To configure the digital certificate to use

In the Actions pane of Gestionnaire RemoteApp TS, click Digital Signature Settings. (Or, in the Overview pane,
next to Digital Signature Settings, click Change.)

Select the Sign with a digital certificate check box.

In the Digital certificate details box, click Change.

In the Select Certificate dialog box, select the certificate that you want to use, and then click OK

QUESTION 10
Your network contains a server that has the Remote Desktop Session Host (RD Session Host) role service
installed.

You need to prevent administrators from logging other administrators off of the console session.

http://www.lead2pass.com/70-649.html
What should you do?

From the RDP-Tcp properties of the RD Session Host server, modify the Client Settings.

From the RDP-Tcp properties of the RD Session Host server, modify the Sessions settings.

From the Computer Configuration Group Policy settings, modify the Remote Desktop Session Host settings.
From the User Configuration Group Policy settings, modify the Remote Desktop Connection Client settings.
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Connections

Policy settings in this node control connection settings on a Remote Desktop Session Host server.

The full path of this node in the Group Policy Management Console is

Computer Configuration\Policies\Administrative Templates\Windows Components\Remote Desktop Services
\Remote Desktop Session Host\Connections.

Deny logoff of an administrator logged in to the console session

This policy setting determines whether an administrator attempting to connect remotely to the console of a
server can log off an administrator currently logged on to the console.

This policy is useful when the currently connected administrator does not want to be logged off by another
administrator. If the connected administrator is logged off, any data not previously saved is lost.

If you enable this policy setting, logging off the connected administrator is not allowed.

If you disable or do not configure this policy setting, logging off the connected administrator is allowed.

Note The console session is also known as Session 0. Console access can be obtained by using the /console
switch from Remote Desktop Connection in the computer field name or from the command line

Source: http://technet.microsoft.com/en-us/library/ee791922.aspx

QUESTION 11
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Remote



Desktop Gateway (RD Gateway) role service installed.
You add the Domain Users group to a connection authorization policy named TS_CAP_01.

You need to ensure that only client computers that have Windows Firewall enabled can connect to Remote
Desktop resources through the RD Gateway.

What should you do?

A. From Remote Desktop Gateway Manager, modify the properties of the TS_RAP_01 resource authorization
policy.

B. From Remote Desktop Gateway Manager, modify the properties of the TS_CAP_01 connection

authorization policy.

From the Network Policy Server console, modify the properties of the TS_CAP_01 network policy.

D. From the Network Policy Server console, modify the properties of the TS GATEWAY AUTHORIZATION
POLICY connection request policy.

O

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation: http://technet.microsoft.com/en-us/library/cc754252(v=ws.10).aspx

1. Install the TS Gateway role service

Follow these steps to install the TS Gateway role service. Optionally, during the role service installation
process, you can select an existing certificate (or create a new self-signed certificate), and you can create a TS
CAP and a TS RAP.

To install the TS Gateway role service

Open Server Manager. To open Server Manager, click Start, point to Administrative Tools, and then click
Server Manager.

If the Terminal Services role is not already installed:

In Server Manager, under Roles Summary, click Add roles.

In the Add Roles Wizard, if the Before You Begin page appears, click Next. This page will not appear if you
have already installed other roles and you have selected the Skip this page by default check box.

On the Select Server Roles page, under Roles, select the Terminal Services check box, and then click Next.
On the Terminal Services page, click Next.
On the Select Role Services page, in the Role services list, select the TS Gateway check box.

If prompted to specify whether you want to install the additional role services required for TS Gateway, click
Add Required Role Services.

On the Select Role Services page, confirm that TS Gateway is selected, and then click Next.

If the Terminal Services role is already installed:
Under Roles Summary, click Terminal Services.

Under Role Services, click Add Role Services.
On the Select Role Services page, select the TS Gateway check box, and then click Next.

If prompted to specify whether you want to install the additional role services required for TS Gateway, click
Add Required Role Services.

On the Select Role Services page, click Next.



On the Choose a Server Authentication Certificate for SSL Encryption page, specify whether to choose an
existing certificate for SSL encryption (recommended), create a self-signed certificate for SSL encryption, or
choose a certificate for SSL encryption later. If you are completing an installation for a new server that does not
yet have certificates, see 2. Obtain a certificate for the TS Gateway server for certificate requirements and
information about how to obtain and install a certificate.

Under the Choose an existing certificate for SSL encryption (recommended) option, only certificates that have
the intended purpose (server authentication) and Enhanced Key Usage (EKU) [Server Authentication
(1.3.6.1.5.5.7.3.1)] that are appropriate for the TS Gateway role service will appear in the list of certificates. If
you select this option, click Import, and then import a new certificate that does not meet these requirements, the
imported certificate will not appear in the list.

On the Create Authorization Policies for TS Gateway page, specify whether you want to create authorization
policies (a TS CAP and a TS RAP) during the TS Gateway role service installation process or later. If you select
Later, follow the procedures in 4. Create a TS CAP for the TS Gateway server to create this policy. If you select
Now, do the following:

On the Select User Groups That Can Connect Through TS Gateway page, click Add to specify additional user
groups. In the Select Groups dialog box, specify the user group location and name, and then click OK as
needed to check the name and to close the Select Groups dialog box.

To specify more than one user group, do either of the following: Type the name of each user group, separating
the name of each group with a semi-colon; or add additional groups from different domains by repeating the
first part of this step for each group.

After you finish specifying additional user groups, on the Select User Groups that Can Connect Through TS
Gateway page, click Next.

On the Create a TS CAP for TS Gateway page, accept the default name for the TS CAP (TS_CAP_01) or
specify a new name, select one or more supported Windows authentication methods, and then click Next.

On the Create a TS RAP for TS Gateway page, accept the default name for the TS RAP (TS_RAP_01) or
specify a new name, and then do one of the following: Specify whether to allow users to connect only to
computers in one or more computer groups, and then specify the computer groups; or specify that users can
connect to any computer on the network. Click Next.

On the Network Policy and Access Services page (which appears if this role service is not already installed),
review the summary information, and then click Next.

On the Select Role Services page, verify that Network Policy Server is selected, and then click Next.

On the Web Server (11S) page (which appears if this role service is not already installed), review the summary
information, and then click Next.

On the Select Role Services page, accept the default selections for Web Server (1IS), and then click Next.

On the Confirm Installation Options page, verify that the following roles, role services, and features will be
installed:

Terminal Services\TS Gateway

Network Policy and Access Services\Network Policy Server

Web Server (IIS)\Web Server\Management Tools

RPC over HTTP Proxy

Windows Process Activation Service\Process Model\Configuration APls

Click Install.

On the Installation Progress page, installation progress will be noted.

If any of these roles, role services, or features has already been installed, installation progress will be noted
only for the new roles, role services, or features that are being installed.

On the Installation Results page, confirm that installation for these roles, role services, and features was
successful, and then click Close.

QUESTION 12



You have a Remote Desktop Services farm that contains several Remote Desktop Session Host Servers.
You need to configure one of the Remote Desktop Session Host Servers as a dedicated redirector.
You configure the appropriate DNS records.

What should you do next?

From Remote Desktop Session Host Configuration, set the licensing mode to per user.

From Remote Desktop Session Host Configuration, set the licensing mode to per device.

From Remote Desktop Session Host Configuration, change the relative weight of the server to 50.
From Remote Desktop Session Host Configuration, configure the server to deny new user logons.
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 13

Your network contains a Web server that runs Windows Server 2008 R2. The Web server has a Web site
named Webl. Webl hosts several HTML Web pages located in the C:\inetpub\wwwroot folder,

Windows authentication is enabled for Web1.

You need to prevent some users from accessing one of the HTML Web pages.

What should you do?

From Windows Explorer, modify the NTFS permissions.http://www.lead2pass.com/70-649.html|
From Windows Explorer, modify the share permissions.

From Internet Information Services (11S) Manager, modify the Authentication settings.

From Internet Information Services (11S) Manager, modify the Request Filtering settings.

cow »

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 14
Your network contains a Web site named Web1. Web1 is configured to use an application pool named
AppPooll.

You need to ensure that the memory used by the Web site is released every 12 hours. The solution must
minimize the amount of downtime for the Web site.

What should you do?

Modify the recycling settings for AppPooll.
Modify the session state settings for Web1.
Create a scheduled task that runs tskill.exe w3svc.exe.
Create a scheduled task that runs iisreset.exe /noforce.

Sow>



Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 15

Your company hosts a Web site on a server that runs Windows Server 2008 R2. The server has the Web
Server (1IS) server role installed. SSL is configured on the Web site for virtual directories that require
encryption.

You are implementing a new Web application on the Web site. The new application has its own logon page
named Userlogin.aspX. You enable Forms Authentication in the Web site properties.

You need to configure the Web site to use Userlogin.aspx to authenticate user accounts.

What should you do?

Configure the Forms Authentication Settings to Require SSL.

Configure the Name property of the Cookie Settings to the Userlogin.aspx filename.

Configure the Login URL property for the Forms Authentication Settings to the Userlogin.aspx filename.
Configure the Default Document setting to add the Userlogin.aspx filename in the Web site properties.
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

http://www.lead2pass.com/70-649.html

QUESTION 16
Your network contains a server that runs Windows Server 2008 R2. The server has the Web Server (1IS) role
installed.

The server has a Web application that uses HTTP. All authentication methods are enabled for the
Web application.
You need to prevent passwords from being sent over the network in clear text.

Which two authentication methods should you disable? (Each correct answer presents part of the solution.
Choose two.)

Anonymous

Basic

Digest

Forms

Windows Integrated
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Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Configure Basic Authentication (IIS 7)



Basic authentication requires that users provide a valid user name and password to access content. This
authentication method does not require a specific browser, and all major browserssupport it. Basic
authentication also works across firewalls and proxy servers. For these reasons, it is a good choice when you
want to restrict access to some, but not all, content on a server.

However, the disadvantage of Basic authentication is that it transmits unencrypted base64- encoded passwords
across the network. You should use Basic authentication only when you know that the connection between the
client and the server is secure. The connection should be established either over a dedicated line or by using
Secure Sockets Layer (SSL) encryption and Transport Layer Security (TLS). For example, to use

Basic authentication with Web Distributed Authoring and Versioning (WebDAV), you should configure SSL
encryption.

http://technet.microsoft.com/en-us/library/cc772009(WS.10).aspx Configuring Forms Authentication (1S 7)
Forms authentication uses client-side redirection to forward unauthenticated users to an HTML form where they
can enter their credentials, which are usually a user name and password. After the credentials are validated,
users are redirected to the page they originally requested. Because Forms authentication sends the user name
and password to the Web server as plain text , you should use Secure Sockets Layer (SSL) encryption for the
logon page and for all other pages in your application except the home page.
http://technet.microsoft.com/en-us/library/cc771077(WS.10).aspx Check this link on MSDN for a nice
comparisation of all authentication methods:

http://msdn.microsoft.com/en-us/library/aa292114.aspx

QUESTION 17
Your network contains an FTP server named Serverl. Serverl has an FTP site named FTP1.

You need to hide all of the files in FTP1 that have an .exe file extension. The solution must ensure that users
can list other files in FTP1.

What should you modify?

the FTP authorization rules
the FTP directory browsing
the FTP request filtering
the NTFS permissions
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 18

Your network contains two standalone servers named Serverl and Server2. Serverl has Microsoft SQL Server
2008 Reporting Services installed. Server2 has the SMTP Server feature installed.

You configure the Reporting Services on Serverl to send reports by using Server2.

You need to ensure that Server2 sends the reports.

What should you do on Server2?

Configure a smart host

Configure TLS encryption

Modify the Relay restrictions settings
Modify the Connection control settings

CSow>

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:

Explanation:

To change the SMTP Virtual Server Relay Restrictions, one needs to use the Internet Information Servers (IIS)
6.0 Manager.

This is an IS Role Service that needs to be installed (IS 6 Management Console)

QUESTION 19
Your network contains a Web server that runs Windows Server 2008 R2. You need to back up all Web site
content.

Which tool should you use?

A. Appcmd

B. Internet Information Services (1IS) Manager

C. Internet Information Services (11S) 6.0 Manager
D. Whbadmin

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Wbadmin

Backups are usally done with Windows Server Backup;

Whadmin is the command-line counterpart to Windows Server Backup. You use Whadmin to manage all
aspects of backup configuration that you would otherwise manage in Windows Server Backup. This means that
you can typically use either tool to manage backup and recovery. Source:http://technet.microsoft.com/en-us/
magazine/dd767786.aspxTo not only backup the website content but also the IS configuration backup the
systemstate:

The -systemState parameter:

For Windows7 and Windows Server 2008 R2, creates a backup that includes the system state in addition to
any other items that you specified with the -include parameter. The system state contains boot files (Boot.ini,
NDTLDR, NTDetect.com), the Windows Registry including COM settings, the SYSVOL (Group Policies and
Logon Scripts), the Active Directory and NTDS.DIT on Domain Controllers and, if the certificates service is
installed, the Certificate Store. If your server has the Web server role installed, the IIS Metadirectory will be
included. If the server is part of a cluster, Cluster Service information will also be included.

Source:http:/technet.microsoft.com/en-us/library/cc742083(WS.10).aspx

Appcmd
The backup feature of Appcmd only backups the configuration of the IIS server, not the websites:
After you install [IS 7.0, you can backup your configuration by using the built-in command-line tool,

AppCmd. exe. You can run AppCmd.exe to create a backup of your Web server before you have changed any
configuration.

Files configuration IIS server:
Administration.config
ApplicationHost.config
Redirection.config
MBSchema.xml
MetaBase.xml

To create a backup using AppCmd.exe



1. Open a command prompt as administrator and change to the %windir%\system32\inetsrv\ directory.

2. At the command prompt, type appcmd add backup "FirstBackup" and then press Enter.

3. This creates a backup with the name "FirstBackup”. At a later date, if you need to restore the backup, use
appcmd restore backup "FirstBackup"

Source:http://learn.iis.net/page.aspx/199/create-a-backup-with-appcmd/

QUESTION 20
Your network contains a Web server named Serverl that runs Windows Server 2008 R2.

Serverl contains a Web site named Webl. Users access Webl by using the URL http://www.contoso.com.
You plan to request a SSL certificate for Web1 from a trusted certification authority (CA).

You need to create a certificate request for Web1. The solution must ensure that users do not receive
certificate-related error messages when they access the Web site.

What should you specify as the common name value in the certificate request?

A. Serverl.contoso.com
B. webl

C. www

D. www.contoso.com

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 21
Your network contains a server that runs Windows 2008 R2. The disks on the server are configured as shown
in the following table.

Disk name Disk size Yol
name
DuskD 50 GB C
Disk1 S0 GB ]
Disk2 100 GB Mone

Volume D contains shared files and applications.

You plan to install an application named Appl on the server. Appl must be installed in D:\Appl.
App1l requires 75 GB of disk space.

You need to ensure that the server can support the planned installation of Appl. The solution must minimize the
impact on all users.

What should you do?

Configure a striped volume.
Configure a mirrored volume.
Create a mount point.

Create a virtual hard disk (VHD).
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Assign a mount point folder path to a drive

You can use Disk Management to assign a mount-point folder path (rather than a drive letter) to the drive.
Mount-point folder paths are available only on empty folders on basic or dynamic NTFS volumes. Backup
Operator or Administrator is the minimum membership required.

Assigning a mount-point folder path to a drive

1. In Disk Manager, right-click the partition or volume where you want to assign the mount-point folder path, and
then click Change Drive Letter and Paths.

2. Do one of the following:

To assign a mount-point folder path, click Add. Click Mount in the following empty NTFS folder, type the path to
an empty folder on an NTFS volume, or click Browse to locate it. To remove the mount-point folder path, click it
and then click Remove.

Source:http:/technet.microsoft.com/en-us/library/cc753321.aspx

QUESTION 22

Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2. Serverl
and Server2 are configured as a failover cluster named Clusterl.

Clusterl hosts a clustered application named Appl. Appl has a physical disk resource named Cluster Disk 1.

You need to use the Chkdsk tool to fix all of the errors on Cluster Disk 1.

What should you do first?

From Disk Management, take Cluster Disk | offline.

From Disk Management, disable write caching for Cluster Disk 1.

From Failover Cluster Manager, modify the dependencies for Cluster Disk 1.
From Failover Cluster Manager, enable maintenance mode for Cluster Disk 1.
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Run a Disk Maintenance Tool Such as Chkdsk on a Clustered Disk To run a disk maintenance tool such as
Chkdsk on a disk or volume that is configured as part of a clustered service, application, or virtual machine, you
must use maintenance mode. When maintenance mode is on, the disk maintenance tool can finish running
without triggering a failover. If you have a disk witness, you cannot use maintenance mode for that disk.
Maintenance mode works somewhat differently on a volume in Cluster Shared Volumes than it does on other
disks in cluster storage, as described in Additional considerations, later in this topic. Membership in the local
Administrators group, or equivalent, is the minimum required to complete this procedure

To run a disk maintenance tool such as Chkdsk on a clustered disk

1. In the Failover Cluster Manager snap-in, if the cluster is not displayed, in the console tree, right- click
Failover Cluster Manager, click Manage a Cluster, and select or specify the cluster you want.

2. If the console tree is collapsed, expand the tree under the cluster that uses the disk on which you want run a
disk maintenance tool.

3. In the console tree, click Storage.

4. In the center pane, click the disk on which you want to run the disk maintenance tool.

5. Under Actions, click More Actions, and then click the appropriate command:

If the disk you clicked is under Cluster Shared Volumes and contains multiple volumes, click Maintenance, and
then click the command for the appropriate volume. If prompted, confirm your action.



If the disk you clicked is under Cluster Shared Volumes and contains one volume, click Maintenance, and then
click Turn on maintenance mode for this volume . If prompted, confirm your action.

If the disk you clicked is not under Cluster Shared Volumes, click Turn on maintenance mode for this disk.

6. Run the disk maintenance tool on the disk or volume. When maintenance mode is on, the disk maintenance
tool can finish running without triggering a failover.

7. When the disk maintenance tool finishes running, with the disk still selected, under Actions, click More
Actions, and then click the appropriate command:

If the disk you clicked is under Cluster Shared Volumes and contains multiple volumes, click Maintenance, and
then click the command for the appropriate volume. If the disk you clicked is under Cluster Shared Volumes
and contains one volume, click Maintenance, and then click Turn off maintenance mode for this volume. If the
disk you clicked is not under Cluster Shared Volumes, click Turn off maintenance mode for this disk.

Source:http:/technet.microsoft.com/en-us/library/cc772587.aspx

QUESTION 23

You have two servers that run Windows Server 2008 R2 Enterprise. Both servers have the Failover Clustering
feature installed. You configure the servers as a two-node cluster. The cluster nodes are named NODEL1 and
NODE2.

You have an application named PrintService that includes a print spooler resource.
You need to configure the cluster to automatically return the PrintService application to NODEL1 after a failover.

Which two actions should you perform? (Each correct answer presents part of the solution.Choose two.)

Set the Period (hours) option to 0 in the properties of the print spooler resource.
Move NODE1 to the top of the list of preferred owners for the PrintService application.
Enable the Allow Fallback and Immediate options for the PrintService application.

Disable the If restart is unsuccessful, failover all resources in this server or application option in the
properties of the print spooler resource.
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Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Preferred nodes list defined

If you define a complete preferred nodes list for a group (that is, one listing all the nodes in the cluster), then the
Cluster service uses this defined list as its internal list. However, if you define a partial preferred nodes list for a
group, then the Cluster service uses this defined list as its internal list and appends any other installed nodes
not on the preferred list, ordered by their node IDs. For example, if you created a 5-node cluster (installing the
nodes in the order Nodel, Node2, Node3, Node4, and Node5) and defined Node3, Node4, and Node5 as
preferred owners for the resource group, PRINTGR1, the Cluster service would maintain this ordered list for
PRINTGR1: Node3, Node4, Node5, Nodel, Node2. How the Cluster service uses this list depends on whether
the resource group move is due to a resource/node failure or a manual move group request.

Preferred lists and resource or node failures

For resource group or node failures, the group fails over to the node next to the current owner on the preferred
nodes list. In the example above, if the resource group PRINTGR1 on Node3 fails,then the Cluster service
would fail that group over to the next node on the list, Node4. If you allow failback for that group, then when
Node3 comes up again, the Cluster service will fail back PRINTGRL1 to that node.

Source:http:/technet.microsoft.com/en-us/library/cc737785.aspx

QUESTION 24

Your network contains an Active Directory domain named contoso.com- All servers run Windows Server 2008
R2.

A server named Serverl has the Windows Deployment Services (WDS) server role installed. A custom



Windows 7 image is available for download from Serverl.

A server named Server2 has the Hyper-V server role installed.
You create a virtual machine (VM) named VM1 on Server2.
You need to deploy the Windows 7 image from Serverl to VM1.

What should you do first?

On Serverl, configure a multicast transmission.

On Serverl, adjust the PXE Response Delay setting.

From the properties of VM1, install a legacy network adapter.
From the properties of VM1, install a synthetic network adapter.
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 25
Your company has a single Active Directory domain. The company network is protected by a firewall.

Remote users connect to your network through a VPN server by using PPTP.

When the users try to connect to the VPN server, they receive the following error message:
"Error 721: The remote computer is not responding.”

You need to ensure that users can establish a VPN connection.

What should you do?

Open port 3389 on the firewall.
Open port 1723 on the firewall.
Open port 1423 on the firewall.
Open port 6000 on the firewall.
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You need to make sure TCP port 1723 (for PPTP) or UDP port 500 (for IPsec) is open for the VPN to
communicate through the firewal

QUESTION 26
Your company's corporate network uses Network Access Protection (NAP).

Users are able to connect to the corporate network remotely.
You need to ensure that data transmissions between remote client computers and the corporate
network are as secure as possible.

What should you do?



Apply an IPSec NAP policy.

Restrict Dynamic Host Configuration Protocol (DHCP) clients by using NAP.
Configure a NAP policy for 802.1X wireless connections.

Configure VPN connections to use MS-CHAP u2 authentication.
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Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 27

Your company has a main office and a branch office. The branch office has three servers that run a Server
Core installation of Windows Server 2008 R2.

The servers are named Serverl, Server2, and Server3.

You want to configure the Event Logs subscription on Serverl to collect events from Server2 and Server3.
You discover that you cannot create a subscription on Serverl from another computer.
You need to configure a subscription on Serverl.

Which two actions should you perform? (Each correct answer presents part of the solution.Choose two.)

A. Run the wecutil ¢s subscription.xml command on Serverl.

B. Create a custom view on Serverl by using Event Viewer.
Export the custom view to a file named subscription.xml.

C. Create an event collector subscription configuration file.
Name the file subscription.xml.

D. Run the wevtutil im subscription.xml command on Serverl.

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 28
Your network contains 100 servers that run Windows Server 2008 R2.

A server named Serverl is deployed on the network. Serverl will be used to collect events from the Security
event logs of the other servers on the network.

You need to define the Custom Event Delivery Optimization settings on Serverl.

Which tool should you use?

Wevtutil
Wecutil

Task Scheduler
Event Viewer
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Correct Answer: B



Section: (none)
Explanation

Explanation/Reference:

Explanation:

Wecutil.exe is a Windows Eventviewer Collector utility that enables an administrator to create and manage
subscriptions to events forwarded from remote event sources that support the WS-Management protocol.
Commands, options, and option values are case-insensitive for this utility.

QUESTION 29

Your network consists of a single Active Directory domain. All servers run Windows Server 2008 R2. You have
a server named Serverl that hosts shared documents. Users report extremely slow response times when they
try to open the shared documents on Serverl.

You log on to Serverl and observe real-time data indicating that the processor is operating at 100 percent of
capacity.

You need to gather additional data to diagnose the cause of the problem.

What should you do?

A. In Event viewer, open and review the application log for Performance events.

B. In Resource Monitor, use the Resource view to see the percentage of processor capacity used by each
application.

C. In Performance Monitor, create performance counter alert that will be triggered when processor usage
exceeds 80 percent for more than five minutes on Serverl.

D. In the Performance Monitor console, create a counter log to track processor usage.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 30

Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2.

From Serverl, you create a collector-initiated subscription that uses Server2 as a source computer.

ko

Processes B 1o CPU Usage » Views
[ image | pip | Description | st.. - CPU - Total 1
O mmec.ees 1512 Microsoft...  Running 0

D perfmon.exe 2116 Rescurce.,. Running 1

[ swstem Interrupts - Deferred ... Running 0

D swchost.ese {Boomlaunch) £20 Host Pro..  Running 0

D taskmgr.exe 1250 Windows... Running 4]

D WMIADAP = 1435 WMI Rev... Running o 1

O svstem 4 WT Kerne.. Running o - SEcHds

D swchostiexe [LocalServiceMohst,.. 384 Host Prowa Running Q Service CPU Usage 11
D explorer.exe 1544 Windowis,.. Running 4]

D SppEC.Exe 1332 Microsoft...  Running a

Services B o0c cru Usage -

Assaociated Handles search Handles .H_',:\ .

Associated Modules - cPu o 1

CPU 1 - Parked 1i

You verify the event subscription and discover the error message shown in the exhibit. (Click the Exhibit

button.)
You need to ensure that the subscription collection runs successfully.
What should you do?

Exhibit:



‘Euhitriptiun Runtime Status - Collection to Serverl

aubscription Status;

Active - : No additional status.

source commputers: 1 Total, 1 Ewrors

Cormputer Mamie Disable [

serverlcontoso.com

[serverl.icontoso.com] - Error - Last retry time: 6/25/2010 11:24:30 A0, Code (lh):
Secessisdenied. Mext retry time: 6/2572010 11:29:30 AM.

Close [

A. From the properties of the subscription, modify the user Account options.

B. On Server2, run winrmquickconfig.

C. From the properties of the subscription, modify the Protocol and Port options.
D. On Serverl, run winrmquickconfig.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 31
Your network contains a server named Serverl that runs a Server Core installation of Windows Server 2008
R2. The network contains a client computer named Computerl that runs Windows 7.

You need to ensure that you can collect events from Serverl on Computerl.

What should you run on Serverl?

net config server
eventcreate /so
wecutil cs

winrm quickconfig

CSow>



Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/cc748890(v=WS.10).aspx

QUESTION 32
Your network contains a server named Serverl that runs Windows Server 2008 R2.

You need to identify which processes perform the most disk writes and disk reads per second.

Which tool should you use?

Reliability Monitor
Disk Management
Resource Monitor
Storage Explorer

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 33
Your network contains a windows Server update Services (WSUS) server named Serverl.

You discover that certain updates listed in the WSUS administrative console are unavailable on Serverl.
You need to ensure that all of the updates listed in the WSUS administrative console are available on Serverl.

What should you do on Serverl?

Run wsusutil.exe and specify the reset parameter.

Restart the Update Services service.

Run wsusutil.exe and specify the deteteunneededrevisions parameter.
Run vvuauclt.exe and specify the /detectnow parameter.

CSow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Reset: Checks that every update metadata row in the database has corresponding update files stored in the file
system. If update files are missing or have been corrupted, WSUS downloads the update files again use it:
After restoring the WSUS database.

When troubleshooting

http://technet.microsoft.com/en-us/library/cc720466%28W S.10%29.aspx

QUESTION 34
Your network contains a Windows Server Update Services (WSUS) server. All computers on the network are
configured to download and install updates once a week.



You need to deploy a critical update to a WSUS client as soon as possible.

Which command should you run?

dism.exe /online /check-apppatch
secedit.exe /refreshpolicy
wuauclt.exe /detectnow
gpupdate.exe /force

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Manipulate Automatic Updates Behavior Using Command-line Options There are two documented command-
line options used for manipulating Automatic Updates behavior. These options are meant to be run from a
command prompt. They are helpful for testing and troubleshooting client computers. For comprehensive
troubleshooting information for problems with both the WSUS server and client computers, see "Microsoft
Windows Server Update Services Operations Guide."

Detectnow Option Because waiting for detection to start can be a time-consuming process, an option has been
added to allow you to initiate detection right away. On one of the computers with the new Automatic Update
client installed, run the following command at the command prompt:

wuauclt.exe /detectnow

QUESTION 35
Your network contains a server that runs Windows Server 2008 R2.

You create a User Defined Data Collector Set (DCS) named Set1.
You need to ensure that the reports generated for Setl are stored for at least one year.

What should you do?

From Data Manager for Setl, modify the Data Manager settings.
From Data Manager for Setl, modify the Actions settings.

From the properties of Setl, modify the Task settings.

From the properties of Setl, modify the Schedule settings.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:

The old answer was: From the properties of Setl, modify the Task settings.

The time before a log shall be deleted settings are in the Data Manager's "Actions Tab" of the custom/user
defined DSC.
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QUESTION 36
Your network contains an Active Directory forest. The forest contains a member server named Serverl that
runs Windows Server 2008 R2.

You need to configure Serverl as a network address translation (NAT) server.

Which server role, role service, or feature should you install?

windows System Resource Manager (WSRM)
Simple TCP/IP services Wireless LAN Service
Connection Manager Administration Kit (CMAK)
Routing and Remote Access service (RRAS)
Group Policy Management

File Server Resource Manager (FSRM)
Services for Network File System (NFS)
Network Load Balancing (NLB)

Windows Server Update Services (WSUS)
Health Registration Authority (HRA)

Network Policy Server (NPS)

Windows Internal Database

FAS~-"IEMTMOO®»

Correct Answer: D
Section: (none)
Explanation



Explanation/Reference:
Explanation:

QUESTION 37
Your network contains an Active Directory forest. The forest contains a member server named Serverl that
runs Windows Server 2008 R2.

You need to configure Serverl to provide central authentication of dial-up, VPN, and wireless connections to
the network.

Which server role, role service or feature should you install?

Windows System Resource Manager (WSRM)
Health Registration Authority (HRA)

Services for Network File System (NFS)
Simple TCP/IP Services

Network Load Balancing (NLB)

Windows Internal Database

Connection Manager Administration Kit (CMAK)
File Server Resource Manager (FSRM)
Windows Server Update Services (WSUS)
Group Policy Management

Network Policy Server (NPS)

Wireless LAN Service

. Routing and Remote Access service (RRAS)

ZTrASCTIONMOO® >

Correct Answer: K
Section: (none)
Explanation

Explanation/Reference:

Explanation:

With NPS Installed Roles

Create Connection request policies allow you to designate whether connection requests are processed locally
or forwarded to remote RADIUS servers.

For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.

QUESTION 38
Your network contains an Active Directory domain. The domain contains several VPN servers that have the
Routing and Remote Access service (RRAS) role service installed.

You need to configure all of the VPN servers to use the same network policies.
The solution must ensure that any changes to the network policies automatically apply to all of the VPN servers.

What should you configure on the VPN servers?

health policies

remediation server groups

system health validators (SHVS)

the Windows Authentication authentication provider
Group Policy preferences

the Windows Accounting accounting provider
IKEV2 client connections

GmMmoOoOow2>



H. the RADIUS Accounting accounting provider
I. the RADIUS Authentication authentication provider
J. connection request policies

Correct Answer: |
Section: (none)
Explanation

Explanation/Reference:
Explanation:
This example is from an Server08 RRAS role without NPS services role activated used as VPN Server.

Show here screenshots from RRAS Properties:

From Server 2008:

Genersl Secutty |IPv4 | IPv6 | PPP | Logging |
The Authentication provider validates credertials for remote acoess clients
and demand-dial routers.
Authentication provider:
RADIUS Authentication ~|  Configure... |

Authentication Methods...

The accounting provider maintaing a log of connection requests and

SE55I0nNS.

Accounting provider:
RADIUS Accounting - Configure...

The custom |Psec policy specifies a preshared key for LZTF connections.
The Routing and Remote Access service should be stated to set this

option.
™ Allow custom IPsec policy for L2TP connection

Frestared ey

For mare information.

oK I Cancel Apply

From Server 2008 R2:



Routing and Remote Access Properties i ﬂﬂ
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Authentication provider:
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SE35I0NS.
Arccounting provider:

|"|".|"|n|:|uws Accounting j Carfigure. . |

The custom |Psec policy specifies a preshared key for LZTP connections.
The Routing and Remote Access service should be started to set this

option.
™ Allow custom IPsec policy for L2TP connection

Freshared ey

551 Certificate Binding:
I Use HTTP

Select the cerfficate the Secure Socket Tunneling Protocol {SSTP)
server should use to bind with 551 (Web Listener)

Cerificate: | Diefault ;I Wiew |

For more information.

oK | Canced | ety |

http://blogs.technet.com/b/rrasblog/archive/2009/03/25/remote-access-deployment-part-2-configuring-rras-as-
a-vpn-server.aspx

http://technet.microsoft.com/en-us/library/cc754107.aspx ==> NPS Used

QUESTION 39
Your network contains an Active Directory domain.

Your company is implementing Network Access Protection (NAP).
You need to define which network resources non-compliant client computers can access.

What should you configure?

system health validators (SHVS)

the Windows Accounting accounting provider
remediation server groups

Group Policy preferences

Sow>



the Windows Authentication authentication provider
health policies

. connection request policies

the RADIUS Accounting accounting provider

IKEV2 client connections

the RADIUS Authentication authentication provider

- I emm

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation: Remediation Server Groups allow you to specify the remediation servers that provide services and
updates to noncompliant NAP client computers

QUESTION 40
Your network contains an Active Directory domain. The domain contains several VPN servers that have the
Routing and Remote Access service (RRAS) role service installed.

You need to collect information about the duration of the VPN connections. The information must be stored in a
central location.

What should you configure on the VPN servers?

the RADIUS Authentication authentication provider
system health validators (SHVS)

IKEv2 client connections

remediation server groups

the Windows Accounting accounting provider

the Windows Authentication authentication provider
health policies

Group Policy preferences

connection request policies

the RADIUS Accounting accounting provider

T IOemMmMmoOO®m>»

Correct Answer: J
Section: (none)
Explanation

Explanation/Reference:
Explanation:

To use RADIUS accounting:

1.0pen Routing and Remote Access.

2.Right-click the server name for which you want to configure RADIUS accounting, and then click Properties.
3.0n the Security tab, in Accounting provider, click RADIUS accounting, and then click Configure.

4.In the RADIUS Accounting dialog box, click Add.

5.In the Add RADIUS Server dialog box, configure the settings for your RADIUS accounting server, and then
click OK.

Note

To perform this procedure, you must be a member of the Administrators group. As a security best practice,
consider using the Run As command rather than logging on with administrative credentials. If you have logged
on with administrative credentials, you can also open Routing and Remote Access by clicking Start, clicking
Control Panel, double-clicking Administrative Tools, and then double-clicking Routing and Remote Access. For



more information, see Default local groups, Default groups, and Using Run as.

QUESTION 41
Your network contains a server named Serverl that has the Remote Desktop Connection Broker (RD
Connection Broker) role service installed.

You deploy two new servers named Server2 and Server3. On Server2 and Server3, you install the Remote
Desktop Session Host (RD Session Host) role service.

From the Remote Desktop Session Host Configuration snap-in, you configure Server2 and Server3 as server
farm members.

You need to ensure that all Remote Desktop sessions are distributed between Server2 and Server3.

What should you do?

A. On Serverl, install the Remote Desktop Gateway (RD Gateway) role service. Add Server2 and Server3 as
RD Gateway server farm members.

B. On Serverl, add the Server2 computer account and the Server3 computer account to the Session Broker
Computers group.

C. On Serverl, install the Remote Desktop Gateway (RD Gateway) role service. Add Serverl as an RD
Gateway server farm member.

D. On Server2 and Server3, add the Serverl computer account to the Remote Desktop Users group.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 42
Your network contains a server named Serverl that runs windows Server 2008 R2. Serverl has the Remote
Desktop Session Host (RD Session Host) role service installed.

You need to ensure that Remote Desktop users can use the user interface elements of Windows Aero.

What should you do on Serverl1?

Add the Quality Windows Audio Video Experience feature.
Add the Desktop Experience feature.

Install a DirectX 10 compliant video adapter.

Change the display settings.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When a user uses Remote Desktop Connection to connect to a Remote Desktop Session Host (RD Session
Host) server, the desktop that exists on the RD Session Host server is reproduced, by default, in the remote
session. To make the remote session look and feel more like the user's local Windows 7 desktop experience,
install the Desktop Experience feature on an RD Session Host server that is running Windows Server 2008
R2.

Desktop Experience installs components and features of Windows 7, such as Windows Media

Player, Windows Defender, and Windows Calendar



Source:http://technet.microsoft.com/en-us/library/cc772567.aspx

QUESTION 43
Your network contains a single Active Directory domain. The domain contains four servers that run Windows
Server 2008 R2. The servers are configured as shown in the following table.

Server name Role service
Serverl Pemote Desktop Licensing (RD Licensing)
Servers Remote Desktop Session Host {RD Session Host)
SErvers Remote Desktop Licensing (RD Licensing)
Serverd RPemote Desktop Session Host (RD Session Host)

You need to ensure that Serverl only issues Remote Desktop Services client access licenses (RDS CALS) to
Server2.

Which two tasks should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Inthe domain, add Server2 to the Terminal Server License Servers group.

B. On Serverl, add Server2 to the Terminal Server Computers group.

C. Inthe domain, configure the Set the Remote Desktop licensing mode Group Policy setting.
D. On Serverl, enable the License Server Security Group Group Policy setting.

Correct Answer: BD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When the Remote Desktop Licensing role service is installed on the server, the Terminal Server Computers
local group is created. The license server will respond only to requests for RDS CALs from Remote Desktop
Session Host servers whose computer accounts are members of this group if the Computer Configuration
\Administrative Templates\Windows Components\Remote Desktop Services\RD Licensing\License server
security group Group Policy setting has been enabled and applied to the license server. By default, the
Terminal Server Computers local group is empty.

When the Remote Desktop Licensing role service is removed from the server, the Terminal Server Computers
local group is deleted.

Source:http://technet.microsoft.com/en-us/library/ee891291(WS.10).aspx

QUESTION 44

Your network contains a server named Serverl that runs windows Server 2008 R2. Serverl has the Remote
Desktop Session Host (RD Session Host) role service and the Windows System Resource Manager (WSRM)
feature installed.

Users from two Active Directory groups named Groupl and Group2 connect to Serverl and run the same
RemoteApp program.

You need to ensure that when Serverl experiences high CPU usage. Groupl users have priority over Group2
users regarding the use of CPU resources. You want to achieve this goal by using the minimum amount of
administrative effort.

What should you do from the WSRM console?

Add a new Conditional Policy.

Create a new Process Matching criteria.
Implement Weighted_Remote_Sessions.
Create a new Calendar Schedule.

Cow>



Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

When the Weighted Remote_Sessions resource allocation policy is managing the system, the processes are
grouped according to the priority assigned with the user account. For example, if three users are remotely
connected, the user assigned Premium priority will receive highest priority access to the CPU, the user
assigned Standard priority will receive second priority to the CPU, and the user assigned Basic priority will
receive lowest priority to the CPU. This policy is for use with RD Session Host servers.

Source:http:/technet.microsoft.com/en-us/library/cc732553.aspx

QUESTION 45

Your network contains a server named Serverl that runs windows Server 2008 R2. Serverl has the Remote
Desktop Session Host (RD Session Host) role service installed. Serverl hosts RemoteApp programs.

Two hundred users connect to Serverl to run the RemoteApp programs.

You need to use Performance Monitor to view the CPU usage of each RemoteApp program.

Which Performance Monitor object should you monitor?

Processor

Process

Terminal Services Session
Terminal Services

CSow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 46

Your network consists of a single Active Directory domain. The network contains a Remote Desktop Session
Host Server that runs windows Server 2008 R2, and client computers that run Windows 7. All computers are

members of the domain.

You deploy an application by using the RemoteApp Manager. The Remote Desktop Session Host Server's

security layer is set to Negotiate.

You need to ensure that domain users are not prompted for credentials when they access the application.

What should you do?



On all client computers, modify the Password Policy settings in the local Group Policy.

On the server, modify the Credential Delegation settings in the local Group Policy.

On all client computers, modify the Credential Delegation settings in the local Group Policy.
On the server, modify the Password Policy settings in the local Group Policy.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Configuration

CredSSP policies, and by extension the SSO functionality they provide to Terminal Services, are configured via
Group Policy. Use the Local Group Policy Editor to navigate to Local Computer Policy\Computer
Configuration\Administrative Templates\System\Credentials Delegation , and enable one or more of the policy
options.

Source: http:/technet.microsoft.com/en-us/library/cc749211(WS.10).aspx One needs to enable the policy on
the client computers, because one want to allow the client computer to reuse the credentials.

QUESTION 47
Your network contains an FTP server that runs Windows Server 2008 R2. You need to prevent FTP users from
viewing all folders named _private. What should you configure?

FTP Request Filtering

FTP Directory Browsing

FTP IPv4 Address and Domain Restrictions
FTP Authorization Rules

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:
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QUESTION 48

Your network contains a server named Serverl. Serverl has three disk volumes. Two volumes drives named C
and E are configured as simple volumes. The third disk volume contains 500 GB of unallocated space.

Drive E hosts a shared folder named Folder1.

Users report that they fail to save files to Folder1.

You discover that drive E has no free space.

You need to ensure that users can save files to Folderl.

What should you do?

From the Share and Storage Management console, run the Provision Storage Wizard.

From the Disk Management console, run the Add Mirror wizard.

From the Share and Storage Management console, run the Provision a Shared Folder Wizard.
From the Disk Management console, run the Extend Volume Wizard.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Extend a Simple or Spanned Volume

A spanned volume is a dynamic volume that consists of disk space on more than one physical disk. If a simple
volume is not a system volume or boot volume, you can extend acrossadditional disks. If you extend a simple
volume across multiple disks, it becomes a spanned volume. You can extend a volume only if it does not have
a file system or if it is formatted using the NTFS file system.

You cannot extend volumes formatted using FAT or FAT32. Backup Operator or Administrator is the minimum
membership required to complete the actions below.

Extending a simple or spanned volume



1. In Disk Management, right-click the simple or spanned volume you want to extend.
2. Click Extend Volume.

3. Follow the instructions on your screen.
Source:http:/technet.microsoft.com/en-us/library/cc753058.aspx

QUESTION 49
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Windows
Deployment Services (WDS) server role installed.

You need to create a multicast session to deploy a virtual hard disk (VHD).

Which tool should you use?

the Windows Deployment Services console
Wdsmcast

Wdsutil

Windows System Image Manager (SIM)

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Creating a multicast transmission for a virtual hard disk image

You can create multicast transmissions for your .vhd images in the same way that you can for .wim images
(except you can only create the transmissions from the command line).

To create a multicast transmission

1. Click Start, right-click Command Prompt, and then click Run as administrator.

2. Do one of the following:

To create an Auto-Cast transmission, use the following syntax: WDSUTIL /New- MulticastTransmission /
Image:<image name> /FriendlyName:<friendly name> /ImageType:Install /ImageGroup:<Image group name> [/
FileName:<file name>] /TransmissionType:AutoCast.

Example: WDSUTIL /New-MulticastTransmission /Image:WindowsServer2008R2 / ImageType:Install /
ImageGroup:"VHD Image Group" /FileName:install.vhd / TransmissionType:AutoCast

To create a Scheduled-Cast transmission, use the following syntax: WDSUTIL /New- MulticastTransmission /

Image:<image name> /FriendlyName:<friendly name> /ImageType:Install /ImageGroup:<Image group name> /
TransmissionType:ScheduledCast [/Time:<yyyy/mm/dd:hh:mm>][/Clients:<no of clients>].

Example: WDSUTIL /New-MulticastTransmission /Image:WindowsServer2008R2 / ImageType:Install /
ImageGroup:"VHD Image Group" /TransmissionType:ScheduledCast /Time:"2008/01/20:17:00" /Clients:10

Source:http:/technet.microsoft.com/en-us/library/dd363560(W S.10).aspx#BKMK5

QUESTION 50

You have a server named Serverl that runs Windows Server 2008 R2. Serverl has the Key Management
Service (KMS) installed. You need to identify how many computers were activated by Serverl. What should you
run?

A. mrinfo.exe Serverl
B. cliconfg.exe

C. slui.exe

D. sIimgr.vbs /dli

Correct Answer: D



Section: (none)
Explanation

Explanation/Reference:
Explanation:
slmgr.vbs /dli - Retrieves the current KMS activation count from the KMS host.

Windows Script Host E

MNarme: ‘Windows Server(R), ServerStandard edition
Description: Windows Operating System - Windows Server(R),
YOLUME _KMS_C channel

Partial Product Key: [ I

Licerse Status: Licensed

Key Management Service is enabled on this machine
Current count: 22
Listening on Port: 1688
DNS publishing enabled
KMS priority: Normal

Key Management Service cumulative requests received from clients
Total requests received: 75
Falled requests recelved: 2
Requests with License Status Unlicensed: 0
Requests with License Status Licensed: 34
Requests with License Status Initial grace period: 20
Requests with License Status License expired or Hardware out of
tolerance: 0
Requests with License Status Non-genuine grace period: 0
Requests with License Status Notification: 21

Source:http://technet.microsoft.com/en-us/library/ff793407.aspx

QUESTION 51

Your network contains a two-node Hyper-V cluster that hosts 10 virtual machines (VMs). You discover that
when a failover occurs, all of the VMs fail over simultaneously. You need to modify the cluster so that you can
fail over each VM individually. What should you do first?

Add a third node to the cluster.

Modify the properties of the cluster failover.
Create a Clustered Shared volume.

Add a new disk to the failover cluster.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 52
Your network contains a server named Serverl that runs Windows Server 2008 R2. You need to configure



Serverl as a Key Management Service (KMS) host. What should you do first?

A. From the Server Manager console, run the Add Features Wizard and install the Windows Process
Activation Service.

B. Atthe command prompt, run simgr.vbs and specify the/ipk option.
C. Atthe command prompt, run simgr.vbs and specify the/dli option.
D. From the Server Manager console, run the Add Features wizard and install the online Responder Tools.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To install a KMS host on a Windows Vista or Windows Server 2008 computer

1. Log on to the computer that will serve as the KMS host.

2. Open an elevated command prompt. To do this, click Start, click All Programs, click Accessories, right-click
Command Prompt, and then click Run as administrator.

3. To install your KMS key, type the following at the command prompt, and then press Enter:
cscript C:\windows\system32\sImgr.vbs /ipk <KmsKey>

4. Activate the KMS host with Microsoft® using one of the following:

4a. For online activation, type the following at the command prompt and then press Enter:
cscript C:\windows\system32\sImgr.vbs /ato

4b. For telephone activation, type the following at the command prompt and then press Enter:

slui.exe 4
5. After activation is complete, restart the Software Licensing Service using the Service application.

Source:http:/technet.microsoft.com/en-us/library/cc303280.aspx# _Install KMS_Hosts

QUESTION 53
You manage a Web server named Serverl that runs Windows Server 2008 R2. Serverl has the SMTP Server
feature installed.

You need to manage the SMTP server settings.

Which tool should you use?

Telnet

windows Firewall

System Configuration

lisreset

Local Security Policy

Performance Monitor

Internet Information Services (1I1S) Manager
Ftp

Component Services

Services

Security Configuration Wizard (SCW)
Internet Information Services (11S) 6.0 Manager

FAS-"IEMTMOO®»

Correct Answer: L
Section: (none)
Explanation



Explanation/Reference:
Explanation:
Ref:http://technet.microsoft.com/en-us/library/dd364124%28WS.10%29.aspx

QUESTION 54
You manage a Web server named Serverl that runs Windows Server 2008 R2. Serverl has the SMTP Server
feature installed.

You need to verify whether you can connect to Serverl over TCP port 25.

Which tool should you use?

Internet Information Services (1I1S) Manager
Ftp

Performance Monitor

Windows Firewall

Local Security Policy

Telnet

lisreset

System Configuration

Services

Component Services

Internet Information Services (11S) 6.0 Manager
Security Configuration Wizard (SCW)

FAS-"IEMTMOO®»

Correct Answer: F
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 55
Your network contains a Web server named Serverl that runs Windows Server 2008 R2. Serverl has four
application pools.

You need to view a list of the CPU and memory resources used by each application pool.

Which feature should you configure from Internet Information Services (IIS) Manager?

IP Address and Domain Restrictions
Request Filtering

HTTP Response Headers
HTTP Redirect

SSL Settings

Feature Delegation

Error Pages

Worker Processes
Default Document
Authentication
Connection Strings

ISAPI Filters

. Authorization Rules

ZTrASCTIONMOO®»



N. US Manager Permissions
O. ISAPI and CGI Restrictions
P. Management Service

Correct Answer: H
Section: (none)
Explanation

Explanation/Reference:
Explanation:

'H'IIH Worker Processes
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QUESTION 56

Your network contains a Web server named Serverl that runs windows Server 2008 R2.

You need to ensure that when a user attempts to connect to a page on Serverl that does not exist, Serverl
displays a custom page that contains a site map.

Which feature should you configure from Internet Information Services (IIS) Manager?

HTTP Response Headers
Worker Processes

Default Document

Error Pages

ISAPI and CGI Restrictions
Authentication
Management Service
Feature Delegation

IIS Manager Permissions
SSL Settings

Connection Strings
Request Filtering

. Authorization Rules

ISAPI Filters

HTTP Redirect

IP Address and Domain Restrictions

TozZzrx="IT60mMmMmOO®2

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 57
Your network contains an Active Directory domain. The domain contains a server that runs Windows Server
2008 R2.



The server has the Remote Desktop Session Host (RD Session Host) role service and the Remote Desktop
Web Access (RD Web Access) role service installed.

When domain users run RemoteApp programs from the RD Web Access page, they are prompted for their
credentials.

You need to ensure that the domain users can run the RemoteApp programs without being prompted for their
credentials.
What should you do?

From RemoteApp Deployment Settings, configure the Common RDP Settings.

From RemoteApp Deployment Settings, configure the Digital Signature Settings.

On each client computer, add the URL of the RD Web Access Web site to the Trusted sites zone.
On each client computer, add the URL of the RD Web Access Web site to the Local intranet zone.

CSow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 58

Your network contains a Web server that runs Windows Server 2008 R2.
Remote management is configured for Internet Information Services (IIS).
From IIS Manager Permissions, you add a user to a Web site.

You need to prevent the user from using Internet Information Services (lIS) Manager to modify the authorization
rules of the Web site.
Which settings should you configure?

Authorization Rules
Feature Delegation
IIS Manager Permissions
IIS Manager Users

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 59

Your network contains a Web server named Web1 that runs Windows Server 2008 R2.
Web1 has a wildcard certificate installed. Web1 has two Web sites:

Shown in Exhibit

You discover that when you go to the URL https://sitel.contoso.com in Internet Explorer, you connect to Site2.
You need to ensure that when users go to https://sitel.contso.com in Internet Explorer, they connect to Sitel.

The solution must ensure that all connections to Sitel are secure.
Which two settings should you modify? (Each correct answer presents part of the solution. Choose two.)

Exhibit:



U“! Sites

Filter: ~ (Bl Ga - -.é'.;shnw All | Group by:

i3

Mame = I 1D I Status I Binding
'@Sitei T Started (http)}  sitel.contoso,com on 192, 163, 10, 1;80 (hitp)
€0 site2 ?  Started (hitp)  192.168.10.1:443 {https)

The bindings for Sitel
The HTTP Redirect settings for Site2
The HTTP Redirect settings for Sitel
The bindings for Site2

CSow>

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 60
Your network contains a client computer named Computerl that runs Windows 7. Computerl is configured to
use DirectAccess.

You need to identify the URL of the network location server that Computerl is configured to use.

What should you do?

From a command prompt, run ipconfig.exe /displaydns.

From a command prompt, run netsh.exe namespace show policy.

From Control Panel, run the network adapter troubleshooter.

From the Network Connection Status window, view the Network Connection Details.

Cow>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

"use the netsh namespace show policy command to display the NRPT rules configured through Group Policy.
There should be NRPT rules for the intranet namespace and an exemption rule for the fully qualified domain
name (FQDN) of the network location server"

QUESTION 61
Your network contains three servers named Serverl, Server2, and Server3 that have the Network Policy Server
(NPS) role service installed.

On Serverl, you configure a Remote RADIUS Server Group that contains Server2 and Server3. On Server2
and Server3, you configure Serverl as a RADIUS client.

You configure Server2 and Server3 to authenticate remote users.
You need to configure Serverl to forward RADIUS authentication requests to Server2 and Server3.

What should you create on Serverl?



a connection request policy
a health policy

a network policy

a remediation server group

CSow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation:

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.
For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.

http://technet.microsoft.com/en-us/library/cc754518.aspx

QUESTION 62

Your network contains an Active Directory domain named Contoso.com. Contoso.com contains an enterprise
certification authority (CA) named CAL.

You enable Secure Socket Tunneling Protocol (SSTP) on a server named Serverl.

A user named Userl attempts to establish an SSTP connection to Serverl and receives the following error
message: "Error 0x80092013: The revocation function was unable to check revocation because the revocation
server was offline."

You verify that all certificates services are online.

You need to ensure that Userl can connect to Serverl by using SSTP.

What should you do first?

Configure Userl for certificate auto enroliment.
Configure a pre-shared key for IPSec on Userl's computer.
Add a certificate to Serverl that contains Serverl.contoso.com as a Subject Alternative Name (SAN).

Publish the certificate revocation list distribution point (CDP) to a location that is accessible from the
Internet.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation: Ref : http://blogs.technet.com/b/rrasblog/archive/2007/09/26/how-to-debug-sstp-specific-
connection-failures.aspx

Client tries to connect to SSTP VPN server and it fails to connect giving error message 0x80092013
Trouble-shooting steps: This will happen if client is failing the certificate revocation check of the SSL certificate
obtained from server side.

This can happen because of two reasons:
a) Ensure the CRL check servers on the server side are exposed on the Internet (i.e. are available on the

Internet). This is because CRL check is done on the client side during SSL connection establishment phase
and the CRL check query will be directly going on the Internet (and not on top of VPN connection because it is



E?E:UFE)LyS%L that is set inside the machine certificate on RRAS server is pointing to the internal DNS name (e.g.
myvpn.contoso.local) and not the external name (special thanks to one of our esteemed customers, Bill
Voltmer, in pointing this out). To validate this, open the certificate snap-in on your RRAS server, go to details
tab and look at "CRL distribution point” field. To fix this:

1.  Open Server Manager and navigate to Roles, Active Directory Certificate Services

2.  Right click on CA name (e.g. mycompany-vpn1-CA) and choose Properties.

3. Click Extensions tab.

4.  Select the pre-existing http: URL and click Remove.

5.  Click Add...

6. Type http://

7. Type external URL of VPN server

8.  Type CertEnroll/

9. Insert variable <CaName>

10. Insert variable <CRLNameSuffix>

11. Insert variable <DeltaCRLAllowed>

12. Type .crl

13. Check boxes Include in CRLs... and Include in the CDP...

The above should be done before SSTP VPN is configured on RRAS. Or if it is already configured, change the
machine certificate by following this blog.

QUESTION 63
You deploy Network Access Protection (NAP) on your network.

An administrator configures a network policy as shown in the exhibit. (Click the Exhibit button.)
You discover that noncompliant client computers cannot access the remediation network.

You need to configure the network policy to ensure that noncompliant client computers can access the
remediation network.

What should you do?

Exhibit:



NonCompliant-Restricted Access Properties

Cow>

E l _E_:lz - lEI. I

Falicy name. NorComphiart -Fe

+ Pobcy Siala
F enabled. NP5 avatiates this pobicy whils perfming authorzation. ¥ disablad, NP5 does not evaluate this poicy.
¥ Foficy enabled
— Acoess Penmission

If condifions and constraints of the network policy match the connechen request, the policy can esther grant sccess o deny
access. \Whatis access permission?

" Grart socess. Grant access if the connection request matches this policy.
% Dery access. Deny acoess if the conmechon request mstches this policy

I lgnore user account dialin properties.

F the connection request matches the conditions and constraints of thes netwark policy and the policy grants access, pedorm
authonzation with network policy only: do ot evaluate the @aiHn properties of user scoounts

~ Metwork connection methad

Select the tvpe of network Gocess senser thal sends the connection request to NP5, You can ssiect ether the network sccess senver hpe
or Vendor spacic, bt nedher is required . ¥ your nebwork acoess server iz an B02. 1X autherdicating switch or wirsless access poirg,
select Unspecified

T Type of network access server

I Unzpacifed d
% Vendor speciic:
1l =

Ok l Cancel Hrely

In the Type of network access server list, click HCAP Server.
In the Type of network access server list, click Health Registration Authority.
In Access Permission, select the Ignore user account dial-in properties check box.

In Access Permission, select the Grant access. Grant access if the connection request matches this policy

option button.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 64
Your network contains an Active Directory domain named adatum.com.

You publish a RemoteApp named WebApp5. The Remote Desktop Connection (.rdp) file for WebAppS is

unsigned.

When a user named Users runs WebApp5 from the Remote Desktop Web Access (RD Web Access) website,
User5 is prompted for credentials.



You need to prevent users from being prompted for credentials when they run WebApp5.

What should you do?

Enable Forms-based authentication for the Remote Desktop Web Access website.
Enable the Assign a default domain for logon Group Policy setting.

Add a Managed Module for the RDWeb virtual directory.

Enable the Allow Delegating Default Credentials Group Policy setting.

CSow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:

When applied to Terminal Services, Single Sign-On means using the credentials of the currently logged on user
(also called default credentials) to log on to a remote computer. If you use the same user name and password
logging on to your local computer and connecting to a Terminal Server, enabling Single Sign-On will allow you
to do it seamlessly, without having to type in your password again. Locally logged on credentials are used for
connecting to TS Web Access, however, they cannot be shared across TS Web Access and TS or TS
Gateway. Thus you will need to enable the Group Policy settings described below in order to use locally logged
on credentials for TS or TS Gateway connections.

How to enable Single Sign-On?

Single sign-On can be enabled using domain or local group policy.

1. Log on to your local machine as an administrator.

2. Start Group Policy Editor - "gpedit.msc".

3. Navigate to "Computer Configuration\Administrative Templates\System\Credentials Delegation”.

%1 Group Policy Object Editor (= ]
Eile - Action View Help
v e A M4 e RRAERN B
[ Lecal Computer Policy * || Setting State
+ ¢ Computer Configuration I Allow Default Credentials with NTLM-only Server Authentic... Enabled
Software Settings .
L Wlnda-.v: Sr.l:llngi . Allgw Delegating Fresh Credentials Mot configured
a || Administrative Templates e : ) :
Contrel Panel 2. Allow Fresh Credentials with NTLM-only Senver Authenticati..  Not configured
5 Network i Aftow Delegating Saved Credentials Mot configured
. Printars i2 Allow Saved Credentials with NTLM-only Server Suthenticat... Enabled
. =+ P i Deny Delegating Default Credentials Mot configured
Credentisls Delegation i Deny Delegating Fresh Credentials Mot configured
Device Installation i Deny Delegating Saved Credentials Mot configured
Disk NV Cache
Disk Quotas
Distributed COM L
P m_ i [ I Extended ,l' Standard _.-':

4. Double-click the "Allow Delegating Default Credentials" policy.
5. Enable the policy and then click on the "Show" button to get to the server list.



Allow Delegating Default Credentials Properties

. AT |
Sefting | Explain |

(5] Mllow Delegating Default Credertials

i) Disabled

Add servers to the list: | Show:..
| [#] Concatenate O defaults wih nout ahove

Supparted on: Al least Windows Vista
Previous Setting | | Neat Seting |

]
(%]
i =

[ oK

6. Add "TERMSRV/<Your server name>" to the server list. You can add one or more server names. Using one
wildcard (*) in a name is allowed. For example to enable Single Sign-On to all servers in "MyDomain.com" you
can type "TERMSRV/*.MyDomain.com". (Notice the "Concatenate OS defaults with input above" checkbox on
the picture above. When this checkbox is selected your servers are added to the list of servers enabled by OS
by default. For Single Sign- On this default list is empty, so the checkbox has no effect.)

Show Contents Iﬁ
Add servers to the list:

 TERMSRV/" MyDemain com .
TERMSRV/MyTSSarver | Cancel |

Hemave




7. Confirm the changes by clicking on the "OK" button until you return back to the main Group Policy Object
Editor dialog.

8. At a command prompt, run "gpupdate" to force the policy to be refreshed immediately on the local machine.
9. Once the policy is enabled you will not be asked for credentials when connecting to the specified servers.
http://blogs.msdn.com/b/rds/archive/2007/04/19/how-to-enable-single-sign-on-for-my-terminal-
serverconnections.aspx

QUESTION 65
Your company has an Active Directory domain. A server named Serverl runs Windows Server 2008 R2. The
Remote Desktop Services server role and the RD Web Access role service are installed on Serverl.

You install the RD Gateway role service on Serverl. You create the Remote Desktop connection authorization
policy. Users report that they cannot connect to Serverl.

You need to ensure that users can connect to Serverl.

What should you do?

A. Create a Remote Desktop Group Policy object (GPO). Enable the Allow log on through Remote Desktop
Services setting on the GPO. Link the GPO to the domain.

B. Configure the Remote Desktop Resource Authorization Policy (RD RAP) on Serverl.

C. Create a Remote Desktop Group Policy object (GPO). Enable the Set path for Remote Desktop Services
Roaming User Profile setting on the GPO. Create an organization unit (OU) named RDSUsers. Link the
GPO to the RDSUsers OU.

D. Configure Network Access Protection (NAP) onServerl.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Remote Desktop resource authorization policies (RD RAPS) allow you to specify the internal network resources
(computers) that remote users can connect to through an RD Gateway server. Remote users connecting to the
network through an RD Gateway server are granted access to computers on the internal network if they meet
the conditions specified in at least one RD CAP and one RD RAP.

When you associate an RD Gateway-managed computer group with an RD RAP, you can support both fully
qualified domain names (FQDNSs) and NetBIOS names by adding both names to the RD Gateway-managed
computer group separately.

When you associate an Active Directory security group or an RD Session Host server farm with an RD RAP,
both FQDNs and NetBIOS names are supported automatically if the internal network computer that the client is
connecting to belongs to the same domain as the RD Gateway server.

If the internal network computer belongs to a different domain than the RD Gateway server, users must specify
the FQDN of the internal network computer.

Source:http:/technet.microsoft.com/en-us/library/cc772397.aspx

QUESTION 66

Your network contains an Active Directory domain named fabrikam.com. The domain contains a Web server
named Webl that runs Windows Server 2008 R2.

You create a new site named Sitel.

You need to prevent Webl from accepting HTTP URLSs that are longer than 1,024 bytes.

Which feature should you configure?



Authorization Rules
Connection Strings

HTTP Response Headers
Request Filtering

Cow2>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation:
Edit Request Filtering Settings L9 b
General

[¥] Allow unlisted file extensions
[¥] Allow unlisted werbs

[¥] &llow high bit characters

[} Allow double escaping

Request Limits

Maximum allowed content length:
20000000

Maximum URL length:
4056

Maximum guery string:
2048

I | Cancel

T

QUESTION 67
Your network contains an Active Directory domain. The network has DirectAccess deployed.

You deploy the DirectAccess Connectivity Assistant (DCA) to all client computers.
You need to ensure that users can view their DirectAccess status by using the DCA.

Which two group policy settings should you configure? (Each correct answer presents part of the solution.
Choose two.)

A. PortalName
B. Corporate Portal Site



C. CorporateResources
D. Dynamic Tunnel Endpoints (DTES)

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

Explanation:

You must configure the DTE and CorporateResources settings to have DCA functionality. The others settings
are optional, but recommended.

http://technet.microsoft.com/en-us/library/gg502552.aspx

QUESTION 68
Your network contains a server named Serverl that runs Windows Server 2008 R2 Service Pack (SP1).

All users have laptops that run Windows 7. The users frequently work from network locations that only allow
outbound communication to the Internet by using HTTP and HTTPS.

You plan to configure Serverl as a VPN server.

You need to identify which VPN protocol you should use to ensure that all of the users can establish VPN
connections to Serverl.

Which VPN protocol should you identify?

A. SSTP
B. PPTP
C. IKEv2
D. L2TP

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Explanation: http://technet.microsoft.com/en-us/library/cc731352(v=ws.10).aspx

Secure Socket Tunneling Protocol (SSTP) is a new form of VPN tunnel with features that allow traffic to pass
through firewalls that block PPTP and L2TP/IPsec traffic.

SSTP provides a mechanism to encapsulate PPP traffic over the SSL channel of the HTTPS protocol.

The use of PPP allows support for strong authentication methods such as EAP-TLS.
The use of HTTPS means traffic will flow through TCP port 443, a port commonly used for Web access.

Secure Sockets Layer (SSL) provides transport-level security with enhanced key negotiation, encryption, and
integrity checking.

QUESTION 69

Your network consists of an Active Directory forest that contains one domain. All domain controllers run
Windows Server 2008 R2 and are configured as DNS servers. You have an Active Directory- integrated zone.
You have two Active Directory sites. Each site contains five domain controllers.

You add a new NS record to the zone.



You need to ensure that all domain controllers immediately receive the new NS record.

What should you do?

From the DNS Manager console, reload the zone.

From the Services snap-in, restart the DNS Server service.

From the command prompt, run repadmin /syncall.

From the DNS Manager console, increase the version number of the SOA record.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
QUESTION 70
You have a domain controller named DC1 that runs Windows Server 2008 R2. DC1 is configured as a DNS

server for contoso.com.

You install the DNS Server server role on a member server named Serverl and then you create a standard
secondary zone for contoso.com. You configure DC1 as the master server for the zone.

You need to ensure that Serverl receives zone updates from DCL1.

What should you do?

On Serverl, add a conditional forwarder.

On DC1, modify the permissions of contoso.com zone.

On DC1, modify the zone transfer settings for the contoso.com zone.
Add the Serverl computer account to the DNSUpdateProxy group.

CSow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
QUESTION 71
Your network consists of a single Active Directory domain. All domain controllers run Windows Server 2008 R2

and are configured as DNS servers.

A domain controller named DC1 has a standard primary zone for contoso.com. A domain controller named
DC2 has a standard secondary zone for contoso.com.

You need to ensure that the replication of the contoso.com zone is encrypted. You must not lose any zone data.

What should you do?

A. On both servers, modify the interface that the DNS server listens on.
B. Convert the primary zone into an Active Directory-integrated zone. Delete the secondary zone.
C. Convert the primary zone into an Active Directory-integrated stub zone. Delete the secondary zone.



D. Configure the zone transfer settings of the standard primary zone. Modify the Master Servers lists on the
secondary zone.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 72

Your network consists of a single Active Directory domain. The domain contains 10 domain controllers. The
domain controllers run Windows Server 2008 R2 and are configured as DNS servers.

You plan to create a new Active Directory-integrated zone.

You need to ensure that the new zone is only replicated to four of your domain controllers.

What should you do first?

Create a new delegation in the ForestDnsZones application directory partition.

Create a new delegation in the DomainDnsZones application directory partition.

From the command prompt, run dnscmd and specify the /enlistdirectorypartition parameter.
From the command prompt, run dnscmd and specify the /createdirectorypartition parameter.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 73

Your network contains a server named Serverl. Serverl has the Volume Activation Management Tool (VAMT)
installed.

You need to activate Windows on a server named Server2 by using VAMT.

Which firewall rule should you enable on Server2?

COM+ Network Access (DCOM-In)

COM+ Remote Administration (DCOM-In)
Remote Service Management (RPC)

Windows Management Instrumentation (WMI-In)

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Explanation:
Section: Key Management Services (KMS)

Product key management with VAMT enables:
Single local console to manage keys for Windows client, Windows Server and Office 2010 Installation of the



keys on remote managed systems through WMI Tracking remaining activations on MAKs3
Source: http:/technet.microsoft.com/en-us/library/ff686876.aspx

QUESTION 74
Your network contains a server named Serverl that runs Windows Server 2008 R2. Serverl has the Windows
Deployment Services (WDS) server role installed.

You need to ensure that WDS only responds to computers that are prestaged in Active Directory.

Which WDS properties should you modify?

DHCP Authorization
PXE Boot Policy

PXE Response Policy
Transfer Settings

CSow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 75
Your network contains a server that has the Hyper-V server role installed. The server hosts a virtual machine
(VM) named VM1. VM1 runs Windows Server 2008 R2 and has the file server role installed.

You need to add more disk space to VML1. The solution must minimize the amount of downtime for VML1.

What should you do first on VM1?

Add a virtual disk to IDE controller 0.

Add a virtual disk to IDE controller 1.

Add a virtual disk to the SCSI controller.
Add a pass-through disk to IDE controller 0.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 76
Your network contains a server named Serverl that runs Windows Server 2008 R2. You plan to deploy
DirectAccess on Serverl.

You need to configure Windows Firewall on Serverl to support DirectAccess connections. What should you
allow from Windows Firewall on Serverl?

A. ICMPv6 Echo Requests

B. IPv6-Route
C. ICMPv6 Redirect
D. IGMP

Correct Answer: A



Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 77
Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2.

Network Access Protection (NAP) is deployed on Serverl. Server2 has the Routing and Remote Access
service (RRAS) role service installed.

You need to configure Server2 to use NAP VPN enforcement.

Which authentication method should you enable on Server2?

A. Encrypted authentication (CHAP)

B. Allow machine certificate authentication for IKEv2

C. Extensible authentication protocol (EAP)

D. Microsoft encrypted authentication version 2 (MS-CHAP v2)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Explanation:

To deploy NAP with VPN, you must configure the following:

Install and configure Routing and Remote Access as a VPN server. Configure your server running Network
Policy Server (NPS) as the primary RADIUS server in Routing and Remote Access.

In NPS, configure VPN servers as RADIUS clients. Also configure connection request policy, network policy,
and NAP health policy. You can configure these policies individually using the NPS console, or you can use the
New Network Access Protection wizard.

Enable the NAP Remote Access and EAP enforcement clients on NAP-capable client computers.

Enable the NAP service on NAP-capable client computers.

Configure the Windows Security Health Validator (WSHV) or install and configure other system health agents
(SHAs) and system health validators (SHVs), depending on your NAP deployment.

If you are using PEAP-TLS or EAP-TLS with smart cards or certificates, deploy a public key infrastructure (PKI)
with Active Directory® Certificate Services (AD CS).

If you are using PEAP-MS-CHAP v2, issue server certificates with either AD CS or purchase server certificates
from a trusted root certification authority (CA).

QUESTION 78

Your network contains a server named Serverl. Serverl has DirectAccess deployed. A group named Groupl is
enabled for DirectAccess.

Users report that when they log on to their computers, the computers are not configured to use DirectAccess.

You need to ensure that the users' computers are configured to use DirectAccess.

What should you do first?



From Active Directory Users and Computers, add the users' user accounts to Groupl.

On each client computer, add Group1 to the Network Configuration Operators group.

From Active Directory Users and Computers, add the users' computer accounts to Groupl.
On each client computer, add Group1 to the Distributed COM Users group.

Cow2>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Explanation:

QUESTION 79

Your network consists of a single Active Directory domain. You have a domain controller and a member server
that run Windows Server 2008 R2. Both servers are configured as DNS servers. Client computers run either
Windows XP Service Pack 3 or Windows 7. You have a standard primary zone on the domain controller. The
member server hosts a secondary copy of the zone.

You need to ensure that only authenticated users are allowed to update host (A) records in the DNS zone.

What should you do first?

On the member server, add a conditional forwarder.

On the member server, install Active Directory Domain Services.

Add all computer accounts to the DNSUpdateProxy group.

Convert the standard primary zone to an Active Directory-integrated zone.

Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
QUESTION 80

Your company has an Active Directory domain. The main office has a DNS server named DNS1 that is
configured with Active Directory-integrated DNS. The branch office has a DNS server named DNS2 that
contains a secondary copy of the zone from DNS1. The two offices are connected with an unreliable WAN link.

You add a new server to the main office. Five minutes after adding the server, a user from the branch office
reports that he is unable to connect to the new server. You need to ensure that the user is able to connect to
the new server.

What should you do?

Clear the cache on DNS2.

Reload the zone on DNS1.

Refresh the zone on DNS2.

Export the zone from DNS1 and import the zone to DNS2.

Cow>»

Correct Answer: C
Section: (none)



Explanation

Explanation/Reference:

QUESTION 81
You need to deploy a read-only domain controller (RODC) that runs Windows Server 2008 R2.

What is the minimal forest functional level that you should use?

A. Windows Server 2008 R2
B. Windows Server 2008

C. Windows Server 2003

D. Windows 2000

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 82

Your company has a single Active Directory domain named intranet.contoso.com. All domain controllers run
Windows Server 2008 R2. The domain functional level is Windows 2000 native and the forest functional level is
Windows 2000.

You need to ensure the UPN suffix for contoso.com is available for user accounts.

What should you do first?

Raise the intranet.contoso.com forest functional level to Windows Server 2003 or higher.
Raise the intranet.contoso.com domain functional level to Windows Server 2003 or higher.
Add the new UPN suffix to the forest.

Change the Primary DNS Suffix option in the Default Domain Controllers Group Policy Object (GPO) to
contoso.com.

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 83

Your company, A. Datum Corporation, has a single Active Directory domain named intranet.adatum.com. The
domain has two domain controllers that run Windows Server 2008 R2 operating system.

The domain controllers also run DNS servers.

The intranet.adatum.com DNS zone is configured as an Active Directoryintegrated zone with the Dynamic
updates setting configured to Secure only. A new corporate security policy requires that the
intranet.adatum.com DNS zone must be updated only by domain controllers or member servers.

You need to configure the intranet.adatum.com zone to meet the new security policy requirement.

Which two actions should you perform?



(Each correct answer presents part of the solution. Choose two.)

A. Remove the Authenticated Users account from the Security tab of the intranet.adatum.com DNS zone
properties.

B. Assign the SELF Account Deny on Write permission on the Security tab of the intranet.adatum.com DNS
zone properties.

C. Assign the server computer accounts the Allow on Write All Properties permission on the Security tab of the
intranet.adatum.com DNS zone properties.

D. Assign the server computer accounts the Allow on Create All Child Objects permission on the Security tab
of the intranet.adatum.com DNS zone properties.

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 84
http://www.lead2pass.com/70-649.html

Your company has an Active Directory forest that contains only Windows Server 2008 domain controllers.
You need to prepare the Active Directory domain to install Windows Server 2008 R2 domain controllers.

Which two tasks should you perform?

http://www.lead2pass.com/70-649.html
(Each correct answer presents part of the solution. Choose two.)

A. Run the adprep /forestprep command.

B. Run the adprep /domainprep command.

C. Raise the forest functional level to Windows Server 2008.
D. Raise the domain functional level to Windows Server 2008.

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 85

You have a test lab that contains 20 client computers and a server named Serverl. The client computers run
Windows 7. Serverl runs Windows Server 2008 Service Pack 2 (SP2).

You install the Key Management Service (KMS) on Serverl.

You need to ensure that the client computers can successfully activate by using Serverl.

What should you do?

Upgrade Server 1 to Windows Server 2008 R2.

Deploy five additional client computers that run Windows 7.

On each client computer, run simgr.vbs /rearm.

On Serverl, restart the Windows Activation Technologies service.

CSow>



Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation:

Minimum Computer Requirements

When planning for KMS activation, the network must meet or exceed the activation threshold, or the minimum
number of qualifying computers that KMS requires. You must also understand how the KMS host tracks the
number of computers on the network.

KMS Activation Thresholds

KMS can activate both physical computers and virtual machines. To qualify for KMS activation, a network must
meet the activation threshold: KMS hosts activate client computers only after meeting this threshold. To ensure
that the activation threshold is met, a KMS host counts the number of computers that are requesting activation
on the network. For computers running Windows Server 2008 or Windows Server 2008 R2, the activation
threshold is five. For computers running Windows Vista or Windows 7, the activation threshold is 25. The
thresholds include client

computers and servers that are running on physical computers or virtual machines. Source:http://
technet.microsoft.com/en-us/library/ff793434.aspx



Exam

QUESTION 1

Your network contains a server named Serverl that has the Web Server (1IS) server role installed.
The network contains a computer named computerl that runs Windows 7.

Computer has the the Remote Server Administrator Tools (RSAT) installed.

You need to ensure that you can administer Serverl from Computerl by using IS Manager.
The solution must minimize the number of roles services installed on Serverl.

What should you install on Server1?

To answer, select the appropriate role service from the Add Role Service dialog box in the answer area.

Point and Shoot:

= [E Security (Installed)
Basic Authentication (Instaled)
|| Windows &uthentication
| | Digest &uthentication
| | client Certificate Mapping Authentication
|_| 115 Clienk Certificate Mapping #Authentication
|| URL Autharization
Request Filtering (Instaled)
| | 1P and Domain Restrictions |
= [E Performance {Installed)

Skatic Content Compression (Installed)
D Crvnarmic Conkent Compression |
= [@ Management Tools {Installed)
15 Management Consale (Installed)
[ ] 115 Management Scripts and Tools
|:i Management Service
= [ ] IS & Management Compatibility
|| IIS 6 Metabase Compatibility
|_| 1IS & WMI Compatibility
|| IIS & Scripting Tools
| | 115 6 Manaoement Consols

Correct Answer:



= [E Security (Installed)
Basic Authentication (Instaled)
|| Windows &uthentication
| | Digest &uthentication
| | client Certificate Mapping Authentication
|| 115 Client Certificate Mapping Authentication
|| URL Autharization
Fequest Filtering (Instaled)
|| 1P and Domain Restrictions |

= [E Performance {Installed)
Skatic Content Compression (Installed)
|:i Crvnarmic Conkent Compression |
= [@ Management Tools {Installed)
[15 Management Consale (Installed)
[ | II5 Management Scripks and Tools

J:I Management Service
=

115 & Managerment Cormpatibility
|| IIS 6 Metabase Compatibility
|| IIS & WMI Compatibility

|| IIS & Scripting Tools

| | 115 6 Manaoement Consols

Section: (none)
Explanation

Explanation/Reference:

QUESTION 2

Your network contains a web server named Serverl.

You need to ensure that Serverl authenticates users by using a custom Web page.
Which authentication method should you enable from IIS Manager?

To answer, select the appropriate authentication method in the answer area.

Point and Shoot:



'\'E‘ Internet Information Services (115} Manager =

@‘:J | 95 » SERVERL » & -

File  Wiew  Help

TEETET G# Authentication @ re
= Stark Page _ online Hel
|z|-:;_:? SERVER1 (CONTOSOadministrator) | | TP by: Ma Grouping % :

~ -} Application Paals Mame = | status

- & Sites Active Directory Client Certificate Authentication | Disabled
Anonvmous Authentication Disabled
&3P MET Impersonation Disabled
Basic Authentication Disabled
Digest Authentication Disabled
Faorms Authentication Disabled
Windows Authentication Disabled

Correct Answer:

'\'E‘ Internet Information Services (115} Manager =

@‘:J | 95 » SERVERL » & -

File  Wiew  Help

TEETET G# Authentication @ re
= Stark Page _ online Hel
|z|-:;_:? SERVER1 (CONTOSOadministrator) | | TP by: Ma Grouping % :

~ -} Application Paals Marne. = | Status
- & Sites Active Directory Client Certificate Authentication | Disabled
Anonvmous Authentication Disabled
&3P MET Impersonation Disabled
Basic Authentication Disabled
Digest Authentication Disabled
|F|:|rms Authentication Disabled
Windows Authentication Disabled

Section: (none)
Explanation

Explanation/Reference:

QUESTION 3

Your network contains a Windows Server Update Services (WSUS) server named Serverl. All client computers
are configured to download updates from Serverl. Serverl is configured only to synchronize manually to
Microsoft Update.

Your company deploys a new Microsoft application.

You discover that the new application is not listed on the Products and Classifications list.

You synchronize the WSUS server.



You need to ensure that updates for the new application are available to all of the client computers.
What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and
arrange them in the correct order.

Select and Place:

Possible Actions Necessary Actions

add a computer group.

Approve the updates.

Move computers to a group.

e &

Synchronize the WSUS server.

Pun the Server Cleanup Wizard,

Modify the Products and Classifications settings.

Correct Answer:

Possible Actions Necessary Actions

Add a computer group. Synchronize the WSUS server.

Modify the Products and Classifications sett

Approve the updates.

Move computers to a group.

e &

Pun the Server Cleanup Wizard,

Section: (none)
Explanation

Explanation/Reference:
Correct answer(s):



1. Synchronize the WSUS server

2. Modify the Products and Classifications settings
3. Approve the updates

QUESTION 4

Your network contains three servers.

The servers are configured as shown in the following table:

Server name Role service
& " Remote Desktop Gateway (RD
R Gateway)
Remote Desktop Session Host (RD
Serverd ;
Sessions Host)
Server3 Metwork Policy Server (NPS)

You need to configure Serverl to use Network Access Protection (NAP) for all client connections.
Which node from RD Gateway Manager should you use to make this configuration?

To answer, select the appropriate node in the answer area.

Point and Shoot:

3 BD Gateway Manager

File Action View Help
ke Al ? i

R
B @ SERVER1 (Local)

= || Policies | - e RD Gateway enables authonzed remote usess to connect to resowces on
| Connection Authorization Policies | | k" an internal corparate or private netwark from any Intermet-connected device.

| Resource Authorization Policles |
| Manitoring |

Correct Answer:

2 RD Gateway Manager

File Action View Help
Kt 2l 7 Mo
R Gy e
51§ SERVERI (Loca)

= | | Policies | i s R Gateway enables authonzed remote usess to connect to resowces on
| | Conmection &uthorization Polices A, aninternal comporate or private network from any Intemet-connected device.

_| Resource Authorization Policles
| Manikoring |




Section: (none)
Explanation

Explanation/Reference:

QUESTION 5

Your network contains a Web server named Serverl.

You install a server certificate on Serverl.

You need to ensure that users can access the default Web site over HTTPS.
What should you configure from Internet Information Services (IIS) Manager?

To answer, select the appropriate component or action in the answer area.

P_oin_t and Sho_oL

W Internet Information Services (I15) Manager

@EJ @ » SERVERL b Skes b Defaul WebSte » @~ % 1@
File View Hebp

—,. Default Web Site Home —
Q- |8 0 L. Explare
&5 Sart Page = = Ect Parmissions. .,
= ¥ SERVER1 (CONTOSO\admiristrater) Fiters EHES cEmownl | 3
L appiication Poals ns - Bt e
=@ Sites Bindings. .
- & EIIEEED L #H Q@ 1 s seiings...
- Il__l ST )
fwthenbication  Handler  HTTP Redirect Wiew Appicatiors
Mappnas Yiew Virtual Directones
HTTR MIME Types  Modules B Help
Respo, — Cinline Help
£ ¥ =
e o= &
Oukput Request S5 Settings
Cachirg Filtering :[
| Features View |, - Coobent View

Ready -

Correct Answer:



W Internet Information Services (I15) Manager

@1.‘._;; (@ b SERVERL b Stes » DefaukWebSte »

fie  Miew Help

Q- 4”8
B Sart Page
= M2 SERVER1 (CONTOSG\administrator)
L Application Poals
=] @ Sitems

o R

Feady

g Default Web Site Home

Fiter: = Jco - Fishowal | i
s =
; G |
"51!1 & <
Authentication Handler  HTTP Redirect
Mappings
€€ »= A
HTTP MIME Types Modules
Respa.., e
= =
£ 8
Oukpuk Request S5 Settings
Caching Filbering :I

[restarsven | cant v

Ly Explore

Ect Parmssions. ..

EdiL Site

| Bindngs...

| Basic Settings...

Yigw Spplcstions

Yiew Wirkual Directones

Manage Web Site

W Help

Cinline Help

Section: (none)
Explanation

Explanation/Reference:
Select the Bindings

QUESTION 6

Your network contains two servers named Serverl and Server2.
Serverl and Server2 run Windows Server 2008 R2 Enterprise and have the Hyper-V server role installed.

You need to deploy a Hyper-V host cluster.

The solution must ensure that if one of the hosts is disconnected from the shared storage device, all of
the virtual machines (VMs) running on the host will continue to run

What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and

arrange them in the correct order.

Build List and Reorder:




Ordered List Title Answer Choices Title

Create Failover Cluster

J Create a Network Load Balancing
(NLB) Cluster

Enable Failover Clustering on both
=< Move | [semvers

W Enable Storage Manager For SANs
on both servers

Enable Cluster Share Volumes
(C5V) on the cluster

Enable Metwork Load Balancing
(MLB) on both servers

Correct Answer:
Enable Failover Clustering on both servers
Create Failover Cluster

Enable Cluster Share Volumes (CSV) on the
cluster

Section: (none)
Explanation

Explanation/Reference:
QUESTION 7
Your company has a server named VS1 that runs Windows Server 2008 R2 and Hyper-V. The VS1 server

hosts 10 virtual servers.

A virtual server named VS-DB has one 64-GB fixed-size virtual hard disk (VHD). The VHD file name is
disk1.vhd.

You discover that VS-DB utilizes only 5 GB of the VHD.
You turn off the VS-DB virtual server and want to regain the unused disk space on the VS1 physical server.
You need to configure VS-DB to make the diskl.vhd file as small as possible.

What should you do? (To answer, move the appropriate tasks from the list of tasks to the answer area and
arrange them in the correct order.)

Select and Place:



Steps, Select from these Steps, place here

Create a new diffecening VHD file named

disk2.vhd that had diskl.vhd as a parent Place first step here
disk.
Compact the disk2.vhd file Place second step, if any, here

Delete the disk1l.vhd file. Rename the

disk2.vhd tot diski.vhd FINE EHIC Lep  on Shent:

Convert the diskl.vhd file to a new
dynamically expanding VHD file named Place fourth step, if any, here
disk2.vhd

Convert the disk2.vhd file to a new fixed-

size VHD file named disk1.vhd Pace fijrsten, if way, here

Correct Answer:



Steps, Select from these

Create a new diffecening VHD file named
disk2.vhd that had diskl.vhd as a parent
disk.

Steps, place here

Convert the diskl.vhd file to a new
dynamically expanding VHD file named
disk2.vhd

Compact the disk2.vhd file

Delete the diskl.vhd file. Rename the
disk2.vhd tot disk1.vhd

Place fourth step, if any, here

Convert the disk2.vhd file to a new fixed-
size VHD file named diskl.vhd

Section: (none)
Explanation

Explanation/Reference:

Place fifth step, if any, here




Select [row these Place here

QUESTION 8

Your network contains a server named Serverl that runs Windows Server 2008 R2. You enable IPSec on
Serverl. You need to identify which client computers have active IPSec associations to Serverl.

Which administrative tool should you use to achieve this task?

To answer, select the appropriate tool from the answer area.

Point and Shoot:

i r:"'",, Administrative Tools

= R [ search Admiistrative Toos (2]
ﬁ Event Viewer I M’E&H G jEment I
_ﬁ%lut:urzluim I W-ﬁw‘h‘lmd |
_@&“msh#” . ﬁwm I
= ]

Correct Answer:



gy Administrative Tools

m | 5] = Al Control Panel Items. = Administrative Taols = - ﬁ| Search Administrative Tools 2]
orgo - Ho0e
| Remote Deskiop Services I @.mtm I ﬁr.:mmmw ]
{5 Data Sources (008C) | B Event viewer | 8, st ibater 1
ﬁu&m Security Pobicy | faihPerformance Monitor | éﬁmﬁw Canfiguration Wizard |
(o Services | [#j Share and Storage Management | ¢ Storage Explorer
3 System Configuration | (o Task Scheduer | lﬂmﬁmummmmw
(£ Widows Memory Diagnostic | ke windows Server Becup |

Section: (none)
Explanation

Explanation/Reference:
Correct answer(s):
Windows firewall

QUESTION 9

You need to modify the Password Replication Policy on a read-only domain controller (RODC).

Which tool should you use?

To answer, select the appropriate tool in the answer area.

Point and Shoot:

{E Administrative Tools R 1.- ...{Etﬂ
)+ System and Secuity ~ Administrative Tools v 823 | search administrative Toots ﬁ
e - #oe1®
|ApActive Diractory Domains and Trusts | (RfiEvent Viewer | faishare and Storage Management |
[FiActive Directory Sites and Services | [z Group Policy Management | [#Storage Explorer |
[ Active Directory Users and Computers | 3k ISCST Initiator | {Esystem Configuration |
[#]: Component Services | [Favocal Security Policy | (afiTask Scheduer |
[ Compuiter Management | (EfiPerformance Moritor | [FFwindows Frewal with Advanced Security|
ﬁﬂu‘b Sources {O0BC) I &P{!}It Managemeant ] Ei"n'n"ndm Memory E'.Hgmslic J
[#13DFS Management | (Fhsecurity Configuration Wizard | (apWindows Server Backup |

(4], DS | (b Services |
T tems

e omy

=

Correct Answer:



4@ Administrative Tools .'-f-.:‘-'.!-.'-."-" I i =10

() [~ Sytemand ety + adrinstotoe Toos BT Sexcer ezt Tods @l
L T =
Orgarize. = =5 o [ &

[FActive Directory Domains and Trusts | (W Event Viewer ] [y ishare and Storage Management |

mAChive Directory Sites and Services ﬁﬂrnw Polcy Managemant | [#*5torage Explorer |
r%.ﬂuttive Directory Users and Computers | {3k ISCST Initiator | {E¥system Configuration |
[#1:Companent Services | [FLocal Security Policy | (iTask Scheduer |
[AF Comguiter Management | (FPerformance Monitor | [APvindows Frewsll with Advanced Security|
E:Dm Sources {O0BC) |' .E#.Prmt Managemeant | EE_:thcms Memory Diagnostic |
[#[FS Management | (Fhsecurity Configuration Wizard | (apWindows Server Backup |
(4. DS | [k Services |
p 23 items

Section: (none)
Explanation

Explanation/Reference:
Practically the same as H/Q5.

Reference:
http://technet.microsoft.com/en-us/library/rodc-guidance-for-administering-the-password-replication-policy.aspx

Administering the Password Replication Policy
This topic describes the steps for viewing, configuring, and monitoring the Password Replication Policy (PRP)
and password caching for read-only domain controllers (RODCSs).

To configure the PRP using Active Directory Users and Computers

1. Open Active Directory Users and Computers as a member of the Domain Admins group.

2. Ensure that you are connected to a writeable domain controller running Windows Server 2008 in the correct
domain.

3. Click Domain Controllers, and in the details pane, right-click the RODC computer account, and then click
Properties.

4. Click the Password Replication Policy tab.

5. The Password Replication Policy tab lists the accounts that, by default, are defined in the Allowed list and
the Deny list on the RODC. To add other groups that should be included in either the Allowed list or the
Deny list, click Add.

* To add other accounts that will have credentials cached on the RODC, click Allow passwords for the
account to replicate to this RODC.

* To add other accounts that are not allowed to have credentials cached on the RODC, click Deny passwords
for the account from replicating to this RODC.

QUESTION 10

A server named DC1 has the Active Directory Domain Services (AD DS) role and the Active Directory
Lightweight Directory Services (AD LDS) role installed. An AD LDS instance named LDS1 stores its data on the
C: drive.

You need to relocate the LDS1 instance to the D: drive.

Which three actions should you perform in sequence?

(To answer, move the three appropriate actions from the list of actions to the answer area and arrange them in



the correct order.)

Build List and Reorder:
Ordered List Title Answer Choices Title

J run the net stop "active directory
J domain senvices” command

run the net stop LDS1 command

use the ntdsutil tool to move the
database files.

<< Move | |run the xcopy command to maove the
Remove == database files.
run the net start LOS1 command.
run the net start "active Directory
Domain Senices” command

use the windows backup tool and
restore the LODS1 instance to the D-
drive

Correct Answer:
run the net stop LOS1 command
use the ntdsutil tool to move the database files.
run the net start LO'S1 command.

Section: (none)
Explanation

Explanation/Reference:

Reference:
http://www.ucertify.com/blog/windows-server-2008-tools-used-for-configuring-and-maintaining-active-
directory.html

NTDSUTIL
NTDSUTIL.EXE is a command-line tool that is used to manage Active Directory.

Important Usage

To relocate AD LDS directory partition, use the NTDSUTIL tool. Take the following steps:
= Stop the LDS by using the net stop command.

* Move the Database file through NTDSUTIL tool.

= Start the directory service using the net start command.

QUESTION 11

Your network contains two Hyper-V hosts named Serverl and Server2. Serverl and Server2 belong to a
failover cluster. Serverl and Server2 are connected to the same 2-terabyte logical unit number (LUN).
You open Failover Cluster Manager as shown in the exhibit. (Click the Exhibit button.)

The cluster will host 20 highly available virtual machines (VMSs).

You need to ensure that the VMs can fail over independently.



Which action should you select from Failover Cluster Manager?

Point and Shoot:_

File Acton View Help

% Failover Cluster Manager

@2 m Bm

:';ii", Failover Cluster Manaager
= -'gf;] Cluster 1, Conkasa.com
E‘g Services and applications
= fl MNodes
i Serverl
g Serverd
4 Storage
% "5 Networks
i1] Cluster Events

Correct Answer:

File Acton View Help

Cluster Cluster1 Contoso.com Actons
&5 Configure a Service or Application
%‘? Summary of Cluster Clusterl B yalidate This Cluster
© Cluster] has 0 applicabons/services and 2 nades ¥ View Yalidation Report

Mame: Cluster] Contoso.com Networks: | -9 Enable Cluster Shared Yolumes, ..
Cumrent Host Server: Server) Subnets: 3{# Add Nads. .

Quorum Configuration: Node and Disk Majonty | Cluster Di __.- e s

Recent Cluster Events: MNone in the last 24 hours

' More Actions. ..
_~ Configure i
- -~ —_— _ —

% Failover Cluster Manager

@2 m Bm

:';ii", Failover Cluster Manaager
= -'gf;] Cluster 1, Conkasa.com
E‘g Services and applications
= fl MNodes
i Serverl
g Serverd
4 Storage
% "5 Networks
i1] Cluster Events

Section: (none)
Explanation

Explanation/Reference:

QUESTION 12

Cluster Cluster1 Contoso.com Actons
&5 Configure a Service or Application
%‘? Summary of Cluster Clusterl B yalidate This Cluster
© Cluster] has 0 applicabons/services and 2 nades ¥ View Vabidation Report

Mame: Cluster] Contoso.com Networks: | ¥ Enable Cluster Shared Yolumes, ..
Cumrent Host Server: Server) Subnets: | = 44 node. .. |
Quorum Configuration: Node and Disk Majorty [ Cluster Di |~

Recent Cluster Events: MNone in the last 24 hours

' More Actions. ..
- Configure View
- -~ —_— _ —

Your network contains three servers named Serverl, Server2, and Server3. Serverl is located on a perimeter

network. Server2 and Server3 are accessible from the internal network only.

http://www.lead2pass.com/70-649.html
Users connect to Server2 and Server3 to run RemoteApp programs.



You need to ensure that remote users can run the RemoteApp programs on Server2 and Server3. The
solution must minimize the number of ports that must be opened on the internal firewall.

Which role service or role services from the Add Roles Wizard should you install on Server3?

To answer, select the appropriate role service or role services in the answer area. Select only the required role
service or role services.

Point and Shoot:
Add Roles Wizard

-
|
. Select Role Services
Befare You Begn Sedact the roke services to mstal for Remate Desktop Services:
Server Roles Role sarvices: Description:
Remote Deskbop Services . - =rote Desltop o Hios M
e o Hast 0 = ;
| Remote Desldop Virtusization Host Wm a"sn:wwar ko hast
Confirmation - Remote Desktop Licensing Windowes-based programs ar the ful
sk __| Remate Deslitop Connection Broksr Windows deskiap, Lsers can connect
Progress | Remate Desktop Sateway ko an RO Session Host server torun

progr ams, save files, and ose retwark

| Remote Deskiop Web dccess i e il

AEsils

< Previous I fije==t jreds| Cancal

Correct Answer:



Add Roles Wizard

-
|
.S"z Select Role Services

Befare You Begn Salect the role services bo rstal for Ramote Deskiop Services:
Server Rolas Ruols sarvices: Description:
Remoke Deskbop Services [ | [re—— Remate Desktopn Sssgon Host (RO,
ote Deskto st : : f b Terming
L Remote Desdop Virtuskzation Host arvat, mabhsua server bo host
| Remote Desktop Licansing WWindows-based programs or the full

Confrmation

t Windowes deskbop, Users can connect

Pragress | Remate Desktop Gateway ta an kD 53‘55'”;;“* Tﬂ' to nh:.lorh
= programs, save files, and use ne
Hasiike | Remote Deskiop Web focess mmrcu:un that snlwur,

< Previous I fije==t jreds| Cancal

Section: (none)
Explanation

Explanation/Reference:

Original MS exam have an typing error in this question. You must read "Serverl" instead of "Server3".

select RD Gateway Role

QUESTION 13

You need to perform an offline defragmentation of an Active Directory database. Which four actions should you

perform in sequence? (To answer, move the appropriate four actions from the list of actions to the answer area
and arrange them in the correct order.)

Build List and Reorder:



Ordered List Title Answer Choices Title

:I stop the active directory domain
hd senices serice.
compact the ntds_dit

move the ntds_dit file to
<< Move | [Sewindir¥entds

tart the active directory domai
Fierrmve:s:uls € rectory domain

SEMVICES Semvice.

restart the domain controller in safe
mode

copy the ntds.dit file to
Sowinder%\sysvol

Correct Answer:

stop the active directory domain semvices semvice.
compact the ntds_dit

move the ntds.dit file to %windir%\ntds

start the active directory domain semices semvice.

Section: (none)
Explanation

Explanation/Reference:
Correct Answer

List of Actions Answer Arca

QUESTION 14
DRAG DROP

Your company has a main office and a branch office. All servers are located in the main office.

The network contains an Active Directory forest named adatum.com. The forest contains a domain controller



named MainDC that runs Windows Server 2008 R2 Enterprise and a member server named FileServer that
runs Windows Server 2008 R2 Standard.

You have a kiosk computer named Public_Computer that runs Windows 7. Public_Computer is not connected
to the network.

You need to join Public_Computer to the adatum.com domain.
What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and
arrange them in the correct order.

Select and Place:

Possible actions Necessary Actions

Festart Public_Computer,

Copy the BLOB file to MainDC,

Copy the BLOB file to Public_Computer,

Fun netdom.exe fadd on ManDc.

e |&

Fun dioin.exe frequestODd on MainDC,

Fun djoin.exe fprovision on FileServer.

Furi netdom.exe fjoin on Public_Computer,

Fun djoin.exe fprovision on Public_Computsar,

Fun dioin.exe frequestOD] on Fublic_Compiuter,

Correct Answer:



Possible actions Necessary Actions

Fun dinin.exe /provision on FileSarver,

Copy the BLOB file to MainDC. . Copy the BLOA file to Public_Complar.,

| Bun djoin.exe frequest00] or Fublic Comp.ter,

Fun netdom.exe fadd on ManDC, Zestar Pubbe_Computer,

e &

Fun dioin.exe frequestODd on MainDC,

Furi netdom.exe fjoin on Public_Computer,

Fun djoin.exe fprovision on Public_Computsar,

Section: (none)
Explanation

Explanation/Reference:
QUESTION 15
DRAG DROP

Your network contains an Active Directory forest named adatum.com. The forest contains four child domains
named europe.adatum.com, northamerica.adatum.com, asia.adatum.com, and africa.adatum.com.

You need to create four new groups in the forest root domain. The groups must be configured as shown in the
following table.

Group name Group members Group requirement

& domain local group

Groupl Eﬂﬂijgg;rgrziﬁ A Yisible in all domains
africa,adatum.com
A universal group fram Oniby wvisible in the

GroipC europe. adatum.com adatum.com
& global group from

Group3 asia,ladaturn.r:um Cnly visible in the .
& universal group from adatum.com domain
northamenca, adatum. com
User accounts from 5 :

Group4 S e e Yisible in all domains

What should you do?

To answer, drag the appropriate group type to the correct group hame in the answer area.



Select and Place:

Aniswer Araa

Do rmain Local

Giobal

Lin neersal

Correct Answer:

Do rmair: Local

Giohal

Lir mar szl

Diorain Local

Section: (none)
Explanation

Explanation/Reference:

QUESTION 16

HOTSPOT

Your network contains an Active Directory forest.

The DNS infrastructure fails.



You rebuild the DNS infrastructure.

You need to force the registration of the Active Directory Service Locator (SRV) records in DNS.
Which service should you restart on the domain controllers?

To answer, select the appropriate service in the answer area.

Point and Shoot:

ﬂ SErviCes

bl e ITERET S 7 W A

[ Mame: | status [steu.. » [logonas |
L5115 Admin Service | Skarted  Aubomatic Local Syskem

- Interske Messagng Started  Awtomatic Local System

L5 IP Helper Started Batomatic Local Syskem

EhEerberos Key Distribution Canter Skarted Automatic Local System

£k Microsoft FTP Service Started Aqitamatic Local System

£5 et Pipe Listener fidapter Started  Automatic Local Service

ChNet, Top Listener Adapter Started  Aubosiatic Local Service

b Netlegon Started Abemiatic Local System

Lk metveork Location Awareress Skarted Aubamatic Mebwark Service

SisNebwork Store Inkerface Service Skarted Aubomatic Lecal Service

CE Orfine Riecponder Service Started  Automatic Metwark Sandce

L5 Pug and Play Started Butomatic Local Syskem

L Power Started Bgbamatic Local Syskem

ELPrint Spooler Started  Automatic Local System

i, Rremiats Deskiop Connection Broker Started  futomatic Hetwark Sarvice

£ Remate Deskiop Licensing Started  Automatic hletwark Service

L Remobe Procedure Call (RPC) | Started Automatic Hebwark Sarvice -
\ Extended j\ Standard / |

Correct Answer:



q. Services

File  Adion  Wew  Help

i M M EEY
[ Hame | status [steu.. » [logonas =

L5115 Admin Service | Skarted  Aubomatic Local Syskem

L Inkersite Messagrg Started  Automatic Local System

£ IP Helper Skarted Aubeenatic Local System

EhEerberos Key Distribution Canter Started Automatic Local Syskem

‘EhMicrosoft FTF Sepvice Started Automatic Local System

£5 et Pipe Listener fidapter Started  Automatic Local Service

ChNet, Tep Listener Adapter Started  Aubosiatic Local Service

|G Netinaan Started Steeriabic Local Syskem

Lk metveork Location Awareress Skarted Aubamatic Mebwark Service

SisNebwork Store Inkerface Service Skarted Aubomatic Lecal Service

L5 Ondree Responder Service Started Bitomnatic Metwark Sandce

L5 Pug and Play Started Butomatic Local Syskem

L Power Started Bgbamatic Local Syskem

S Print Spooter Started  Automatic Local System _[

S Remate Deskiop Connection Broker Started  Aubomatic Metwark Sarvice

£ Remote Deskiop Licersing | ‘Started Aubonatic Hetwork Service

L Remobe Procedure Call (RPC) | Started Automatic Hebwark Sarvice -
\ Esterded )\ standrd / "
I I

Section: (none)
Explanation

Explanation/Reference:

QUESTION 17
DRAG DROP
Your network contains an Active Directory domain named adatum.com.

You need to use Group Policies to deploy the line-of-business applications shown in the following table.

Application

S Application requiremeant

+« The apglication must be installed the first time
the user clicks on the shortcut,

« An application shortcut must appear on the Start
menu of each user’ s clent computer,

« LUszers must be able to install the application from
Control Panel on their client computer,

Business_App2 = An application shortcut must NOT appear on the
desktop ot the Start menu of the user’ s clhent
computer until the application is installed.

« The application must be installed on the client
computer of each user.

s Only the local admimstrators group must be able
to uninstall the application,

Business_Appl

Busingss_App3

What should you do?

To answer, drag the appropriate deployment method to the correct application in the answer area.



Select and Place:

Assigh to user |

iBesign to computer ]

IFLb lish bo Lser

Correct Answer:

| B Biwisi Bk

Agsign o user | F'Lll:lltah to Lser | |.nssi|;|n to computer

Section: (none)
Explanation

Explanation/Reference:

QUESTION 18
HOTSPOT

Your network contains an Active Directory forest named contoso.com. All client computers run Windows 7
Enterprise.



You need to automatically create a local group named PowerManagers on each client computer that contains a
battery. The solution must minimize the amount of administrative effort.

Which node in Group Policy Management Editor should you use?

To answer, select the appropriate node in the answer area.

Point and Shoot:
1§ Groos ey esmpcicatate

- Defauit Domain Policy [DC1.CONTOSO.COM] Fobicy Name |
= Computer Configuration B Computer Configuration

=l | Polices % User Configuration
I | Software Settings
| Windows Setiings
|| Admrestrative Templates: Policy definitions (ADMY fles) refrieved from the local machne,
Preferences
£ | Windows Settings

F || Control Panel Settings

# 4%, User Configuraton

i

(g} B G 1)

¥

Correct Answer:

8 Group Policy Management Editor
Fe cten vew Heb
=0 B

" Defaci Damai Pakcy [DC L CONTOSO, COM] Policy e I
= 8 Computer Configuration B Computer Configuration

=l | Polices % User Configuration
I | Software Settings
| Windows Setiings
|| Admrestrative Templates: Policy definitions (ADMY fles) refrieved from the local machne,
Preferences
¢ | Windows Settings

[ 5 Convol Pane! Setings

# 4%, User Configuraton

i

=l

(g} B G 1)

¥

N Extended ), Standard /

Section: (none)
Explanation

Explanation/Reference:

QUESTION 19
DRAG DROP

Your network contains two forests named contoso.com and fabrikam.com. The functional level of all the
domains is Windows Server 2003. The functional level of both forests is Windows 2000.



You need to create a trust between contoso.com and fabrikam.com. The solution must ensure that users from
contoso.com can only access the servers in fabrikam.com that have the Allowed to Authenticate permission
set.

What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and
arrange them in the correct order.

Select and Place:

Possible Actions Necessary Actions

Create a forest trust,

Create a shortout trust,

Create an esternal trust.

Configure SID filtering.

. 2
& |

Configure selective authentication,

Configure forest-wide suthentication,

Faise the functional ievel of sl domains,

Raise the functional level of bath forasts,

Correct Answer:

Possible Actions Necessary Actions

Create a forest trust, . Race the funclional l2vel o bath Frects,
|

Create a shortout trust, | Create an external krust.

[ v .
| | Configure selective authent cztion,

Configure 51D filtering, !j
&

|

Configure forest-wide authantication,

Faise the functional ievel of sl domains,

Section: (none)



Explanation

Explanation/Reference:

QUESTION 20

DRAG DROP

Your network contains an Active Directory forest named contoso.com.

You need to create an Active Directory Rights Management Services (AD RMS) licensing-only cluster.
What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and
arrange them in the correct order.

Select and Place:

Possible Actions Necessary Actlons

Deploy AD RMS policy templates,

Create an AD-RMS root cluster,

Create an Al RMS licensing-only cluster.

Install Microsoft SQL Server 2008,

e s

Install the Failaver Clustering feature,

Install the active Directary Certificate Services (AD C3) role, [

Correct Answer:



Possible Actions Necessary Actlons

[ Irs13) ¥ioroscft SGL S=rwar Z00E,

| | | Creste an AT RMS raot cluster,

| | | Crezte an MOEMS li=zneing-3ny =1 eter,

| Sepla S ool
| j Ceplay 40 RME pol oy templates,

Install the Failaver Clustering feature, EJ

Install the active Directary Certificate Services (AD C3) role, [

Section: (none)
Explanation

Explanation/Reference:

QUESTION 21

Your network contains two servers named Serverl and Server2 that run Windows Server 2008 R2.
You plan to publish a RemoteApp program named Appl to Server2.

You need to ensure that Appl appears as a RemoteApp program when you connect to https://serverl/rdweb.
Which role services should you install on Serverl and Server2?

To answer, drag the appropriate role service to the correct server in the answer area.

Select and Place:



Role Servica Answar Araa

Ramote Desktop = :
(Connection Broker (RD g 1 | 1 ;
Connection Broker) i l““ Role service

Remote Desktop Gateway
(RD Gateway) -

Remote Desktop Session T @h SBWM

Host (RD Session Host)

Rermote Dasktop Web
iccess (RO Web Access)

Correct Answer:

Role Service Answer Area

i 5 e |

E’E:ﬂ Et- EE;E O " Remote Desktop \Web
i i Server] | ccess (D \Web Access)

(Connection Broker) 3

Remote Desktop Gateway
(RO Gateway)

' [Remote Desktop Session
Serverd | E st (RD Session Hast)

Section: (none)
Explanation

Explanation/Reference:

QUESTION 22
Your network contains two servers. The servers are configured as shown in the following table:

Server nams Berver configuration

Windows Server 2008 R2 Enterpnse (64-hit)
Femote Desktop Session Host (RD Session Host)
Windows Server 2008 B2 Enterpnise (64-bit)
Remote Desktop Web Access (RD Weh Access)

Serverl

Sarver2

All client computers run the 32-bit version of Windows Vista.



Your company purchases a new sales application named SalesApp1l.
SalesAppl is a 64-bit application.
SalesApp1 is associated with the .abc file | extension.

You need to ensure that when users in the sales department open files that have the .abc file extension,
SalesApp1l automatically opens.

What should you do?

To answer, move the appropriate actions from the Possible Actions list to the Necessary Actions area and
arrange them in the correct order.

Build List and Reorder:

Ordered List Title Answer Choices Title

Install SalesApp1 on Sernver?

J Create a RemoteApp program on
Server2

Create a Remote Deskiop
Connection (.rdp) file

<< Move | Create a Windows Installer package
for SalesApp1

Deploy the Windows Installer
package by using a Group Policy
object (GPO)

Deploy the Remote Desktop
Connection (.rdp) file by using a
Group Policy object (GPO)

Remove ==

fi

Correct Answer:
Install SalesAppl on Server
Create a RemoteApp program on Server?
Create a Windows Installer package for SalesApp?

Deploy the Windows Installer package by using a
Group Policy object (GPO)

Section: (none)
Explanation

Explanation/Reference:
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