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Exam A

QUESTION 1
Which three occur on an Android device when it goes through Adaptive Management and becomes Workspace ONE Managed? (Choose three.)

A. The Android for Work version of VMware Workspace ONE app gets activated.
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B. The Android device immediately goes through Android OS update.

C. The Android device prompts user to backup internal storage to Google Cloud.

D. The Work folder gets created on the Android device.

E. The original VMware Workspace ONE app gets activated.

Correct Answer: ABD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 2
Which of the following criteria can an admin use to create a smart group? (Choose three.)

A. User Group

B. Device Serial Number

C. Device IMEI Number

D. Platform and Operating System

E. Device Model

F. Device Compliance Status

Correct Answer: ADE
Section: (none)
Explanation
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Explanation/Reference:
Reference:
https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.4/vmware-airwatch-guides-94/GUID-AW94-SmartGroupsOverview.html

QUESTION 3
What three on-premise components require a Public IP address. (Select three.)

A. AirWatch Cloud Connector (ACC)

B. Database Server

C. Secure Email Gateway (SEG)

D. Unified Access Gateway – Content Gateway service

E. Unified Access Gateway – VMware Tunnel service

F. Integration Broker

Correct Answer: CDF
Section: (none)
Explanation

Explanation/Reference:
Reference: https://techzone.vmware.com/resource/vmware-workspace-one-reference-architecture-saas-deployments#section7
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QUESTION 4
DRAG DROP
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Drag and drop the component names into the diagram, which illustrates a VMware approved deployment with customer on premise VMware Horizon Desktops
integrated into VMware Identity Manager.

Select and Place:

Correct Answer: 



https://www.gratisexam.com/

Section: (none)
Explanation

Explanation/Reference:

QUESTION 5
Which two ways can AirWatch Managed Content be assigned to users? (Choose two.)

A. Smart Group

B. Functional Group

C. Organization Group

D. Domains Group

E. User Group

Correct Answer: AC
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Section: (none)
Explanation

Explanation/Reference:
Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.5/vmware-airwatch-guides-95/GUID-AW95-Rdmptn_Cds_Assign.html

QUESTION 6
Which productivity application requires the device to be Workspace ONE managed?

A. VMware Content Locker

B. VMware Boxer

C. VMware Tunnel

D. VMware Browser

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Reference:
https://www.air-watch.com/solutions/enterprise-email/

QUESTION 7
What setting would need to be modified to prevent a user from performing an enterprise wipe on their device from the Self Service Portal?

A. AirWatch Agent Setting

B. User Role

C. Device Ownership type

D. Device Restriction profile

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Reference:
https://docs.vmware.com/en/VMware-AirWatch/9.2/Mobile%20Device%20Management%20Guide%20v9_2.pdf

QUESTION 8
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A company is currently using PowerShell integration with Office 365 as an email solution.

Which PowerShell command can be used for retrieving a list of devices in your organization that have active Microsoft Exchange ActiveSync partnerships?..
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A. Get-ActiveSyncDeviceClass

B. Get-Mailbox –Identity $identity

C. Get-MobileDevice –Mailbox $mailbox

D. Set–ActiveSyncMailBoxPolicy

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Reference: https://ulvbjornsson.com/2017/08/03/vmware-airwatch-powershell-integration-for-mobile-email-management-and-more/

QUESTION 9
What Android device requirement must be met to push an application from the Google Play Store and have it silently install on a device?

A. Register with Android Enterprise

B. Google Developer access

C. G-Suite compatible

D. Supervised

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
Which uses the built-in Kerberos Distribution Center service to authenticate requests?
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A. Android Mobile SSO

B. VMware Unified Access Gateway

C. iOS Mobile SSO

D. Windows Hello

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Reference: https://pubs.vmware.com/vidm/index.jsp?topic=%2Fcom.vmware.wsair-administration%2FGUID-04224060-D467-4DE0-BB08-B21E0AA9817D.html

QUESTION 11
What are two methods by which compliance is measured? (Choose two.)

A. Engine Compliance

B. Root Compliance

C. Enterprise Compliance

D. Real Time Compliance

E. Cloud Compliance

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
Reference: https://docs.vmware.com/en/VMware-AirWatch/9.2/aw-mdm-guide-92/GUID-014MDM-CompliancePoliciesOverview.html

QUESTION 12
On which device operating system does the Email Notification Service (ENS) provide near real-time push notifications for new emails?

A. iOS

B. Windows

C. Android

D. MacOS

Correct Answer: A
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 13
What configuration must an administrator setup to allow users to add their own network shares to VMware Content Locker through the Self Service Portal?

A. Admin Repository

B. Manual Template

C. Personal Content

D. Automatic Template

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Reference:
https://docs.vmware.com/en/VMware-AirWatch/9.2/Mobile%20Device%20Management%20Guide%20v9_2.pdf

QUESTION 14
What two ways can an administrator use to safeguard sensitive email content? (Choose two.)

A. Implement the Unified Access Gateway.

B. Configure the Device Enrollment Program.

C. Implement SEG Proxy.

D. Deploy email compliance policies.

E. Deploy device token authentication.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
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What does an administrator need to do to require an end user to accept the Terms of Use (TOU) prior to completing the installation of a Workspace Services
Profile?

A. Enrollment Terms of Use Acceptance

B. Enrollment End User License Agreement

C. Require an optional prompt

D. Register with Apple DEP

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Reference: https://docs.vmware.com/en/VMware-AirWatch/9.3/VMware%20AirWatch%20Mobile%20Device%20Management%20Guide%20v9_3.pdf

QUESTION 16
Which Linux command grants the current user account temporary root privileges for a short period of time?

A. chmod u+x

B. ./

C. chmod 777

D. sudo

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Reference: http://www.linuxhomenetworking.com/wiki/index.php/Quick_HOWTO_:_Ch09_:_Linux_Users_and_Sudo#Temporarily_Gaining_root_Privileges

QUESTION 17
The Workspace ONE application requires what minimum level of device security before allowing users to log in on iOS or Android devices?

A. Biometric authentication

B. Mobile Device Management

C. Six digit alphanumeric device passcode

D. Four digit numeric device PIN

Correct Answer: B
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Section: (none)
Explanation

Explanation/Reference:
Reference: https://techzone.vmware.com/quick-start-tutorial-cloud-based-vmware-workspace-one

QUESTION 18
What three components does the Workspace ONE configuration wizard set up for the administrator? (Choose three.)

A. API connectivity between VMware Identity Manager and Horizon

B. Mobile Single Sign-On

C. Workspace ONE catalog
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D. API connectivity between AirWatch and VMware Identity Manager

E. Conditional access policies

F. API connectivity between AirWatch and Horizon

Correct Answer: BCD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 19
What two steps would an administrator take to troubleshoot iOS devices that are not communicating with the console? (Choose two.)

A. Confirm that the iOS devices have network connection.

B. Confirm that the APNs certificate is still valid.

C. Confirm that AWCM is running.

D. Confirm that the VPP token is valid.

E. Confirm that DEP is enabled.



https://www.gratisexam.com/

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 20
Which three are configured through a VMware Identity Manager Access Policy? (Choose three.)

A. Authentication Methods

B. Terms of Use

C. Identity Providers

D. Device Type

E. Network Range

Correct Answer: ACD
Section: (none)
Explanation

Explanation/Reference:
Reference:
https://docs.vmware.com/en/VMware-Identity-Manager/2.8/com.vmware.wsp-administrator_28/GUID-C2B03912-C7D8-4524-AE6E-8E8B901B9FD6.html

QUESTION 21
Which feature allows administrators to preconfigure user data on managed public applications?

A. App Wrapping

B. AirWatch SDK

C. VMware Tunnel

D. AppConfig

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 22
Which service requires connectivity to a RADIUS server for authentication when using Workspace ONE?

A. Workspace ONE UEM API service

B. AirWatch Cloud Messaging Service

C. VMware Enterprise Systems Connector

D. VMware Unified Access Gateway

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Reference:
https://docs.vmware.com/en/Unified-Access-Gateway/3.0/uag-30-deploy-config-guide.pdf (page 61)

QUESTION 23
Which Unified Access Gateway component can use an AirWatch generated certificate for inbound SSL traffic?

A. VMware AirWatch Secure Email Gateway

B. VMware AirWatch Content Gateway

C. AirWatch Cloud Connector

D. VMware Tunnel

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 24
What does an administrator create to assign a custom user attribute as a file share?

A. Automatic Template

B. Admin Repository

C. Manual Template

D. User Repository
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 25
Which scenario requires a company to leverage the VMware Identity Manager connector in addition to the AirWatch Cloud Connector?

A. Deploy VMware productivity apps.

B. Integrate with Horizon, Citrix and ThinApp.

C. Sync user accounts from LDAP to VMware Identity Manager console.

D. Configure mobile SSO on iOS devices.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
Reference: https://techzone.vmware.com/resource/vmware-workspace-one-reference-architecture-saas-deployments

QUESTION 26
What are two ways of launching Horizon VDI applications through Workspace ONE? (Choose two.)

A. HTML5 Web browser

B. Workspace ONE application

C. VMware Content Locker

D. AirWatch Agent

E. Horizon client

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 27
Which two requirements must be satisfied to push an internally developed application to an Android Enterprise managed device? (Choose two.)

A. Supervise the device

B. Integrate with Google Apps for Business

C. Upload as an internal application to the console

D. Leverage a Google Developer Account

E. Publish in the Google Play Store

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 28
What additional permissions may be required to successfully run a telnet command across domains?

A. Membership in the local Administrators group, or equivalent.

B. Domain Computer Membership or equivalent.

C. Membership in the local system account group, or equivalent.

D. Domain User membership group, or equivalent.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 29
Which three functions does Workspace ONE Integration with a Microsoft Certification Authority (CA) allow administrators to execute? (Choose three.)

A. Host a copy of the Certificate Revocation List.

B. Request certificates with custom attributes.

C. Manage CA security permissions from the console.

D. Revoke an issued certificate.
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E. Renew an issued certificate.

Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 30
What can an administrator subscribe to for advanced notice of pending releases and updates?

A. Support Announcement emails

B. Product Announcement emails

C. Forum Announcement emails

D. Knowledge Base Announcement emails

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 31
Which policy should an administrator modify to grant user access to the company’s federated Web app in Workspace ONE?

A. Default authentication user

B. Default profile policy

C. Default compliance policy

D. Default access policy set

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 32
A company wants to micro-segment their network to provide applications access to a segmented network while using the VMware Tunnel.

Which VMware solution can be used to implement micro-segmentation?

A. NSX

B. vSphere

C. vROps

D. vSAN

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/datasheet/vmware-micro-segmentation-and-security-deploy-service-
datasheet.pdf

QUESTION 33
How does an administrator re-evaluate compliance for email policies after making changes to an email compliance policy rule?

A. Click Re-evaluate compliance for this device.

B. Deactivate and then reactivate the changed email compliance policy rule.

C. Click Run Compliance.

D. Reactivate the device endpoint.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 34
A device on the Internet is not able to connect to the VMware Tunnel.
Which three are the VMware recommended troubleshooting steps an administrator could take to resolve this issue? (Choose three.)

A. Telnet from the Tunnel front-end server to the Tunnel back-end server.

B. Ping from the Internet to the Tunnel back-end server.
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C. Check the configuration on the console.

D. Telnet from the Tunnel front-end server to the Console server.

E. Telnet from the Internet to the Tunnel front-end server.

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 35
Which three types of data can be collected from a MacOS device and displayed in the console? (Choose three.)

A. IMSI number

B. OS version

C. Device serial number

D. Firmware version

E. IMEI number

Correct Answer: BCD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 36
A company uses Active Directory Federation Services (ADFS) and Workspace ONE to jointly manage access to Office 365. ADFS is the identity provider for Office

365. VMware Identity Manager has been added to ADFS as a 3rd party identity provider to ADFS.

Which service issues access tokens to Office 365?

A. Integration Broker

B. Active Directory Federation Service

C. VMware Identity Manager

D. Workspace ONE
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
https://www.vmware.com/pdf/vidm-office365-saml.pdf
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